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Beenexne

@ Pasnuuatot Heckonbko BNOOB TECTUPOBAHNA, OONH U3 KOTOPbIX —
MOAY/IbHOE TECTUPOBAHUE

o CnMBOJSIbLHOE NCNOJIHEHNE, KaK OAWH U3 NOAXO4OB aBTOMAaTUYECKONA
reHepauuy MOLY/NbHbIX TECTOB, SIBASETCS NEPCNEKTUBHLIM, OLHAKO Ha
TeKyLWnii MOMEHT HELOCTAaTOYHO PasBUT

o MMpoekT cumeonbHoro asuxka KLEE! peanusyet cumeonsHoe
ncnontenune ans LLVM butkoaa

o MMpoekT komnunsTopa si3bika Go Gollvm? nossonsieT TpaHcMpoBaTh
ncxopblii kog Go B LLVM 6uTtkop

Thttps://klee.github.io/
2https:/ /go.googlesource.com/gollvm/
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[NlocTaHoBKa 3aa4dn

Uenb: co3paHne MHCTpyMeHTa, NO3BOSIOLLErO AJsi MPON3BOJILHON
yHKUUN B KOAe Ha sA3bike GO aBTOMATUYECKU FEHEPUPOBaTL TECTOBLI
Go-cpaiin ¢ MOgYALHBIMU TECTaMU C UCMOJIL30BAHNEM CUMBOJIBHOMO
NCMOJIHEHUS MPUN FreHepaunn TecToB.

3apaun

@ 0630p CyLeCTBYIOLMX NHCTPYMEHTOB /151 FEHEPaLN MOAYbHBIX
TeCcToB Aj1sl koga Ha s3bike Go

o [lpoekTupoBaHMe NHCTPYMEHTA AJIsi FTEHEPALUN MOAYSIbHbLIX TECTOB
AJ151 NPOU3BOJILHON PyHKLUM B Buge TecToBoro dalina Ha Go

@ Peanusaums cnpoekTUpOBaHHOrO MHCTPYMEHTA

@ [lpoBeneHne 3KCNEPUMEHTOB C LIENbIO MPOBEpKM paboTocnocobHocTy
pa3paboTaHHOro pelueHus
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Ob3zop

gofuzz
go-fuzz
fzgo

BcTpoeHHblii MexaHn3m dassuHral

DUCKEE GO*
gollvm + klee

3https://go.dev/doc/fuzz/
*https://github.com/DieracDelta/DuckeeGO
o)1



ApxuUTeKTypa UHCTPYMeHTa

Docker-koHTelHep )

(P LLVM 6uTtkog

llvm-goc

2]

WN3MEHEHHbIV

LLVM 6uTkopn

)_

klee

apryMeHThbl B
dopmarte KTEST

ktest-tool

KTEST-Tunbl napameTpos

O

Go-Tunbl
napameTpoB

fE aprymeHThl B
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Go-naket fl\
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[Mpeobpasosatue Il _modifier

LLVM 6utkog npeobpasyetcs cneaytowuMm obpazsom:

@ Bce rnobanbHble nepeMeHHble, ONpenesieHne KOTOPbIX COLEPXKUTCS B
cTaHgapTHoli bubnnoteke Go, onpeaensoTcs HyAsAMN

o CO3)],3POTCF| BCNOMOraTesibHble rnobanbHble NEPEMEHHbIE

e OnncobiBaetcs curHatypa cneyunansHoii dyHkunn KLEE
klee_make_symbolic, npegHasHauyeHHasi ANs TOro, 4Tobbl noMevaTh
nepeMeHHble Kak CUMBOJIbHbIE

o Onpegensietca dyHkyms klee.main gns 3anycka TeCTUPYEMOIA
(PYHKLNM C CUMBOJIBHBIMI MEPEMEHHbBIMY
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[Mpeobpasosatue Il _modifier

@main..types = constant { i64, [1 x i8+%] } zeroinitial] @main..types = constant { 164, [1 x i8*] } zeroinitia
lizer lizer

@internal lcpu..types = external externally_initializ|] @internal lcpu..types = global { i64, [1 x i8*] } zer
ed global { i64, [1 x i8*] } oinitializer

@runtime..types = external externally_initialized glo|] @runtime..types = global { i64, [1 x i8*] } zeroiniti
bal { i64, [1 x i8*] } alizer

@internal lbytealg..types = external externally_initi]] @internal 1lbytealg..types = global { i64, [l x i8*] }
alized global { i64, [1 x i8%*] } zeroinitializer

@runtime_linternal_latomic..types = external external]] @runtime linternal_latomic..types = global { i64, [
1y initialized global { i64, [1 x i8*] } x i8*] } zeroinitializer

@runtime linternal 1lmath..types = external externally|] @runtime linternal lmath..types = global { i64, [1 x
_initialized global { i64, [1 x i8*] } i8*] } zeroinitializer

@runtime linternal 1sys..types = external externally || @runtime linternal 1sys..types = global { i64, [1 x i
initialized global { i64, [1 x i8*] } 8*] } zeroinitializer

@go..typelists = internal constant [7 x { 164, [1 x iJ} @go..typelists = internal constant [7 x { 164, [1 x i
8*] }*] [{ i64, [1 x i8*] }* @internal_lcpu..types, {J} 8*] }*] [{ i64, [1 x i8*] }* @internal_lcpu..types, {
i64, [1 x i8*] }* @runtime..types, { i64, [1 x i8%*] i64, [1 x i8*] }* @runtime..types, { i64, [1 x i8%*]
}* @internal_lbytealg..types, { 164, [1 x i8*] }* @ruf} |}* einternal lbytealg..types, { i64, [1 x 18*] }* @ru
ntime linternal latomic..types, { i64, [1 x i8%] }* ntime linternal latomic..types, { i64, [1 x i8%] }* @
runtlme linternal 1math..types, { i64, [1 x i8*] }* g'l runtlme linternal Imath..types, { i64, [1 x i8*] }* @
runtime_linternal _1sys..types, { i64, [1 x i8*] }* @m| runtime_linternal . _1sys..types, { 164, [1 x i8*] }* @m
ain..types] ain..types]

@klee.zero = internal constant i64

@klee.x.str = internal constant [2 x i8] ¢

@klee modify..klee.x.str = internal constant i8

declare void @0 (i8*, ...) declare void @0 (i8*, ...)
define void @ go init main(i8* nest %nest.29) #0 !dbf}" define void @ go init main(i8* nest %nest.29) #0 !db

1 { g !
<tbotgo/package/llvm bitcode.l1l [TY] 136,1 5% <ctions/getSign/llvm bitcode.ll [TY] 136,1
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[Mpeobpasosatue Il _modifier

br il %trunc , label %then , label %else
+ +--152 cTpoku: else.41l:
declare void @runtime.registerTypeDescriptors(i8+*, 16|

4, 18%) #
declare void @internal lcpu..import(i8*) #

declare void @runtime..import(i8%*) #

attributes #

attributes #
illreturn }
attributes #2 = { nofree nosync nounwind readnone spe]

{ argmemonly nofree nosync nounwind

br il %trunc , label %then , label %else

- +--152 cTpoku: else.4l:
declare void @runtime.registerTypeDescriptors(i8+*, i6
4, i8*) #

declare void @internal lcpu..import(i8*) #
declare void @runtime..import(i8*) #
declare void @klee make symbolic(i8*, 164, i8%*)

define internal void @klee.main() {
entry:

%klee.x.addr = alloca 164, align

%klee.x.bc = bitcast 164* %klee.x.addr to i8*

call void @klee make symbolic(i8* %klee.x.bc, 164
, 18* getelementptr inbounds ([2 x i8], [2 x i8]* @kl
ee.x.str, i64 0, i64 0))

%klee.x.ld = load i64, i64* %klee.x.addr, align

%klee.call call 164 @main.getSign(i8* undef, i64
%klee.x.ld)

ret void

}

attributes #0 =

culatable willreturn }

<tbotgo/package/1lvm bitcode.ll [TY] 1779,1 72%
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Ytunuta template applier

package {{package.name}} package test4

import ( import (
"encoding/json"
o5

"strconv"
"testing"

) )

type utbotgo type args {{func.name}} struct { type utbotgo type args g struct {
{{ A{{func.args.name}} {{func.args.type}} " json:"{{f Aa byte

unc.args.name}}" }|{ Ab rune

13 Ac uint32

¥
}
var utbotgo args g = [Jutbotgo_type args_g{
var utbotgo args_{{func.name}} = []Jutbotgo_type_args | { Aa: b: 0, Ac: }.
{{func.name}}{ { Aa: : Ac: }.
[[{ {{A{{func.args.name}}: [[args.{{func.args.nam| { Aa: E , Ac: },
e}}lHH. 1} LT . { Aa: 12, Ac: 3},

type utbotgo type results g struct {
} Rd int
19
type utbotgo type results {{func.name}} struct { }
21 {{ R{{func.results.name}} {{func.results.type}} " jso
n:"R{{func.results.name}}"" }|{ var utbotgo answers g = [Jutbotgo_type resul
22 }} ts_g{

23 }
<otgo/utils/other files/test.go template 1,1 Hasepxy utbotgo g test.go [TY] 1,1 Hasepxyj
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lcnonb3oBaHHbIE A3bIKU 1 TEXHONOMNN

C++ — usmenenne LLVM butkopa nocpeactsom LLVM API
Make — cbopka n B3aumMoaeiicTBnE YyTUANT NHCTPYMEHTA

CMake - renepauusi LLVM butkopa crangaptHoii bubnnotekn Go
Python - pabota ¢ dopmatamn JSON n YAML

Go — obpaboTka 1 nameHeHne TekcTa 1 napcuHr koga Ha Go

Docker — cosgatune Docker-obpasa

e 6 6 6 o o o

Shell — HanucaHne npocTbix yTuaANT
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lcnons3osanue ytunutel utbotgo

. 3anyck PepaktnpoBaHue daiina 3anyck
utbotgo init KOHdUrypaumm utbotgo generate
Banyck
go test -v

Het

M3meHeHne WUCcxXogHoro Koga

reHepupoBaTb HOBbIE
MOAYINbHbIE TECTbI

3anyck
utbotgo update_answers
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OrpaHuyeHns Ha dyHKLMK

@ PesynbTat yHKLMN He JOJKEH 3aBUCETH OT r10banbHbIX
NePEMEHHbIX N He JOJIKEH BbI3bIBaTb (PYHKLMIO, Pe3ybTaT KOTOPOi
3aBMCUT OT r106aNbHLIX NEPEMEHHbIX

o DyHKLMS HE JOKHA BbI3bIBATL (DYHKLUIO U3 APYroro makeTa; npw
HEOBXOANMOCTN PEKOMEHAYETCA NEPEHECTU BECH MCMOJBL3YEMbIN KOZ,
M3 ApYrux NakeToB B TEKYLLWIA, MPU 3TOM KOA He AO/KEH CoAep)KaTb
BCTaBOK koga Ha sisbike C/C++ unu Ha accembnepe

@ Bce napamerpbl doyHKLUUN JOMKHBI BbIT LENOYNCAEHHBIMU; STOMY
OrpaHNYeHNIO COOTBETCTBYIOT crieaytouime Tunsl sisbika Go: rune,
int, int8, int16, int32, int64, byte, uint, uint§, uintie,
uint32 n uint64.

o DyHKUMS [ONKHA BO3BpaLLlaTb POBHO OAHO 3HAYeHue

@ Twvn BO3BPaLLAEMOro 3HAYEHMSI JOKEH OblTb NPOCTbIM Ha30BbIM
Go-Tunom, CNnoxHble TUMbI, TAKNE KAaK MAaCCUB, KapTa 1 CTPYKTypa, He
AonyckarTcs
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DKCNePUMEHTbI

TecTupyemas dpyHKUMOHaNLHOCTE | testl | test2 | test3
Muorodaiinosbii Go-naker v
Vicnonnsiemble Go-naket v
Heckonbko TecToBbIX hyHKLMI v v
ApnMeETNYECKINE BbIPAXKEHUS v
OnepaTop if v v
Onepatop for v

All checks have passed

4 successful checks

Vg Build and run "utbotge’ tool / Pull or build Docker i... Details

N Build and run “utbotgo® tool / Run test 1 (push) Suc... Details

v Build and run "utbotgo™ tool / Run test 2 (push) Suc... Details

v Build and run "utbotgo’ tool / Run test 3 (push) Suc. Details
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PesynbTathl

B xoge BbinosiHeHUst paboThl ObIAM BOCTUrHYTHI ClefytowmMe pe3ynbTaThl:

o [poBeaéH 0b30p CyLLECTBYIOWNX PELLEHNIA NS reHepaLun MOAYSIbHbIX
TecToB ans a3bika Go

o PaspabotaHa apxuTekTypa MHCTpymeHTa B Buge Habopa
B3aMMOZLENCTBYOLWNX APYr C APYrOM yTUAUT 1 paboTatowux B
Docker-koHTeilinepe

@ PeanusoBaH MHCTPYMEHT C MCMO/Ib30BAHNEM Pa3ANYHbIX A3bIKOB U
TexHosoruii, Takux kak C++, Go, Python, Make, Docker

o [poBeseHo TecTupoBaHue paboTel peasn30BaHHOMO UHCTPYMEHTA Ha
pa3nnyHbIX TecToBbiX GO-nNakeTax, HAXOASLUNXCS B nanke examples
penosnTopus

PenozuTtopunii:
https://github.com/Software-Analysis-Team/UTBotGo
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lcnons3osanue ytunutel utbotgo

cd examples/testl
1s
getSign.go go.mod main.go
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lcnons3osanue ytunutel utbotgo

package main lrackage main

func main() { [func getSign(x int) int {
var a int if x == 0 {
getSign(a) return 0
}
if x >0 {
return 1
} else {
return -1
}

Becb getSign.go
"getSign.go" 12L, 150C
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lcnons3osanue ytunutel utbotgo

cd examples/testl
1s
getSign.go go.mod main.go
vim -0 main.go getSign.go
QaiinoB ONA pepakTUpoBaHMA: 2
utbotgo init
Initialization continued successfully.
Configuration defined in file "utbotgo/config.yml .
1s
getSign.go go.mod main.go
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lcnons3osanue ytunutel utbotgo

tested-functions:
- getSign

"utbotgo/config.yml" 2L, 30C 3anucaHo
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lcnons3osanue ytunutel utbotgo

1s
getSign.go go.mod main.go

vim utbotgo/config.yml

utbotgo generate > /dev/null
: output directory is "/workspace/utbotgo/functions/getSign/klee-out-0"
: Using Z3 solver backend
: WARNING: undefined reference to function: internal lcpu..import
: WARNING: undefined reference to function: runtime..import
: WARNING: undefined reference to function: runtime.gList.empty
: WARNING: undefined reference to function: runtime.gList.pop
: WARNING: undefined reference to function: runtime.gList.push
: WARNING: undefined reference to function: runtime.gList.pushAll
: WARNING: undefined reference to function: runtime.goPanicIndex
: WARNING: undefined reference to function: runtime.memequal
: WARNING: undefined reference to function: runtime.panicmem
: WARNING: undefined reference to function: runtime.registerTypeDescriptors
: WARNING: executable has module level assembly (ignoring)

: done: total instructions = 43

: done: completed paths = 3

: done: partially completed paths = 0
: generated tests = 3

go.mod main.go utbotgo_getSign_test.go
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lcnons3osanue ytunutel utbotgo

KLEE: done: partially completed paths = @
KLEE: done: generated tests = 3
1s
getSign.go go.mod main.go utbotgo getSign test.go
go test
--- FAIL: Test utbotgo getSign (0.00s)
--- FAIL: Test utbotgo getSign/test #1 (0.00s)
utbotgo getSign test.go:71:
arguments: {-9223372036854775808}
expected is unknown
actual: {-1}
--- FAIL: Test utbotgo getSign/test #2 (0.00s)
utbotgo getSign test.go:71:
arguments: {0}
expected is unknown
actual: {0}
--- FAIL: Test utbotgo getSign/test #3 (0.00s)
utbotgo_getSign_test.go:71:
arguments: {255}
expected is unknown
actual: {1}

0.002s
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lcnons3osanue ytunutel utbotgo

go test
--- FAIL: Test utbotgo getSign (0.00s)
--- FAIL: Test utbotgo getSign/test #1 (0.00s)
utbotgo getSign test.go:71:
arguments: {-9223372036854775808}
expected is unknown
actual: {-1}
--- FAIL: Test utbotgo getSign/test #2 (0.00s)
utbotgo getSign_test.go:71:
arguments: {0}
expected is unknown
actual: {0}
--- FAIL: Test utbotgo getSign/test #3 (0.00s)
utbotgo getSign test.go:71:
arguments: {255}
expected is unknown
actual: {1}

simpleTest3 0.002s
utbotgo update answers > /dev/null

simpleTest3 0.003s
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lcnons3osanue ytunutel utbotgo

package main lrackage main

func main() { [func getSign(x int) int {
var a int if x == 0 {
getSign(a) return -2
}
if x >0 {
return 1
} else {
return -1
}

1,1 Becb getSign.go
"getSign.go" 12L, 151C 3anwucaHo
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lcnons3osanue ytunutel utbotgo

--- FAIL: Test utbotgo getSign/test #3 (0.00s)
utbotgo getSign test.go:46:
arguments: {255}
expected is unknown
actual: {1}

simpleTest3 0.003s
utbotgo update_answers > /dev/null
go test
PASS
ok simpleTest3 0.003s
vim -0 main.go getSign.go
DaiinoB ONA pepakTUpoOBaHMA: 2
go test
--- FAIL: Test utbotgo getSign (0.00s)
--- FAIL: Test utbotgo getSign/test #2 (0.00s)
utbotgo_getSign_test.go:51:
arguments: {0}
expected: {0}
actual: {-2}

0.002s
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lcnons3osanue ytunutel utbotgo

)

type utbotgo_type args_getSign struct {
Ax int “json:"x"
}

var utbotgo_args_getSign = []uthntgo _type_args_getSign{
{ Ax: -9223372036854775808 },
{ Ax: }
{ Ax: 255},

}

type utbotgo type results getSign struct {
R int “json:"R"
}

var utbotgo answers getSign = [Jutbotgo type results getSign{
{R: -1},
{R: -2},
{R: 11},

}

func utbotgo writeResults getSign(results [Jutbotgo type results getSign) (err error) {
var data []byte
"utbotgo getSign test.go" 61L, 1341C 3anncaHo 26,1-8 18%
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lcnons3osanue ytunutel utbotgo

actual: {1}

simpleTest3 0.003s
utbotgo update_answers > /dev/null

simpleTest3 0.003s
vim -0 main.go getSign.go
DainoB ONA peNakTUpoOBaHMA: 2
go test
--- FAIL: Test utbotgo getSign (0.00s)
--- FAIL: Test utbotgo getSign/test #2 (0.00s)
utbotgo getSign test.go:51:
arguments: {0}
expected: {0}
actual: {-2}

simpleTest3 0.002s
vim utbotgo getSign test.go

simpleTest3 0.002s
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