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DNeKTPOHHOE roIoCOBAHME

e TpeboBaHMs

o HapéxHocTb
o [lpnBaTtHoOCTb
o [lpoBepsemocTs

e Buanl

o IpagmumoHHoe
o AKuMOHepHoe

e [Iprmepnl

o lonocoeaHue Ha bnokyerHe B Poccum, Sctoumu, Typumm, Amepuke
o0 HauMoHanbHbIM PACYETHBIM AENO3UTAPUM

s [opoBoe obuiee cobpanmne akumoHepoe MockoBckol Brpxu

s bonee 84% nporonocosaewmx anekrporHo (8-27.04.2020)
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E-voting

e DSX Technologies n Accenture

e CuUcTeMa AKUMOHEPHOrO roNOCOBAHMS

e AHOHMMM3ALMS BOSIEMN3BABIEHNUS YYACTHUKA

e Bo3amMoxHOCTb NpoBEpPKKM YECTHOTO YYETA rONOCOB

e |laTteHTnl

o US10,388,097: Blockchain-based cryptologic ballot veritication

o US10,445,965: Blockchain-based cryptologic ballot organization
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http://patft.uspto.gov/netacgi/nph-Parser?Sect1=PTO1&Sect2=HITOFF&d=PALL&p=1&u=/netahtml/PTO/srchnum.htm&r=1&f=G&l=50&s1=10388097.PN.&OS=PN/10388097&RS=PN/10388097
http://patft.uspto.gov/netacgi/nph-Parser?Sect1=PTO1&Sect2=HITOFF&d=PALL&p=1&u=/netahtml/PTO/srchnum.htm&r=1&f=G&l=50&s1=10445965.PN.&OS=PN/10445965&RS=PN/10445965
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Llenb: Peanusaums npotokona TAMHOro 3neKTPOHHOIO AKLMOHEPHOTO
ronocoBaHus Ha bnokuenHe Hyperledger Fabric

3apaum:

1 O630p npeameTHOM 0ONACTH

J [Npotokon E-voting
1 Hyperledger Fabric

J [NpoektnpoBaHmMe apxXUTEKTYpPbI CUCTEMBI

. AHONM3 CyLEecTBYIOWEro peLleHus
1 PaspaboTtka HoBoro nogxopa
J CpaBHeHMe noaxonos

1 Peanusaumsa Hoeoro nogxoaa

1 Peanunaaumsa cuctemMbl CMapT-KOHTPAKTOB
1 PedaktopuHr oft-chain npunoxenms

1 TectposaHue cnctemsl
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[lpoTokon

e MoHeTbl

o ALBUTMBHO roMomMopdHoe
LWKMdPOBAHME

s E(x+Yy) = E(x) + E(y)

o Kpuntorpaduueckoe
[OKOA3ATENbCTBO HEOTPULATENBHOCTH

s E(10) = E(15) + E(=5)

e [lpouecc

MHnupanmsaums ronocoBaHms
PacnpeneneHune moHer
[onocoeaHme

[Topcyér u nybnukauus pesynbTaTos

O O O O

( Voting Service Organizer Intermediaries Voters
4 N\ | )
publish ) organize || [r&?:fes*
encryption key voting A
R )L y enabled]
Y
s | lrequest request
emit coins phase c?)ins
_ y dlsajoled] _ y
voting Y
finished " distribute |
l coins
N y
{cas’r vo’re]
publish
results
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Hyperledger Fabric

e Open-source bnokyerH-nnatdopma
o Linux Foundation
e KopnopatuBHOE NpMMeEHeEHUE

o WaeHtndukaums n asTopusaums Nonb3OBATENEN
o [lpnBaTHble pacnpepnenéHHble peecTpsl

e Dba3a gaHHbIX «knOY-3HAYEHME
e [loppnepxka cMapT-KOHTPAKTOB
o Go, Java, JavaScript
e VHctpyMeHTsl ans off-chain npunoxeHuin

o Go-, Java-, JavaScript-SDKs
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Application-based
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Chaincode-based

Application AN
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CpaBHeHMe noaxonos

Kputepuin \ MNoaxon
Mopenb 0AOHHbIX

CocTosiHMe CUCTEMD!

XpOHMMbIE AAHHbIE
CrHXpOHU3AUHUS

DLT-3aBucumocTb

Application-based

«Cblpble» CTPOKM

JlokanbHOE

Bce coobuieHus

MHomMBuayanbHas

Cnabas

Chaincode-based

[lporpammHble 0bbeKTL!

Obuwee

KoppekTHble coobuuieHms
ABTOMATMYECKQOS

CunbHas
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Hetanu peanmsauun

1 Mogaenb 0AHHbIX
1 Cnocob xpaHeHus B 6a3e OAHHbBIX «KITHOY-3HAYEHME
d Jlormka sanmogaumm

1 Mcnonb3oeaHue BoamoxHocTei Hyperledger Fabric
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Mogenb oAaHHbIX

Ballot

+ Nonce: int
+ Answers: []|Distribution

«interface»
Entry

+ GetEntryType(): string
+ GetUID(): string

+ GetKey(): string

+ GetValue(): []byte

«interfacey»

Message

+ GetMessageType(): string

+ GetSenderPK(): PublicKey
+ GetSignature(): []byte

+ GetSignedContent(): string

l
Wallet

+ VotingUID: string

—)| + Address: string

+ Coins: []Coin
+ Ballot: Ballot

BaseMessage

+ VotingUID: string

+ |d: string

+ SenderPublicKey: PublicKey
+ Signature: string

JAN

Notification

+ Voting: Voting
+ CoinKey: CoinKey

CoinDistribution

+ Input: string

+ Outputs: []string

+ Distributions: []Distribution
+ Proof: Proof

Vote

+ Input: string

+ Nonce: int

+ Distributions: []Distribution
+ Proof: Proof
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KOMMO3UTHbIE KJTIOUYMU

ObbekT

YHUKAnNbHOE
coobleHue

[loBTOpSsitOLWEECH
coobueHne

Kowenék

Tvn obbvekTa

«message»

«message»

«wallet»

[logTun
0bBbEKTA

«emissiony

«vote»

|ID ronocoBaHums

ID obbekTa

<message |D>

<wallet address>
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Ob6paboTumKku M KOHTEKCT

o KoHTekcT
o KoHTenHep ans obpabaTtbiBaeMoro coobueHus
e BeforeTx

o Hecepuanusaums coobuieHms
o [lpoBepka nognucu
o0 3dnncb COOBLLEHUS B KOHTEKCT

o AfterTx

o 3dnuch coobuieHus B peecTp
o [lybnukaums cobbitus
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lTectuposanue

® [lpoBepka paboTocnocobHoOCTH
® [onocoeaHune akumoHepoe MockoBckolM Brpxu
® 30 ronocoe no 3 oTeeTa
* 1500 yyacTtHukoB

®* CpaBHeHWe BpeMeHu paboTbl NOrMKM BANMAALMMU MOAXOAO0B
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Pe3ynbTaThl HOrPY304YHOIO TECTUPOBAHMS

MeTog Application (ms/op) Chaincode (ms/op)
organize 0.468 £0.010 0.477 £0.001
emit 0.150+£0.002 0.310+£0.001
distribute 150.167 £0.702 82.826 £ 0.353
vote 601.631 +£2.746 268.063 + 1.041
finalize 117.593 £2.402 148.902 + 0.863

Kondurypauus pabouen cranumm (18)
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Pe3ynbraTh

v [NlpoBenéH ob3op npeameTHOM obnacTy

v [lpotokon E-voting
v Hyperledger Fabric

v CnpoekTMpoBaAHA APXMTEKTYPA CUCTEMDI

v [lpoaHanusunposaHo cywecTtytowee peleHue
v PaspabortaH HoBbIM nogxop
v llpounseepgeHo cpaeHeHMe nogxopos

v Peanu3oeaH HoOBbIM nogxopn

v PeanusoBaHa cMcTeMa CMAPT-KOHTPOKTOB
v [Mposenén pedaktopunr off-chain npunoxerms

v [lpoBepeHo TecTupoBaHMe cnCTEMD
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KoHdurypaumsa pabouer ctaHumm

e OnepaunonHas cucrema: macOS Mojave v10.14.6
e LMY: Intel Core i/, 2.6 GHz, 6 Cores, 12 Logical processors

O3Y: 32 GB 2400 MHz DDR4

Java: AdoptOpen]DK 8 (v1.8.0_242, x86_64)
JMH: org.openjdk.jmh:jmh-core:1.21

Go: gol1.14.2 (darwin/amdé4)

Hyperledger Fabric: v2.1.0 (commit: 1bdt97537)
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https://github.com/hyperledger/fabric/tree/v2.1.0

