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BBeneHue

Lindpposas kpumnHanuctuka
OcobbIn NHTEPEC Y KPUMUHANUCTOB BbI3blBAET aHaNn3
MOBUIbHBIX YCTponcTB KomnaHmn Apple: iPhone u iPad
IOS — xopoLlo 3almLIeHHas cmctema

CKprTbIe reoriokauymMoHHblE€ JaHHbIE




Lenb

Llenbto paboTtbl siBNsieTca paspaboTka nporpammbl Ansi co3gaHus
obpasa annoBon CMCTEMbI YCTPOUCTB Ha onepaunoHHon cucteme iOS un
BHedpeHne ee B kommepyeckumn npoaykt Belkasoft Evidence Center.
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3agaum

NccnegoBaTb cnocobbl  NONyYeHUs OaHHbIX U3 MOOWUMNbHOro
yCTpoucTBa

NccnepoBatb cyTb ya3BuMoOCTU «tfpO» M BO3MOXHOCTb NPUMEHEHUS
OaHHOMN YA3BMMOCTM AN  MNOSlydeHUA [OOCTyna K AdaHHbIM Ha
MOBOUITBHOM YCTPOWNCTBE

PeanunsoBaTb NpUNoXXeHMUe-nNpoToTUn Ans CHATUA obpasa n BHeOPUTb
ero B Belkasoft Evidence Center

[TpoBecTn anpobauuto nNonyyYeHHoOro pesyresrata
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OcHoOBHbIe BUAbl U3BMeYeHUs AaHHbIX C MOOUNBbHLIX YCTPOUCTB

e CHsATMe norndeckoro obpasa — pesepBHasi KONUs 4Yepes nporpammy iTunes
e CHaTtue dmnamndeckoro obpasa — nosiHbIM NOGUTOBLIN 0Bpa3 NamaTn

e CHSATME NOSTHOro Nnornyeckoro obpasa — KoNUsl CoaepPXXMMoro pamnoBon CUCTEMbI
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YassumocTsb tfp0

e B OS X task _for_pid — aT0 (pyHKUMA, KOTOpPAA NO3BOSISIET NpoLECCY
nonyyaTb CCbIfIKY Ha CEerMeHT BuUpPTyanbHOW nNaMmsaTU AOPYroro
npouecca

e 0 - ngeHtTndukaTop npoiecca agpa

e tfp0 —task for pid 0
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dT1ansbl Jailbreak

[MonyyeHne gocTyna Ha YTeHWe 1 3anncb K CErMEHTY BUPTYaribHOM NamMsaTh aapa
[Mony4deHwe root goctyna

O06xoa necoyHULbI

O6xog AppleMobileFilelntegrity

YctaHoBkon yTunuT tar, ssh, dpkg u T. 4. no nyTtun «/var/containers/Bundle/»
BoicTaBneHue napametpa «com.apple.private.security.container-required» y

YTUINT CO 3HadeHnewm false
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[NoaknoyeHne K yCTPOUCTBY

KomnbioTep OMynAaumAa iTunes USB iOS ycTpouncteo
TCP TyHHEnNb < >
127.0.0.1:8119 127.0.0.1:27015 127.0.0.1:22

e 8119 — Nnpon3BonbHbLIM CBOOOAHLIM NOPT HA KOMMbIOTEPE

e 27015 — nopt AppleMobileDeviceService, KOTOpbI OTBEYaET 3a
pacrno3HaBaHue yctpoucts iPhone, iPad n iPod touch B nporpamme iTunes

e 22— nopt SSH
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Co3pnaHue obpa3sa

e YcTtaHoBka SSH coeanHeHus

e [lepeHanpasrneHune BbI3oBa “tar -cf - /7 Ha NnokasrbHbIN KOMMbIOTEP
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AHanus uenecoobpasHOCTU cXaTua obpasa

1z4 gzip be3 cikarus
Bpewms, mun 14 27 6,5
Cxkopoctb, M0aiit/c 13 3 27,6
Pasmep, MoaiT 6270 5007 10800
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OTKkno4YeHUe aBTOONTOKNPOBKU

e MeTtoa areHTa
e Co3gaHue yTunuTel KOMaHOHOM CTPOKKU Ha s3blke Objective-C
e (Cxema CcHATUSA aBTOBNOKNPOBKU 3KpaHa:

o [logkntovyenne no SSH

o YTtunurta 3arpyxaetca no SSH B nanky /usr/bin

o 3anycKk yTUmuTbl

o YpgarneHue yTunuTbl C yCTPOUCTBA
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UHTerpaumna B Belkasoft Evidence Center

SSHBackup

AcquisitionTask GUI
\ 4
abstract
AppleBackup
2
. \ 4 y
iTunesBackup AppleDeviceDispatcher
abstract >

AppleConnection

&

SSHConnection

iTunesConnection
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UHTerpaumna B Belkasoft Evidence Center

(B ce _ = (BE1Ada data source —E
S What device acausifion ethod woukd youike 0 se?
Seect Apple device o acqire see qustion method
Vit Acquisition methods Info
iPhone 6 - Full logical backup is a method for getting a complete image of a file
g O iTunes backup s L ol L g
UDID: d1fbad4ch259cd72145e9ea32a0354137ff0267 system.
i05 version: 12.1.1
Device name: iPhone mv ) Full logical backup
.
For download all the data from the device, screen autolovk should be
disabled.
) ) N ) iPhone 65
You can do it manually using the instructions below or automatically by o
pressing the button "Disable screen lock". S
463e5bc9cad
Manual instruction: i05 version: 12.1.2
«For i0S 11 and upper. Go to Settings -> Display & Brightness -> Device name: iPhone belka
Auto-Lock. Set to Never. SRl
«For another. Go to Settings -> General -> Auto-Lock. Set to Never.
Connect iPhone or iPad to
PC using appropriate cable: R
Choose to trust this Targetpatn
computer in dialogue box
on the device.
<< Start over < Back Dext > Close << Start over < Back Dext > Close

) Add data source

Creating
Do not detach the device while the tool acquires data

@ copieai Gb, 1952 Mbjsec

Elapsed time: 0:04:52
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CpaBHeHVIe Tmormn4eckKoro " noJiHoro Jyiorn4eckoro 06pasoB

IIpuaoxenue

Jlornyeckuii o0pa3

IHonnbIi JOrMYecKuii 00pa3

Facebook, koi1. cooOmienui 0 45
Telegram, xom. coobieHuit 0 167
WeChat, koi. cooOuieHui 0 80
WhatsApp, koi1. cooO1ieHuit 10 10
Safari, KoJI. KoIIEH U CCHUIOK 173 6266
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PesynbTraTthl
NccneooBaHbl  CriocoObl  MOMyYEHUS OaHHbIX M3 MOOUIIBHOro
yCTpOMUCTBa
NccnepoBaHa cyTb yassumocTn «tfpO» v BO3MOXHOCTb MPUMEHEHUS
OaHHOW YS3BMMOCTWM ANdA  MNOMyYeHust AoCTyna K [daHHbIM - Ha
MOOUITIBHOM YCTPOWNCTBE
PeannsoBaHO MpUNOXeHUe-NpoTOTUN aona  cHAtTMsa obpasa wu
BHeapeHo B Belkasoft Evidence Center

[TlpoBeaeHa anpobauus
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