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BBenenue

ITo muenmo amamurudeckoro arenrcrsa Gartner [7], x 2020 roxy wuv-
TEpHeT Belleil 00beJuHUT 26 MUIINAPI0B yCTPOMCTB, & JI0XO0/I ITOCTABIIH-
KOB ITPO/IyKTOB M YCJIYT PbIHKA WHTEPHETA BEIIell COCTABUT K ITOMY BpeMe-
o 300 mummapaoB jgostapoB. IIpu TakoM pocrte orpacim Tpebyercss Bce
60JIbIIIe KBATMMDUITMTPOBAHHBIX CIIEUAIUCTOB [4] 11t pazpaboTku perreHuii,
00bETUHSATONAX TPOTPAMMHBIE KOMILJIEKCHI BHICOKOT'O YPOBHS W TTPOTPaMM-
HOe oDecIieueHre BCTPAUBAEMbBIX CUCTEM.

O/1Ha W3 OCHOBHBIX CJIOXKHOCTEH C IPUBJIEUEHUEM MOJIO/IBIX CIEIINAJIH-
CTOB B 3Ty 00JIaCTH - 3TO BBICOKHI TTOPOT BXoja. /lake I caMbIX JieMeH-
TapHBIX YKCIEPUMEHTOB TpeOyeTcd KaK alapaTHas, TaK W IIPOrpaMMHast
JacTu. Ecim B TIocsIeTHIE TOJIBI allllapaTHbIE PEIIeHUs, TTO3BOISIONIUME CO-
3/IaBaTh JOCTATOYHO CJIOKHBIE POOOTOTEXHUIECKNE CUCTEMBI WJIN PEITEHM S
JIJIsT MTHTEPHETa Beleil 6e3 crnennaan3unpoBaHHbIX 3HAHUN U YMEHU, aKTUB-
HO Pa3BUBAJIUCH U TOJYYHUJIA JOCTATOYHO IIUPOKOE pacupocTpaHenue. 1o
B 00J1aCTU TPOrpaMMHOrO obeciiedeHus, JJid pabOThl CO BCTPAWBAEMbBIMU
CUCTEMaMU, TPUHITUITUAJIbHBIX U3MEHEHUN HeT. DTO MO0 MPEXKHEMY OT/E/Ib-
Hble TPUKJIaTHbIE TTPUJIOYKEHN I, TPEOYIOIe yCTAHOBKY Ha KOMITBIOTED. ITO
He BCET/Ja BO3MOYXKHO, B CHJIy OIPDAHUYEHUN MPaB MOJb30BATENsd, 3TO YaCTO
BCTPEYAETCs B 00PA30BATE/ILHBIX YUPEKJICHUAX, MO0 OrpaHUYEHU orepa-
IIMOHHBIX cncTeM Takux Kak Chrome OS [19].

C coBpeMeHHBIM Pa3BUTHEM BeO-TEXHOJOTHUN CTAHOBUTCS BO3MOXKHBIM
CO3/1aBaTh yI00OHBIE U TTPOCThIE BEO-TIPUJIOKEHUS /151 Pa3pabOTKU ITPOTPaAMM-
HOI'O obecrieveHnd JIj1sT BCTPAuBAEMbIX CUCTEM, JIOCTYII K KOTOPOM OCYIIECTB-
JIdeTcs ¢ MoMoIbio Opay3epa. Ho 3ajada gocTaBku MPOrpaMMHOTO obec-
MevYeHns JI0 alllapaTHON TIaT(dOpPMbl OCTAETCS aKTyaJbHOMN, TaK KakK BeO-
MPUJIOYKEHUS HEe MOTYT HaIPAMYIO B3aMMO/IEfICTBOBATH C CUCTEMHBIMU WH-
repdeiicamu (Takumu kak USB u mocsieioBare/ibHbI OPT), TAK KaK 9TO 3a-
IIPEIEHO TTOJIMTUKAMU OE30ITaCHOCTH ITPaKTUIeCKN Bcex Opay3epon. [losb-
30BaTeNIO0 TpebyeTcd CKa9aTh Ha, KOMITBIOTED IIPOIIUBKY U 3aTE€M UCIIOJIb3Y s
CIIEIUAJU3UPOBAHHOE ITPOTPAMMHOE 00eCIIeYeHre 3arPy3UTh €€ Ha alllapaT-

Hyto mwiardopmy. IIpu Takoit cucreme Bce IPEUMYIIECTBA BEO-IIPUIOKEHMST



HEe aKTyaJbHbI, TAaK KaK BCE PABHO TPeOyeTcd YCTAaHOBKA KaKWX-JIUOO CIie-
IMAAJTBHBIX TPUJIOKEHUN-3arPy3YNKOB. TakuM 00pa3oM BO3HUKAET 3a/ada
B peasn3aliuy BO3MOXKHOCTH JIOCTYTA BEO-ITPUJIOYKEHUS K CUCTEMHOMY WH-
tepdeiicy USB, /i aBToOMaTU4IeCKOI 3arpy3Ku IMPOITUBKY HA AIIaPATHY IO

m1aTopmy.



1. IlocTanoBKa 3aja4n

[Menbio manHOl PabOTHI ABIAETCA peaim3arivus BO3MOXKHOCTH aBTOMa-
TUYIECKON TPAHCIANNN TPUKIAIHBIX Linux-mpuaoKeHuit, MCIOJb3YIONNX
TOJILKO crucTeMHble BbI3oBbl USB, B BeO-ipusioxkenusi. st 1ocTuKeHus 110~

CTaBJIEHHOM €N BbIJIEJIEHBI CJIEyIOIne 3a1a9u:
e TIOpTHPOBaThH OMOIMOTEKY libusb 115 padoTsl B Opaysepe;

® BHE/PUTH MOPTUPOBAHHYIO Bepcuio libusb B omuy u3 cucrem aBroma-

TUYECKON TPAHCIAIN;

e pas3paboTaTh JIEMOHCTPAIIMOHHOE BeO-TIpUJIozKeHne Ha 6a3e mspdebug.



2. O630p npeaMeTHOI obJIacTH!

2.1. CrmocobbI B3amMoaeiicTBUSA BEO-IIPUJIOXKEHUS C CH-

cTeMHbIMU MHTepdeiicamu

3a BpeMsl Pa3sBUTHUsI COBPEMEHHBIX BeO-TEXHOJIOIWIT MHOTHE KOMIIQHUN
IBITAJINCHh Pa3padoTaTh METO/I JIOCTyNa U3 BeO-CTPaHUIbI K BHYTPEHHUM
pecypcaM KJIMEHTCKOro KoMmibioTepa. llesn 1momoOHBIX pa3paboTOK ObLIN
PA3JIMIHBL: OT BBIIOJHEHNWS YaCTU KOJa KaK OTIEeJIbHOI'O IIPOIECCca olepa-
IIMOHHOM CUCTEMBI TaK W JIO MPSIMOTO JOCTYIa K 000Dy I0BAHUIO.

Ho ocaoBHag mpobJieMa 10J00HBIX PeIlleHnil 3aK/I0vaeTcss B 0e3011acHO-
CTHU: TOJIb30BAaTEb 3aXOAAIINI Ha BeO-CTPAHUILY HE II0J03PEBaeT UTO €ro
KOMIIbIOTED IIOTEHIINAJIbHO MOXKET ObITh aTaKOBaH.

Tak kak oxHO# M3 3aJa4 JaHHON pabOThI ABJIETCS IIOPTUPOBaHUE OHO-
moreku libusb [23] mist paboTer B Gpaysepe, TO HEOOXOAUMO OBLIO IIPOBE-
CTU WCCJIeIOBAHUE METOJIOB, IIPEJIOCTABJIEHUS JOCTYIIa BEO-ITPUIOXKEHUN K

CHCTEMHBIM HMHTepdeiicaM.

2.1.1. YHuBepcaJibHbI€ T€XHOJIOTUH

NPAPI [21] - nporpammubiii unTepdeiic mojgkodaeMbix Moyieit Netscape.
[TomysistpHast B IPOILIOM TEXHOJIOTHSI Pa3PabOTKU EPEHOCUMbBIX KPOCCILIAT-
dOopMeHHBIX MOJIyJIe Jj1si Opay3epoB. B HACTOAINIT MOMEHT HE UCIIOJIb3Y-
eTCd M OTKJIIOUEHA IMPAKTUIECKH BO BCEX TMOIYJIAPHBIX Opay3epax.

HTMLS5 [16] - HOBBI#T cTaHAAPT pa3MeTKH BeO-CTPAHMUIL, ObLT 3aBEPIIEH B
2014 rony. B xonTekcrTe JIaHHOIT pabOTHI aKTyaJbHO HOBOBBEJIEHUE B CTAH-
mapre, Kacamoriee goctymna K maTepdeiicy USB. Beb-tnpumoxkenne moxer
MOJIYIUTh JOCTYN K orpanmydeHHomy cnucky HID ycrpoiicTs: Takmx Kak
UTPOBOI KOHTPOJLIED, MUKPOMOH miu kamepa. Ho ncnosb3oBaTh JTaHHYIO
TEXHOJIOTHIO JIJIsI IIOpTUpoBaHue Oubanoreku libusb HeBO3MOXKHO, Tak Kak
IIpeI0CTaABIIEMbII THTePdEC ABISIeTCsT BBICOKOYPOBHEBBIM, & UCIIOJIh30Ba-
HIEe HU3KOYPOBHEBBIX MHTEP(MENCOB 3aIIPEIEeHO 0 COOOparkKeHnsIM Oe3011ac-

HOCTH.



2.1.2. Google Chrome n Chromium

Native Client [10] - TexHonorus, paspabarbiBaemasi Google, npegnasHa-
YeHHas JJIsI 3allyCKa MaIllMHHOIO KOja Ha KJIMEHTCKOM KoMIbioTepe. py-
IUMU CJIOBaMM, YacTh BeO-nipuiioxkenus paspabarbiBaercd Ha C wiu C++ u
HCITOJTHSIETCST HAIIPSAMYIO 0e3 IpeBapuTebHBbIX TpaHcadmuit B JavaScript.
Wcnonp30Banne JaHHOW TEXHOJIOTUHA B paboTe HEBO3MOXKHO, TaK JIOCTYI K
HU3KOYPOBHEBBIM MHTepelicaM OTCEKaeTCsl Ha YPOBHE aHAJIM3a KOJIa.

Native Messaging [11]| - TexHOIOrUs, TO3BOJISIOMAA BEG-TIPUIOKEHUIO
10 OIpeaeaéHHOMY MHTepdeicy B3auMOIECTBOBATDL C IMPUKJIAIHBIM IIPO-
IpaMMHBIM IPUJIOZKEHIEM, YCTAHOBJIEHHLIM Ha KoMmubiorepe. He akryaabHa
B KOHTEKCTe JaHHON paboThl, Tak TpebyeTcs MpeaBapuTebHasT YCTAHOBKA
IPUJIOYKEHUST Ha, KOMIILIOTED.

Chrome API [8] - Texnosorusi, mo3BosdAmoNas BeO-IPUIOKEHUST TIOJTY-
YUTH JIOCTYIT K HU3KOYPOBHEBBIM mHTepdeiicam (Takum Kak USB u mociie-
JIOBATEJIGHBIN TIOPT) C pa3pelleHus Moab30BaTe ist. [Ipuaem mpemgocranis-
eMbIii nHTep@EC IBJISAETCS JTOCTATOYHO HU3KOYPOBHEMBIM. pyrumu cjo-
BaM# Pa3pabOTUINK II0JIyIaeT HEOCPEACTBEHHBIN JOCTYI KO BCEM IMOTOKaM
naaaeiM USB: bulk transfer, control transfer, interrupt transfer, isochronous
transfer. Byarogapst aToMy HCIOIBL30BaHKE 3TON TEXHOJIOIMU I€JIAeT BO3-
MOKHBIM ITIOpTHpoBaHue libusb gma paborsr B Opaysepe.

WebUSB [17| - HoBast naunuatusa paszpaborunkos Google, m03BoJIsIO-
1masi JJII0OOMYy BEO-ITPUIOKEHHIO TIOJIYIATh JIOCTYIT K CUCTEMHBIM HHTEPdeii-
caM u3 Jiroboro Opay3epa. bouia BolyIieHa B anpese 2016 rojga u HaxouTcst
Ha cTa Uy KoHIenTa. JlanHas paspaboTKa TaK»Ke MOITBEPXKIAET aKTyajlb-

HOCTb MOeil pabOTHhI.

2.1.3. Mozilla Firefox

WebUSB [6] - Texnosorus, anamornanast Chrome API USB, naxogsamas
B paspaborke y Mozilla Foundation. Ha mMomenT Hamucanusi pabOThI HE

ObLTa 3aBepIIeHa.



2.1.4. Microsoft IE

ActiveX [18] - Texnosiorust kKommanus Microsoft jjist 3amycka ManmmHHO-
ro KoJla Ha KJIWEHTCKOM KoMmmbioTepe. /luckpenurupoBasa ceds B CBSA3U C

npobJsieMamMu ¢ 6€30IMacCHOCTHIO.

2.1.5. BriBog

B pesyabrare mcciienoBaHus B Ka9eCTBe MeJIeBOIl TEXHOIOTUHI JJIsT 00ec-
IeveHns JI0CTyIIa K HU3KOYPOBHEBBIM nHTep(deiicam Obl1a Beiopana Chrome
App API, kak nambosiee 3aBepieHHas U JOKyMeHTHpOBaHHas. HemocTtar-
KOM JIAHHOTO PEIeHUsI SBJISETCS OTPAaHWYEHNe Ha UCIIOJIb3yeMbIil Opay3ep,
a TaK >Ke HeOOXOIMMOE YCJIOBHE TOIr0, YTO BEO-IIPUIOXKEHNE JIOJIKHO OBbIThH
pasmerrieno B Chrome App Store. B masibHeiieMm, ¢ pa3BuTreM WHUIIAATHU-
Bbl WebUSB ot pazpaborunkoB Google, mimanupyercst mepexoj Ha JaHHYIO
TEXHOJIOTUIO, KaK 0DECIIeINBAIOIILYIO JOCTYI K HU3KOYPOBHEBBIM MHTEP(deii-

caM c J1i000i BeO-CTpaHUIIBI.

2.2. CucreMbl aBTOMAaTUYECKOMN TPaHCJISIIINN

[lenpo maHHON PAOOTHI SIBJIAETCA PeaM3allis aBTOMATHUYIECKON TpaHC-
JIATIAY TIPUKJIAIHBIX ITPUJIOXKEHUN B BEO-TIPUJIOXKEHUsI, TIOITOMY B JIAHHOI
rjaBe OyIeT IPOBeIeHO CPABHEHNE CHCTEM ITO3BOJISIIOIINX IIPOBOIUTE SOUTrCe-
to-source TPaHCIAIMIO UCXOIHOIO Koja npuitoxkenns Ha C/C+-+ B Koj Ha
JavaScript. st cpaBHeHus: ObLIN BRIOpaHbI cjeayfomue cucreMmbl: Mandreel,

Emscripten, Cheerp (6wmBrimmit Duetto), CrossBridge.

2.2.1. CrossBridge

CrossBridge [1] - Texnosorusi, pazpabarbiBaemasi kommanueii Adobe,
MTO3BOJIAIONIAS TPAHCIUPOBATH NMpUIoKeHus, Hanucanuble Ha C mim C++
Bo Flash-mpunoxkennsa. /lannas TeXHOJIOTUS B ITOC/IEIHIE TOAa aKTUBHO 3a-
Meraercd. [losTomy mcmosb30oBaHre ee B HOBBIX pa3pabOTKaxX He OlpaBia-

HO.



2.2.2. Mandreel

Mandreel - TexHOJIOrMsI, OPUEHTHPOBAHHAS HA IIOPTUPOBAHUE UT'D B Opa-
y3ep. PacnpocTpansieTcs o1 mIaTHOM TponpueTapHoil urien3ueii. /lannas
0COOEHHOCTb HAKJIaJIbIBa€T (PUHAHCOBBIE OIPDAHUYEHUS Ha HUCIIOJIb30BAHUE
pa3pabaTbIBAEMOM TEXHOJIOTUH, YTO MOXKET OTPHUIATEIbHO CKA3aThCs Ha €e
JaabHelIeM pa3BUTUH. TaK yKe CTOUT YIUTHIBATH, YTO UCIIOIb30BAHNE TEX-
HOJIOTHU C 3aKPBITBIM HCXOJIHBIM KOJIOM HEYKeJIaTeJIbHO, TAK KaK 9TO MOXKET
IIPUBECTU K 3aKPBITUIO BCEX MTPOEKTOB, CBA3AHHBIX C JIAHHOW TEeXHOJIOTHEH,

B ClIy4daHn €€ 3aKPbITHA.

2.2.3. Emscripten

Emscripten [5] - TpanciasTop, npeobpasytomuii Gaiir-koq LLVM, mo-
JlydeHHbIN npu KoMmusiiuu npoekta Ha C/C++ minm Apyrux si3blKax, B
kox JavaScript mim asm.js, BbIIOJHAMOIMICA B Opay3epe. Mcmoab3yercst
Clang ggst coopku mmpoekTa B baiiT-kKo LLVM, u cobcTBeHHO MHCTPYMEHTA~
puit Emscripten gmga kommnuiasiun O0aiT-Koa B Koxd JavaScript. OmHoit u3
0CODEHHOCTBIO, aKTyaJIbHOI B KOHTEKCTE MCCJIEIOBAHUSA, 9TO MOJHOIEHHAA
nojep:xkka cuatakcuca C/C++. JIpyroit BaxKHOM JAeTaIbIO SBJISETCS MO-
JIeb maMsaTh. B BeO-puiio:keHue, oIy IeHHOM B Pe3y/IbTaTe TPAHCIIAINNT,
aMATh IPEICTABISIETCA KaK OIWH TUIIM3UPOBAHHBIN MACCHUB, B KOTOPOM
HHJIEKChI ABJIAIOTCsSI aDCOIOTHBIMU ajipecamu. JlaHHOe pelreHne HEraTuBHO
CKa3bIBAETCs Ha MPOU3BOANTEIHHOCTH BeO-TIPUJIOKEHN, TaK KaK paboTa C
OostbIIIMK MaccuBamu B JavaScript mpoucxomur meimenno. Ho mpu sTom
HCIIOJIb30BAHUE JAHHOTO ITOAXO0/Ia ITOJIOKUTEIBHO CKA3hIBAETCSI HA IEPEHO-
CAMOCTH KOJIa, TaK KaK JaHHas MOJEJIb SIBJIAeTCs Haunbojee OJIM3KOM K Ha-

TUBHOMN MOJIEJIN.

2.2.4. Cheerp

Cheerp [3] - amprepraTuBa Emscripten, Takxke ncnonssymomas LLVM
npejcrasienue. IlpuHIunraabHOe OTJIMYMEe B KOHTEKCTE JAHHON pabOThI
3aKJII0YACTCA B TOM, YTO JAHHAs TEXHOJIOTHS HE IILITACTCA IMYJIUPOBATD

aIpeCHOE IIPOCTPaHCTBO C IIOMOIIBIO THUIIM3UPOBaAHHOI'O MacCCHBa, a IIPOBO-

10



Cheerp

Kputepumn Mandreel Emscripten CrossBridge
puTep P (ex. Duetto) 9

JInueHans lMponpueTapHas CsobopgHas CwmellaHHas CeoboaHasn

[MonHas

nooaepka Ja [a Het [a

cuHTakcuca C/C++

Hoctyn kK DOM,

HTML5 13 C/Ct+ Het Het da Het

Moaenb namaTu TUNM3MpoBaHHLIA | TUNM3NPOBaHHBINA JS-CTpYKTYpSI n

MaccuB MaccuB

PassuToe Het Oa da Het

coobLecTBO

[ocTtyn K charinam 2 Na Her n

yepes fopen()

Uenesas JavaScript JavaScript JavaScript Flash

TEXHOMNOrng

Puc. 1: CpaBHenne cucreM aBTOMATUYIECKONR TPAHCIISIIAN

auT npsmoe npeobpasosanue tuno u3 C/C++ B JavaScript, uro B urore

IIOJIOXKUTEJILHO CKa3bIBAETCsl Ha OBICTPO/IEfiICTBIE B BEO-ITPUJIOXKEHUN.

2.2.5. BruiBog

Cpapuenne npusegeHo Ha pucyHke Ne 1. OcHOBHO# BHIOOD IIPOU3BOIUIICS
mexk 1y Cheerp m Emscripten. B pesysbrare BeIOOD OBLI cliej1aH B CTOPOHY
IIOCJIEIHEr0, TaK Kak Kmscripten IOJIHOIIEHHO IIOIIEePKUBAET BECh CUHTAK-
cuc C/C++ u obisiajiaer HamboJIee CXOXKeH ¢ HATUBHOM MOJIEJIBIO MTAMSITH,
YTO B JAJIbHEHIIIEeM IIOJI0XKUTEJIHHO CKa3aI0Ch Ha IIePEHOCUMOCTH Kojia. 1Ipu
9TOM CTOUT OTMETHUTbH, 4T0 Emscripten - mpoekT ¢ J10CTaTOIHO OOJIBIITAM
COOOIIECTBOM | ITOJIPOOHOM JOKyMEHTAIIUEH, YTO SIBIAETCA BaXKHBIM KPUTE-

pueM Ipu pa3pabOTKe HECTAHIAPTHBIX PEIIeHUIA.

11



[MpuknagHoe Linux-I1punoxeHue
#include <usb.h>

usb.h

o usb_dev_handle *usb_open(struct usb_device *dev);
e intusb_find_busses(void);

A
: N
linux.h
e intusb _os open(usb dev handle *dev);
e intusb_os_find_busses(struct usb_bus “busses);
\ L ]
OI'IepaLI,I/IOHHaFI cncrema
N NS

Puc. 2: Ucnonp3oBanue ombdanorexku libusb

2.3. Ucnonp3oBanue libusb npukiaagHbIiMu

Linux-nipujio>keHussMu

Libusb [23] - momynsipuast linux-6ubyimoreka jijisi MPUKJIAIHbIE TTPUIIO-
JKeHusi ucnojb3yiomue B cBoeir pabore USB. B konTekcre manHO#l pabo-
ThI MO/, MPUKJIAIHBIMI liNUX-IIPHUIOsKEHUSIMHU MTOHUMAIOTCS CIEIINAJII3UPO-
BaHHbIE MTPUJIOYKEHUS-3aTIPYy3UNKU, KOTOPbIe MCIOJb3YyIoT libusb g 1moj-
KJIFOUEeHUsT K OTJIQ09HbIM ITaTaM. Vcrob3oBanne OUOJIMOTEKN BBITJISIAT
(pucysrok Ne 2) ciremyromum 00pa3oM: Bce MyOIuIHbIE CTPYKTYPbI U (DyHK-
Y, JOCTYIIHBIE IPUKJIAITHOMY ITIPUIOKEHNIO OIIPEIe/IeHbI B 3ar0JIOBOTHOM
daitsre usb.h, a peanuzamusga B daiise usb.c. Tak kak libusb moxker nucmosib-
30BaThCd HA Pa3HBIX MaaTdopMax, TO TMpU COOpKe OMOJMOTEKU ITPOUCKO-
JIUT aBTOMATHUYIECKasl MMOJICTAHOBKA, IIATGOPMO-3aBUCUMOM peann3anuu. B
ciydae ¢ linux’om, 310 3arosoBounbIit (aiii linux.h u peanusamus linux.c.
[TosTomy njist mopTUpOBaHUS OMOJIMOTEKN Ha HOBYIO IIaTdOpMy TpebyeTcst
pa3paboTaTh IJ1aT(MOPMO-3aBUCUMbIE CUCTEMHBIE BbI30BbI, KOTOPHIE B JaJIb-

HeHnmeM 6y,D;YT HCIIOJIb30BaTbCA IIPUKJIaJIHbIM IIPHUJIO2KEHHECM.
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2.4. CyniecTByoniue perieHust

B mHacTosIumit MOMEHT CyIIEeCTBYeT HECKOJIBbKO BEO-ITPUJIOZKEHU S, UCITO b~
3yIOIe HU3KOYPOBHEBbIE MHTEP(ENCHI I 3arpy3KU MPOITUBOK Ha OTJIa-
mounble mwiaTel. Hanbosee m3Bectable u3 nux - 310 "ChromeDuiono”[12] n
"Codebender App”|2|. Ilpumoxkenus wanucansl “c Hyns’ Ha JavaScript, Te
paspadoTuynkaM ObLIO HEOOXOIUMO PeaIn30BaTh MEXaHU3M 3arpy3KH IPO-
IMUBKN Ha OTJAJOYHYIO TIJIATy caMocTodTeNnbHo. lIpm sToM TpeboBasioch
VUIUTBIBATH, YTO Ha PA3JUIHBIX CEMEMCTBaX KOHTPOJIEpPaX MOXKET OBbIThb
Pa3HBIl AJTOPUTM 3arPY3KH ITPOITUBKH.

[IpenmytiecTBO MOEro perenns: B TOM, UTO s IIpe/ijiaraio He pa3pabdbarhi-
BaTh aJITOPUTM ITPOIIUBKYU KOHTPOJLIEPA KaXKJIbIl pa3 “c HyJId , & UCIOJIb-
30BaTh aBTOMATUYECKYIO TPAHCIAIUIO Y2Ke€ TOTOBBIX Linux-npusiokeHuii.
PazpaboTamky mpuioykKeHusl OCTaeTCa TOJBKO Peaim30BaTh IMOJIH30BATE b

cKuii mHTEepdeiic.
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3. Onucanue pereHus

3.1. ITopTupoBanmue libusb ajisi paboTbl B 6pay3epe

[Tom mopTupoBaHMEM TTIOHUMAETCA aAaNTaIUsd TPOrPAMMHOTO obecrede-
HUA JIJId YCIIOBUI IPYroil Cpeabl, HeXKeJIn TOU I KOTOPOU OHO U3HAYAJIb-
HO pa3pabaThIBAJIOCH C coxpaHeHueM dyHKImonagbuoctu [22]. B konTek-
cTe JaHHO# paboThl 3T0 asjamnTanus libusb k ncnonp3zopanuio Chrome USB
API [9]. Kak y»xke ObLI0 cKa3aHO B pasjese 2 OGuOIMOTEKa pa3iesieHa Ha,
JIBa, IPUHITUIIUAJIBHBIX OJI0KA: MI1aTGOPMO-3aBUCUMOTO (KOTOPBIH paboTaer
Be3/le OJMHAKOBO) M IJIAT(OPMO-HE3ABUCUMOTO (KOTOPBI MEHSIETCSI B 3a-
BUCUMOCTH OT MCIOJIb3yeMOii miardopmbr). s nopruposanust Tpebyercs
U3MEHUTH TOJIBKO TJIAT(POPMO-3aBUCUMYIO YaCTh, IIPU 3TOM BHEITHUN WH-
Tepdeiic JoKeH ocTaThesd 0e3 m3menenwnit. I[lmardopmo-3aBucumas 9acThb
oubmoreku libusb cocrouT U3 psana QyHKIH:
static int device open(struct usb_ device *dev);
int usb_os_ open(usb_dev handle *dev);
int usb_os_close(usb_dev_handle *dev);
int usb set configuration(usb dev handle *dev, int configuration);
int usb_release interface(usb dev handle *dev, int interface);
int usb_bulk write(usb_ dev_handle *dev, int ep, char *bytes,

int size, int timeout);
int usb _interrupt write(usb_dev_handle *dev, int ep, char *bytes,

int size, int timeout);

Ot GyHKIMKA Tpedyercs u3MeHuThb 11 padoTsl ¢ Chrome USB API. K
npumepy, dyHkius orkpbiTuss USB-ycrpoiictBa usb os  open jura Linux-

BepcHUU OMOJIMOTEKU BBITJISIUT CJIEIYIONIUM OOpa30M:

static int device open(struct usb device *dev)

{
char filename [PATH MAX + 1];
int fd;
snprintf(filename , sizeof(filename) — 1, "%s/%s/%s”,

usb _path, dev—bus—>dirname, dev—>filename );
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fd = open(filename , O RDWR);
if (fd < 0) {
fd = open(filename , O RDONLY);
if (fd < 0)
USB_ERROR,_STR(—errno, "failed_to_open_%s:_%s”,
filename , strerror(errno));
}

return fd;

int usb_os_ open(usb_dev_handle *dev)

{

dev—>fd = device open(dev—>device);

return 0;

g paborer ¢ Chrome USB API 6ubinoreka Oblia moprupoBaHa. A

MMEHHO BbI30B usb 0s_open( ) BBINVISIUT CJIEAYIONM 00Pa30M:

int usb_os open(usb_dev handle *dev)

{
#ifdef DEBUG

EM ASM({ console.log(”usb_os open_start”)});
#endif

ready to continue = FALSE;
usb_os_open_st();

usb _c¢b_wait ();

dev—>fd = g handle;

return 0;

[Ipu 3TOM, BHYTPEHHUT IPUHITAT PAOOTHI OBLT JIOCTATOYHO CUJIBHO U3Me-
HEH n3-3a ocobeHHOCTeH paborsl JavaScript B Opay3epe. B mannoit dyHKIun
BaykKHOE 3HAYEHNE UMEIOT TPU CTPOUKH:
ready to continue = FALSFE; - onyckanue dJiara, rOBOPAIINAi O TOM, UTO

IporpaMMa TOTOBa MPOIOIKUTH PaboTy.
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usb_os_open_st( ); - BbI30B (DyHKIMM, OTBEYAONIEH 3a HAYATO B3AUMO-
nevicreug ¢ Chrome USB API.
usb_cb_wait( ); - BBI30B (DYHKIINHU, OTBEYAOIIEH 3a 3aBEPIIEHNE B3aMMO-
nevicreuga ¢ Chrome USB API.

Oyukiyst ush  0s_ open_ st ) BBIJISIIUT CJIEIYIONAM 0OPA30M:

void usb_os_ open_st()

{
int pid = mdev—>device—>descriptor.idProduct;
int vid = mdev—>device—>descriptor.idVendor;
int did = mdev—>device —>devnum;
EM ASM (
{
var device = {};
device [”device”]| = $0;
device [ "manufacturerName”| = 77;
device [”productId”] = $2;
device | "productName”| = "7,
device [ ”serialNumber”]| = 77;
device[”vendorId”]| = $1;
var usb_os_ open cb = Module.cwrap
(’usb_os_open_cb’,
"number ’ |
[ 'number’ | );
chrome . usb.openDevice(device, function (handle)
{
if (chrome.runtime.lastError)
{
console . warn(chrome.runtime.lastError.message);
}
usb_os_open_cb(handle| handle’]);
1)
},did , vid , pid );
}

B nmammnoit dyuknum ucrnonb3yercsa komauga FM  ASM . 9to anasor
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BCTaBKI aCcCeMOJIEPHOTO KOJa, WHOIIA MCIIOJb3yeMOro Ipr pa3paboTKe Ha
s3pike C. ToJIbKO B JaHHOM Cjydae IIPOUCXOINT BCTaBKa KOIA Ha SI3BIKE
JavaScript. BuyTpu BcTaBKu cHadaJIa OnpeiesiseTcst CiyKeOHast CTPYKTypa
device, B KOTOPYIO 3aITUCHIBAIOTCS 3HAYEHUS MEPEMEHHBIX, MMePeJaHHbIX 13
BHermHero C OKpy»KeHus: WIeHTH(DUKATOPhI IPOU3BOIUTEIIS U yCTPONRCTBA,
a TakK ke BHYTpPeHHU# umiaeHTudukarop, HeobxoamMmbrii mis Chrome USB
APIL.

3arem cienyer Bbi3oB Module.cwrap, Bo3Bpalmaiomuii (pyHKINIO, KOTO-
pasi siBjigeTca 00epTKoit BOKpYT C-yHKIMKU. JTO OJMH U3 CIIOCODOB IOCTY-
na K C-dpyukmusam u3 JavaScript-koma. /lasiee mporcxoauT BbI30B PYHKITUN
u3 Chrome USB API openDevice. IlepBbiM apryMeHTOM KOTOPOH sIBJISIE€T-
csl CTPYKTypa, 3aJaHHas paHee. BTopbiM - GyHKIMA 0O0paTHOrO BBHI30BA,
KOTOpas OyJaeT BbI3BaHA IO 3aBEPIIEHUIO BBHIMIOJHEHWS KOMAaHIbI. B maH-
HOM IIpUMEpE 9TO aHOHUMHAaA (DYHKIIMsI, KOTOPas MPOBEPSIET pe3yabTaT Ha
ormmOKY U BbI3bIBaeT 0b6epTky Ha C-dynkimeit (usb_os_ open_cb( )), 0b-
pabaThIBAIOIIEH IOy YeHHBIE JaHHbIE. DTa PYHKIUS BBITJISIAT CJIEIY FOIIIM
obpas3oM:

void usb_os_open_ cb(int handle id)

{
g handle = handle id;

ready to continue = TRUE;
Omna coxpanser noayderHoe or Chrome USB API 3nauenne n moganmaer
d1ar, oTBevAIONINii 38 PTOTOBHOCTD IIPOrPAMMBbI ITPOJIOJIKUTE pabory. [lan-
HbI brar ucnonb3yercs B GyHKImA usb  cb  wait( ):

void usb_cb_wait(void)

{ while (! ready to continue)
{
emscripten sleep with yield (200);
}
}

B sToit dpyHKIIME peann30BaH IMUKJ, YCIOBUEM BBIXO/a U3 KOTOPOI'O SIB-

JIgeTcs MOMHATHIN dutar ready to  continue. BHyTpr muKIa MCHIOIB3yeTCHd
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koMaH1a Emscripten. Ona Heobxoauma, [1j1s1 peaM3alini CHHXPOHHOCTH Pa-
060TbI OMOIMOTEKN B yCJIoBuAX Opay3epa. [lorox Bbmosnenus JavaScript B
Opay3epe ABJISIeTCs TTOJTHOCTHIO AaCUHXPOHHBIM U PeaJin3alins '0eCKOHETHbBIX
IIUKJIOB C TPOBEPKOI Ha, KaKoe-I1b0 ycaoBue HeBO3MOXKHA. JarHag mpobJie-
Ma peIaercst ¢ MOMOIIbIO emscripten  sleep with yield( ). Dra dyHrus
COXpaHsIeT TEeKYIINi KOHTEKCT M OTJaeT IMOTOK yIIpaBJeHHWs Opays3epy Ha
yKa3aHHOE KOJIMYeCTBO BpeMeHu (B MoeM mpumepe, Ha 200 MUTUCEKYHT).
[Ipu 3TOM (pyHKIIUE 0OOPATHOIO BHI30Ba HE 3aIIPEMIAOTCS U IIPOJIOJIKAIOT Pa-
ootath. Ilociie ncreuenust BpeMeHU BOCCTAHABJIUBAETCS KOHTEKCT U TIOTOK
BBIIOJTHEHUsT BO3BpAIIaeTcsd K Kojiy. B JaHHOM cilydae TOJIBKO JJisi TIPOBEP-
KN TeKyIero craryca ¢dJuara. Ecan Bo Bpems paboTbl OCHOBHOI'O ITOTOKA
Opaysepa mpou3oIies Bbi3oB (hyHKImu obparHoro Ber3oBa or Chrome USB
API, To diar Oymer mOTHAT U OCJE OUYepeaHON TPOBEPKU (jiara Iporpam-
Ma TPOJIOJIKUT UCHOHeHue. I pyrumu cjioBaMu ObL pean30BaH CUHXPOH-
HBII BBI30B yHKIWMH usb _0s_open( ).

C moMOIbIO0 OMMCAHHOI'O BBINMIE METOa OBLIO IPOM3BEIEHO HTOPTHUPO-
BaHUE BCEX HEOOXOIMMbBIX (DYHKIUN IJIaT(OPMO-3aBUCUMOIO YPOBHS JIJIsI
paborer B Chrome USB API. B pesyibrare, ¢ IOMOIIBIO peaJM30BaHHOIO
YPOBHS, OMOJIMOTEKA TTPEIOCTABIIAIA HEOOXOINMMbIe MHTEP(ENCHI TPUKJIIaI-

HOMY TIPUJIOZKEHUIO.

3.2. Bueapenue libusb B Emscripten

B xome ucciemoBanus, ONMCAHHOIO B paszese 2.2, Obljia BbIOpaHa CH-
cTeMa aBTOMATHYIECKOi source-to-source [15| rparciasiuu Emscripten. s
TOr0 YTOOBI TTOPTUPOBATH HpUJIOXKeHue, Hanucanuoe Ha C, TpedyeTcss MO-
nudunuposarh perent coopku makefile [20]. Heobxoaumo 3amenuTh cran-
JIAPTHBIN KOMITUJISITOP Ha TPaHCAATOp Emscripten u BKJIFOYUTH ONIMOHA b~
Hble HACTPOWKHU, ecju 310 Tpebyercd. g Buenpenusi libusb neobxomu-
MO OTKJ/IIOYUTH KJII0Y KOMIHUJIATOPA -lusb, oTBedaromuii 3a mCrmoib30BaHue
cTaHJIapTHOU Bepcum libush, 3aMeHnB ero KaoyaMu, IMOIKTIOYAIOITAMA TIOP-
TUpoBaHHYIO0 Bepcuio libusb. Temeps B xome Tpancasinuu Emscripten moj-

CTAaBUT HYXKHYIO Bepcuio oubanoreku. B pe3ysbrare npuiozKeHne TPaHCIU-
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Puc. 3: Source-to-source Tpancisius

pyerca B JavaScript Kog u B TOT MOMEHT, KOIJIa eMy TpedyeTrcsi 00paTUTCst

K libusb, ono 6yner obpamaercsa k Chrome USB API.

3.3. /leMmoHCcTpaIlimoHHOE ITpUJIoXKeHne Ha 6a3ze mspdebug

B kadectBe ampobaiumu pabOThl MOPTUPOBaHHON Bepcum libusb, ObLia
MIPOU3BeIeHa ABTOMATHIECKAsT TPAHCIISINS TPUKJIATHOTO Linux-mpuioxKeHust
mspdebug [24]. Do crenuanbHOE TPUIOKeHUs st PAOOTHI C OTJIAI0YHbI-
mu miatamu cemeiictBa MSP430 [14], npoussogcrsa Texas Instruments [13].
Mspdebug ynakoBaHO B BEO-IIPUIOXKEHNE U TTO3BOJISIET 3arPy>KaTh IIPOIINB-
KM Ha MUKPOKOHTPOJLIEPHI 3 Opay3epa. PaboTocrnocoOHOCTh TPUIOXKEHMST
npoepeHa B Opay3epe Chrome na omneparmonubix cuctemax Ubuntu, Mac
OS u Windows. Ha pucynke N° 4 mokasan mpumep pabOThI ITOPTHUPOBaH-
HOU Bepcuum mspdebug, rie cranIapTHBIA BBIBOJ stdout mepekJrirodeH Ha

Javascript-koncoJib B 6paysepe.
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[ ﬂ Elements Console Sources Network Timeline Profiles Resources Security Audits EditThisCookie
© ¥ top v @ Preserve log

MSPDebug version ©@.23 - debugging tool for MSP438 MCUs

Copyright (C) 2009-2@15 Daniel Beer <dlbeer@gmail.com>

This is free software; see the source for copying conditions. There is NO
warranty; not even for MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.
Trying to open interface 1 on 200

Initializing FET...

FET protocol version is 30066536

Configured for Spy-Bi-Wire

Set Vcc: 3000 mV

Devide ID: @xf20l

Device: MSP430F2013

Code memory starts at @xf80@

Erasing...

Programming...

Writing 528 bytes to f8@@ [section .text]...

Writing 16 bytes to fal@ [section .rodatal...

Writing 32 bytes to fe@ [section .vectors]...

Done, 576 bytes written

Puc. 4: Pabora mspdebug B Opaysepe

SaKJII0UEeHUe

B pamkax manHOiT paboThl OblLIa peaiM30BaHa BO3MOXKHOCTH aBTOMAa-
TUYECKON TPAHC/ISINN TPUKJIAIHBIX LiNUX-TPUI0OKEHUN, UCIOJIb3YIOIMIUX
TOJILKO cucTeMHble BbI30BbI USB, B BeO-npusioxKeHusi. Bblin BBITTOTHEHDI

CTIETYTOIINE 38 Ia9N:
e 1noptupoBasa libusb gjst paboTsr B Opay3epe gepe3s Chrome USB API;

e BHEJ/pEHA NOpTUPOBaHHas Bepcud libusb B cucremy aBTOMaTHYIeCKOM

TpaHcaAMu Emscripten;

e pa3paboTaHO JAeMOHCTPAIIMOHHOE BeO-IIpuIoKeHne Ha 6a3ze mspdebug.
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