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BBenenune

[[lupokoe pacmpocTpaHEHHE CceTed, THraHTCKue O0O0BbeMbl HWH(MOpPMAIUH, E€XKECEKYHHO
HaxojsIMecss "B TmoJieTe” B CETH, camMa CeThb KakK CJI0)KHas, MHOTOYpPOBHEBas CTPYKTypa
B3aUMO/JICHCTBUS y3JIOB-YUACTHUKOB SIBIUIUCH OOBEKTHBHBIMU MPUYMHAMH TOsIBIIeHUsT CHU(D]EpoB -
MPOrpaMM JUIsi MOHUTOPUHTA TTAKETHOTO OOMEHA B CETH.

Jlaxxe Takoi, Ka3anoch Obl, MPOCTOI M MPHUBBIYHBIA MPOIIECC, KAK MPOCMOTP BEO-CTpaHUUKU
B Opaysepe, mpu OiimkalIieM pacCMOTPEHUHN OKa3bIBACTCS MOJJO0CH MaTpPELIKE:

e bBpaysep 3arpyxaer ¢ cepBepa W OTOOpa)kaeT Ha 3KpaHe HH(OPMAIUIO, KOTOpas
Kogupyerca B cooTBeTcTBUM ¢ npoTokojsoM HTTP. Orpanuuenus Ha pasmep
CTpaHULbI HET.

e HTTP - 3T0 TEKCTOBBIA NPOTOKOJI, KOTOPBIA HMCIOJIB3YET B KA4E€CTBE TPAHCIOPTA
npotokosl TCP u3 crexka TCP/IP. Pasmep otnensHoro TCP makera orpaHuyes,
MO3TOMY CTpaHMIa pa30MBaeTCsi Ha MHOXECTBO (parMeHToB. Kaxapiii wu3
(parMeHTOB TMOJy4aeT 3arojoBOK, COJCpXAIlWid CIy)KeOHyH HWHOOPMAIHIO
npotokona TCP(HOMepa mopToB, HOMEp MakeTa Mo MOPsAKY, (Giaru, KOHTPOJIbHbIE
CYMMBI,...).

e TCP — 53T0 mpoTOKOJI TrapaHTUPOBAHHOH MepeAauu JaHHbBIX, HCIOJb3YIOIIUN B
KauecTBe TpaHcropta npotokon IP. Ha stom ypoBHe kaxnapiii TCP naker mosxer
ObITh pa30ouT ((parMEeHTHPOBAH) HA HECKOIBKO (ParMEHTOB MEHBIICH JITUHBL.
Kaxnplif ¢pparMeHT nosydaer 3aroyioBok yposHs IP, conepxaniuii napopmanuio oo
IP agpecax cepBepa M MamuHBl ¢ Opay3epoM, O HEOOXOAMMOM YpPOBHE KayecTBa
oOcnyxuBaHusi, O0OmeH [JIWHE TMMaKeTa W CMEIIeHWH (parMeHTa JaHHBIX
oTHocutenbHO Havana TCP nakera.

¢ [Iporokon IP ucnosbs3yer B KauecTBE TPAHCIIOPTA MHOKECTBO APYTUX IIPOTOKOJIOB B
3aBUCUMOCTM OT amnmaparypsl Iepejadyd JaHHbIX. B ciydae wucnoiap30BaHus
amantepoB Ethernet xaxnpiii IP maker momyduTt 3arojoBok, coxepxamuii MAC
azipeca OTIPABUTENS U IOJIydaTelss U «XBOCT», COAEPXKAILUN KOHTPOJIbHYIO CYMMY
JAHHBIX.

e JlomycTHUM, YTO KOMIBIOTEp C Opay3epoM M BeO-cepBep HAXOAATCS HAa Pa3HbIX
KOHTHHEHTaX B TIpelenax oOmiell BUpTyalbHON dacTHOU cet. Torma, ¢ OONbIION
noneil BepositHoctH, Ethernet makersl momywar cHavana 3arosioBok  802.1Q
BUPTYAJIbHOW JIOKAJIBHOM CETH, a 3aTeM, Ha amnmaparype MpoBaiiiepa, OAUH WIH
6osiee 3arosoBKOB ¢ MeTkoit MPLS.

¢ 11 Ha 5TOM MaTpeIIKa MOKET HE 3aKOHUYUTHCS.

Takass MHOXXECTBEHHAsl MHKAIICYJSLHs JAHHBIX ITO3BOJIAECT PA3LCIUTH CIOKHBIM IPOLECC
nepefayn BeO-CTpPAaHMYKHM HA HECKOJIBKO CTaJuil C OTIOENBHBIMU <«IIPOCTBIMU» MpaBmiamMu. Ha
KaX/10M cTaguu aOCOJIIOTHO HEBAXXHO, YTO OBUIO 3aBEpHYTO Ha mpenslnyiiei. Bece 3tu ypoBHH
XOPOLIO MILUTFOCTpUpPYrOTCs Mozenbto OSI.



Mogenb OS| OtobpakeHne moaenn Ha MexaHnambl peanusaymi
ctek TCP/IP pasnunyHbix cHudcpepos
. HTTP Analyzer, cneyuann3snpoBaHHble
EALLHE TG TCP,UDP nporpamMmMbl aHann3a KOHKPETHbIX
YPOEEHb NPOTOKON OB
catait Ha ocHoBe rawsocket (Hawa
ypOBEHb IPv4, IPv6,ICMP,ARP peanusauus Ha perl paGoTaeT Ha
3TOM YPOBHE)
Ha ocHoBe bpf, packet socket, NDIS,
KaHanbHbIiA Ethernet, PPP, SLIP,ARP DLPI,Ilbpcapu(wweshark, ethereal n
YpoBeHb opuruHanbHbIi tepdump paboTaloT Ha
3TOM YPOBHE)
cbuauqe(“{uﬁ ONTOBONOKHO, ENTAA Napa,
YPOBEHb IR T KaBak, ontndeckni TAP, ethernet TAP
CNYTHUKOBbLIA KaHan

CHUODEP(or anra. to sniff — Hioxats) — 3TO IIpOrpaMMa, IO3BOJISIONIAs IEPEXBATHIBATh U
aHaM3UpoBaTh cereBoi Tpaduk. CHUPEpbl YaCTO HCIMOJNB3YIOT I JUATHOCTUKU MpoOIeMm,

BO3HHKAIOIMMUX

B ceru. Paznuunbix cHU(]dEpOB CylmecTByeT OUYE€Hb MHOTO, HX MOXHO

KJIaccu(UIMPOBaTh [0 HA3HAYEHUIO U YpoBHIO B3aumozencTBust ¢ OC. Heckonbko mpuMepos:

HTTPScan [1] - onnaiinoBbiit cHU(]dEep, MO3BONAIOMNN TPOCMATPUBATh OTBET BEO-
cepsepa B npotokosie HTTP.

Wireshark [2] - MomiHas yTunnTa, Mo3BOJISIONIAs aHATU3UPOBATh CETEBOM TpaduK,
HAYMHAas C KAaHAJIBHOTO YPOBHS, U IEKOAUPOBATH BCE YPOBHH BIIOKEHHBIX JaHHBIX.
CommView [3] - ceTeBOi aHanu3aTop U JEKOJEP, MO3BOJSIOUIMN aHATU3UPOBATH
Tpaduk Hambosiee MOMYJISIPHBIX CUTHAIBHBIX MpoTokoioB SIP u H.323, Bximoyas
RTP tpadux. ITozBonser mpourpsiBath nepexsadeHnbie VolP 3BoHKH.

Dsniff [4] - xomnmekuus yTWIHT, O(QUIMANBHO 3asBICHHAS, KaK CPEICTBO
TECTUPOBAHUS CETH HAa YCTOWYMBOCTH K B3JoMYy. OJgHA W3 YTHUIIUT, B YaCTHOCTH,
CILY’KHUT JUIs cOOpa mapoJieil U3 ceTeBoro Tpaduka.

OueBuaHO, 4TO CHU(GEPHl SABIAIOTCA MPOrpaMMaMU JBOWHOTO HA3HAYEHHUS - MOTYT OBIThH

HUCIIOJIb30BAaHbI

Kak BO Omaro (B OCHOBHOM JJisi TIPOBEPKH PAOOTOCHOCOOHOCTH CETH, MOMCKA

HEHCIIPaBHOCTEH, aHamM3a OOMEHa MakeTaMu), TaK M BO Bpel (JOCTYN K IMaKeTy Ha JOCTaTOYHO
HU3KOM YPOBHE Ja€T BO3MO>KHOCTb HECAaHKLMOHMPOBAHHOIO JOCTYNA K JaHHBIM B IIAKETE, JIETKO
MOTYT OBITh MTEPEeXBaYCHBI APOJIU MPOTOKOJIOB, HE UMEIOIIUX KPUITOTpaQUUECKON 3aIUTHI).

Onnoit

U3 TEpPBBIX YTHJIUT 3TOro kiacca Obuta paspaboranHas B Lawrence Berkeley

National Laboratory mporpamma tcpdump [5], Bxoasimas B ro6o# quctpudytuB OC UNIX Haugana
90-x rogoB XX-ro Beka.

BonpmuHcTBO CHU((EPOB MONTYyYaroT AOCTYN K JAQHHBIM Ha KaHAJIBHOM YPOBHE CETEBOM



Mojend. B rmpuMepax BbIlle TPU U3 HYEThIpeX MPOrpaMM paboTaloT Ha STOM YpPOBHE.
AJ'II:TepHaTI/IBHBIM pPCHICHUCM SBJIACTCA HOOCTYII K CCTCBBIM JaHHBIM Ha CCTCBOM YPOBHC CTCKa
npotokoJioB TCP/IP ¢ nomouisto raw-socket-oB.



TepmuHoJiorus
Anammu3arop tpaduka, wm cHugep (ot anrn. to sniff — HroxaTh) — cereBoll aHamM3aTop TpaduKa,
nporpamMma Wid MporpaMMHO-annapaTHOE YCTPOUCTBO, IpeIHA3HAUCHHOE IS TIepexXBaTa U MOCICAYIOIIEro

aHaIn3a JIM00 TOJIBKO aHaJIN3a CETEBOr0 Tpa(l)I/IKa, NpeaAHA3HAUYCHHOI'O JJIsI APYTHUX Y3JI0B.

TCP/IP - Transmission Control Protocol/Internet Protocol - Ha6Op MPOTOKOJIOB Mepeayn JaHHbIX, Ha
KOTOPBIX OCHOBAHO (pYHKIIMOHUPOBaHUE MIHTEepHET.

libpcap - 6ubnnorexa Pcap (Packet Capture), mo3BosieT MOJYYUTh AOCTYI K CETEBBIM JIaHHBIM,
MOCTYMAIOUIMM Ha CETEBOM aJlanTep KOMITBIOTEpa.

NDIS - Network Driver Interface Specification — cnienudukanusi, pazpadorannas Microsoft u 3Com
JUI CONPSDKEHUS ApaiBepoB ceTeBbIX anantepos ¢ OC.

tcpdump — mporpamma, MO3BOJISIONIAS TEPEXBAThIBATh M AHAIU3UPOBATH CETEBOM Tpaduk,
MPOXOJSIINI YEPE3 KOMIBIOTEP, HA KOTOPOM 3aITyLIEHA.

bpf - berkeley packet filter , 3T0 apxuTekTypa siapa A 3axXBara MakeTOB, CO3/aHHAs TSl PabOTHI C
aapamu OC UNIX

DLPI - Data Link Provider Interface - ananmoruuno B HP-UX, Solaris, AIX.

mac-ajgpec - YHUKAJIbHBIA WACHTHU(QHUKATOP, COIMOCTABISEMBIH C CETEBBIMU aJanTepamMu B
LIMPOKOBEIIATENbHBIX ceTAX (ethernet).

promiscuous pe;KuM - PEKHUM CETEBOTO aJamnTepa, B KOTOPOM OH MPUHUMAET BCE MAKEThl BHE
3aBUCHUMOCTH OT HAJIMYHUS COOCTBEHHOTO, multicast umu broadcast, mac-aipeca B moJje morydaTes.

socket - mporpammubIii uHTepdeiic ans obecrmedeHHs OOMEHA JaHHBIMH MEXKAYy MPOIecCaMHu.
[Iponieccel MOTYT UCTIONMHATHCSA HA 0JHOM DBM uiM Ha pa3HbIX, COEIMHEHHBIX CEThIO.

raw socket - 1O3BOJSET MpolleccaM MOJYYUTh JOCTYN K CIy>KEOHBIM JaHHBIM CETEBOTO YPOBHS
(3aroJOBKHU MAaKETOB).

packet socket - mo3BossieT mpoleccaM MOJIYYUTh JOCTYI K JJAHHBIM KaHAJIBHOrO ypoBHs (ethernet
3aroJIOBKH)

icmp - Internet Control Message Protocol - oqun u3 mpotokonos creka TCP/IP.

ceMa(op — 0OBEKT, MO3BOJISIONINI BOWTH B 3aJIaHHBIA Y4aCTOK KOJa HE OoJiee 4eM N-MOTOKaM (B
gacTHOCTH peanusoBad B [PC SystemV unix).

multicast - MHOrOapecHas nepenaya (MMeeT BBIACICHHBIN JJMana3oH mac-apecoB)

broadcast - mupoxoBemiaTenpHas nepeaaya (MMeeT CBOM mac-aapec)



TAP — ycTpoHCTBO, TO3BOJISIONIEE CUUTHIBATH JAHHBIE CO CpeAbl mepenaud 0e3 ydacTusi B
nepepaye.

DDoS - Distributed Denial of Service — pacmpeneneHHas araka, Mpeclieyromas CBOeH IEeNbio
noTepro pabotocnocodHoctu [10 wm anmapaTypsl aTaKyeMoro.

Spoofed anpeca — nognensueie IP agpeca oTmpaBuTens crnenualbHO CTEHEPUPOBAHHBIX MAKETOB,
ucnoss3yrouuxcs B DDoS.

802.1Q — cereBoii craHmapTt, MO3BOJsIONINI HeckonbkuM Ethernet cersM pasnensaTh 0Omuit
¢du3nveckuii KaHai.

MPLS - MultiProtocol Label Switching — MyJIbTUIPOTOKONBHAS KOMMYTAIMS IO METKaM.
PaGotaer Mex 1y KaHATLHBIM U CETEBBIM YpoBHIMU Mojaenu OSI.

SIP — Session Initiation Protocol -  cTaHmapT Ha CHoco0 YCTAHOBJICHHS M 3aBEPIICHUS
MOJIb30BATEIILCKOTO  CETEBOTO CEaHCa, BKIIIOYAIOMIETO OOMEH MYIbTHMEIUWHBIM COACPKHUMBIM
(audio,video,...).

H.323 - crangapT MyIbTUMEIUNHBIX NPWIOKEHUH IO CETIM C KOMMYTallMeld NaKeTOB C
HErapaHTUPOBAHHOM MPOITYCKHOU CIIOCOOHOCTHIO.

RTP - Real-time Transport Protocol- paGoTaeT Ha TpaHCIIOPTHOM YPOBHE M HCIIOJB3YyeTCs IS
nepeaayn Tpaduka peaabHOro BPEMEHH.

VoIP — Voice over IP — cuctema cBsi3u , o0ecrieynBaroas nepeaady peueBoro CurHaia no cetu. B
kauecTBe curHanm3anuu ucnosibdyeT SIP wimm H.323 . TomocoBoit Tpaduk nepenaercs ¢ moMoIbio
RTP.



Hean padoTsl

Peanuzanus kiiaccuueckoil KOMaHAHO-CTPOYHOM yTUIUTH tcpdump Ha s3bike perl B cpene
OC Windows 6e3 ucroyib30BaHus crenuanuznpoBadHoro 10 g HU3KOYpOBHEBOTO JOCTyHa K
cereBbIM afantepam (libpcap, NDIS npaiisepa,...).

OpurunanpHas yruwiuta tcpdump pabotaer ¢ momomipio Oubnuoreku libpcap, drto
MO3BOJISICT €l MOJYYUTh JaHHbIEe Ha KaHAIbHOM ypoBHe. PaboTa Hamiell mporpamMMbl OCHOBaHA Ha

raw-socket-ax, 4To OrpaHUYMBAET HAC CETEBBIM YPOBHEM.

Bce QyHKImMoOHaIbHBIE BO3MOXKHOCTHM OPUTMHAIBHOM yTHIIMTBI MOXHO pPa3OUTh Ha
CJIEYIOLUE TPYIIIIBL:

1. Te, 9T0o MOTYT OBITH peanu30BaHbl B mporpamme Ha s3bike perl B OC Windows.
2. Te, 4T0 MOTYT OBITH PEATU30BAHBI C OTPAHUUYECHHBIM (PYHKIIHOHATIOM.

3. Te, 4TO HE MOTYT OBITH PEATU30BAHBI.

K tperbeil rpymie oTHOCATCA CIENYIOINE ONIMY OPUTrHHAIBHOTO tcpdump-a :

[-e] — BeBO MH(DOpManuK 00 agpecax KaHATBLHOTO ypOBHS. Peanusanusi HEBO3MOXKHA H3-3a TOTO,
YTO MPHUJIOKEHHE PabOTaeT Ha CETEBOM YPOBHE.

Ko BrOpo#i rTpymme B MEpBYI OYepeab OTHOCATCS BBIPAKEHUS-QUIBTPBI, KOTOPHIC
MO3BOJISIFOT BBIBOJAUTH HH(POPMAIIUIO, OTCEHUBAsl € MO ajapecaM, MPOTOKOJIaM HIIM MX JIOTHYECKHM
KoMOuHaIsM. OyHKIIMOHAT MOXKET OBITh PEaTU30BaH TOJIHKO YaCTUYHO, TIOCKOJIBKY OpUTHHATHHAS
MpOrpaMMa MOKET BKJIIOYATh BBIPAXKEHUs aJpeca U IPOTOKOJIbI KaHAJIBHOIO YPOBHS, YTO IS
HAILIETO MPUJIOKEHUS HETOCTYITHO.

[-O] — He BBINONHATH ONTUMU3AIMIO (PUIBTPOB-BBIPAKEHUN, TIOCKOJIBKY 3Ta OIIUS OYEHb CHUIIBHO
OIIUPAETCS HAa OPUTHMHAIBHYIO PEaM3aLHtIo.

Mpbl  OTpaHUYMIINCH peaNH3aleil TOJIbKO HeOOoJBIIOro Ha0opa MPUHIIUIHAIBHBIX
(G YHKIIMOHATBHBIX BO3MOKHOCTEH MTPOTOTHUIIA.

tcpdump [-n] [-p] [-h] [-Vv] [-D] [-t] [-c count] [ -i (autolinterface)

°* -n use numeric [P-addresses and port numbers

° v little bit more verbose output

 -h this help

° don't put interface into promiscuous mode

e jifacel:iface2:... IP-address(es) of \"sniffed\" interface or \"auto\" for autodetect
e D print the list of the network interfaces available on the system

° -t don't print a timestamp on each dump line

e exit after reciving count packets



OctanbHble (GYHKIHH TPOTOTHUINA pa30MWIM Ha TPYHIBl IO CJIOKHOCTH BO3MOXHOM
peanuzanuu B Oy Iymiem.



0030p

BonpmmacTBO CHU(D()EPOB MOJIy4alOT JOCTYN K JaHHBIM Ha KaHAJIbHOM YPOBHE MOJEIH
TCP/IP. C oHOM CTOPOHBI 3TO MO3BOJISET MOJIYYUTh HHPOPMAIUIO 00 ajipecax KaHaIbHOTO YPOBHS
(mac-agpeca), ¢ Apyrou - peanusanus ApaliBepoB KaHAJIBLHOTO ypoBHSA B pasznuyHbix OC cuibHO
OTIMYAeTCA. OTH OTJIMYMSA 3acCTaBJSIOT HCMOJBb30BaTh UL JIOCTYylIa K CETEBBIM JaHHBIM
cnenuanuzuposantoe 10, recHo B3aumonelictpyromee ¢ OC.

B OC Unix cemeiictBa BSD (Free/Net/OpenBSD, BSDI [6][7][8][9]) ucnonb3yercs apaiiBep
sinpa (bpf).

B OC HP-UX[10] u Solaris[11] ucnons3yercs untepdeiic DLPI.
B OC Linux[12] gocTtym k ceTeBbIM JaHHBIM oOecrieunBaeTcs uepe3 packet-socket.
B Windows uepe3 NDIS-npaiisep.

CymectByer Oubmuoreka libpcap, KoTopasi, onupasich Ha TH MEXaHU3MBI, pearu3yeT o0t
st Beex TunoB OC API st nocTtyma K ceTeBbIM JaHHBIM. 5]

[lenn, koTOopble CTaBATCS MpHU co3aanuu cHUubdepa, ompeneNsiFoT BEpXHUI UHTEPECYIOU
aBTOpOB ypoBeHb Mozenu OSI, a BO3MOKHbIE MEXaHU3MBI IOCTYIIA K JAHHBIM OTIPENENIAIOT HUBIIUHA
YpOBEHb MoOJenu, AoCcTynHbli cHuddepy. CHuddep momkeH ymeTb AEKOIUPOBATH OCTaIbHBIC
YPOBHH, HAXOAALIHECS MEKTY HUMHU.

Bue 3aBucumocTtu ot ucnosibzyemoit OC mupokoBeniaTeNnbHbld ceTeBor aaantep (ethernet)
MOJKET paboTaTh B JBYX peKUMax: 0OBIYHOM U promiscuous. B 0ObIYHOM peXuMe OH MPUHUMAET U3
CeTH W MepeAaeT ApaiiBepy TOJBKO T€ MAKEThl, KOTOPBIE COJEPHKAT €ro COOCTBEHHBIN mac-ajpec B
nosie mousryyatens (nmmOo makeTel ¢ multicast/broadcast ampecamm). B promiscuous pexume
pUHUMAIOTCS Bee nakeThl. Kak npaBumito, cHudepbl nepeBoadT "mpociayrBaeMble” aganTepsl BO
BTOPOU PEXKUM.

OdeBuaHO, YTO B  promiscuous pexume mpueMHbli Oypep Raw-Socket-a B OC
UCIIOJIb3YEeTCSl CWJIbHEE, W, KaK CJIEACTBHE, TpHU OOJBIIOM 00bEeMe aHaTU3UPYeMOTO Tpaduka
HEBO3MOXKHO 00OMTHCH 6€3 MOTepu 4acTH MH(POPMAILMU O CETEBOM Tpaduke M3-3a MEperoHEHUsS

Oydepa.

Jlnst nmocTyma K JaHHBIM Ha CETEBOM ypoBHE creka npoTokosioB TCP/IP ucnosb3yroTcs
porpaMMHbIe HHTEepdEichl socket pa3TMYHBIX BUAOB.

10



Mogenb OSI CokeTbl pasHbIX BIL0B

TpaHcnopTHbIN

YpoBeHb tep , udp sockets

ceTeBou
YpoBeHb raw socket

KaHanbHbIN

ypoBeHb packet socket (Linux)

chu 3Myeckuin
YypoBeHb

C Touku 3peHus peannzauuu cHU(depa Hamboyiee MOAXOSAIIMM W3 HHUX SBISETCS raw-
socket. Socket 3TOT0 THMa MO3BOJISIET MOJYYUTh AOCTYN K HMH(OpPMALMHM B MaKeTe, HAUWHAs C
ypoBHs IP. DTOT moaxoa u ObLI BEIOpaH Uil HAILIUX IIeTIeH.
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Onucanue apXuTeKTYpPbl
OYHKIIMOHAIBHO OTIMCAHUE PEaTU3aI[i MOYKHO Pa30UTh Ha TPU OCHOBHBIX YACTH:

1. "CereBas yacTh' - HHUIIHAIU3AHUA U YTEHUE raw-socket.

Raw-socket "mpuszbiBaercs” (bind) k koHKpeTHOMY HHTepdericHomy IP-aapecy, mnbo ko
BceM [P-anpecam, ucnonszyembiM Ha uHTepdeiicax B OC [13]

socket(S,AF_INET,SOCK_RAW,0) Il die "Can't open raw socket...\n";
if ($interf I= INADDR_ANY) {

$ia = inet_aton($interf);
}else {

$ia = INADDR_ANY; # To xe camoe uto $ia = inet_aton("0.0.0.0");
}

$pa = sockaddr_in(0,$ia);
bind(S,$pa) Il die "Can't bind socket...\n";

B nonnoit mepe raw-socket-b1 peasinzoBansl B OS Windows, HaunHas ¢ Windows2000. o
storo Windows95/98 orpanuueHHo nojnaepkuBanu ‘‘ceipble” socket-pl Tonbko ans ICMP[14].
[TonHOE OTCYTCTBHME OTpaHMYEHHH Ha TOCBUIKY IaKeTOB C MPOrpaMMHO c(HOPMUPOBAHHBIMHU
3aronoBkaMu B WindowsXP 1o ypoBHsi ServicePackl cnenano sty OC wupeanbHOM namst
opranuszanuu DDoS atak ¢ nognensHeiMu (spoofed) agpecamu oTnpaBUTENSL.

Haumnas ¢ SP2, ¢upma Microsoft orpanmumna QyHKIHOHATBHOCTH raw-socket-oB. B
YaCTHOCTH, B OOBIYHOM PEXKHMME CETEBOTO aJanTepa, YUTAETCS TOJBKO BXOIAIMIMK icmp-Tpaduk,
anpecoBaHHbIl Ha uHTepdeiicHbie [P-agpeca mamuHbl. s MOJHOLEHHOTO (DYHKIIMOHUPOBAHUS
HEOOXO UM TIEPEBOJI CETEBOTO ajalnTepa B promiscuous-pexum. [15] DTo BO3MOXKHO TOJIBKO MPHU
"cszpiBanuu" raw-socket ¢ KOHKPETHBIM untepdeiicasim agpecom. Ecim socket mpuBsizan k
0.0.0.0 (INADDR_ANY), pe:xuM He BKJIFOUUTCSI.

[TepeBoa wmHTEpdeiica B promiscuous peKMM BBIIOJHICTCS CHCTEMHBIM BBI30BOM ioctl ¢
napameTpamu, ONMMCaHHBIMU B crierudukanuu uatepdeiica Windows Winsock2[15] u B ¢aitnax
3aronoBkoB .Net 2.0 SDK:

# B3aro u3 mstepip.h

#define SIO_RCVALL _WSAIOW(IOC_VENDOR,1)
# B3aTo U3 winsock2.h

#define _WSAIOW(x,y) (IOC_INI(x)l(y))

#define IOC_IN 0x80000000

#define IOC_VENDOR 0x18000000
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use constant SIO_RCVALL => 0x80000000/0x18000000I1;

if(Yioctl(S,SIO_RCVALL,pack("l",1))) {
print "Turning promiscuous mode failed ...\n";
}

Heo6xomumocTh aHanu3upoBaTh TpapuK HECKOIBKUX HHTEP(EHCOB OJHOBPEMEHHO C yYETOM
OTpaHUYEHUH, OMUCAHHBIX BBINIE, BBIHYX/IAET HAC OTKPBIBATh HECKOJBKO raw-socket-oB M 4HUTaTh
uX oHOBpeMeHHO. CieoBaTeiabHO, HEOOXOIMMO OPraHU30BaTh IPYIIIbI HapalljIebHBIX MPOIIECCOB
U TIepe/iaTh B HUX COOTBETCTBYIOIIUE a/ipeca HHTEP(EncoB.

foreach my $x (@iface) {
$ifacethreads[$i] = threads->create(\&chld,$x);

$ifacethreads[$i]->detach();
Si++;

sub chid {

my $interf = shift;

Hcnonb3yem «HUTU» nHTEpnperaropa perl (ithreads).
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2. "NutepdeiicHas yactp" - mepeaada napaMeTpoB B IPOrpaMmy.

[TapameTpsl epegaemM B KOMaHHOM CTPOKE - OMKMCAHUE MOKHO MOJIY4UTh, BbI3BaB tcpdump.pl
C KJIFOUOM -h.

B nmporpamme opraHu3oBaHO YTEHHE KJIaBHATYphI (GKIeM CUMBOJ 'q) M 00pabOTKa CUTHAJIOB
SIGINT, SIGBREAK,SIGTERM.
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3. "[Ipe3eHTanmoHHas 4acTh'" - BEIBOJ MH(OPMALINH O "TIepeXBaUYCHHBIX " MaKeTaX.

Nudopmanus o KaxaoM Makere, CAMTAHHOM M3 raw-socket, ToMeraercs B o4epe/b edaTH,
opranu3zoBaHHoM ¢ momoinbio Thread ::Queue. Ouepenp pazdoupaeTcs ¢ MOMOIIBIO OTICILHOI thread
— neyatu. MlHGOpMAaIUsS 0 akeTe BBIBOJUTCS B MOJPOOHOM WIIM KPATKOM BHJIE B 3aBUCHMOCTH OT
HalIuuus napamerpa -v (verbose) B KOMaHHOU CTPOKE.

Jlnst oToOpaskeHus: HHGOpPMALIMU O MaKeTax pa3HbIX MpoTokosoB creka TCP/IP ucnoneiyrorces
pasHble TOAMPOrPaMMbl, YUUTHIBAIOIIUE CTICHU(PHUKY TPOTOKOJIOB.

PeanuzoBansl cenuduaeckue moanporpammel aist [P-mpotokonos icmp,udp,tep.

Jlo6aBHB Mo amporpaMMy ¢ UMEHEM, COBIIQJAIONIUM C Ha3BaHUEM IPOTOKOJIA, BO3BPAIICHHBIM
KOMaHzo#t [c(getprotobynumber($proto), moiydaeM OTAENbHBIA 00pabOTYHMK MJIsI MPOTOKOJIA C
HOMepoM $proto.

B Windows ¢ynkius getprotobynumber() Bo3Bpamaer uMs MNpPOTOKOJA IO €ro HOMEpY,
ornupasch Ha uHbpopmarmio u3 paitmta \WINDOWS\system32\drivers\etc\protocols. Dtot ¢aiin
COJEPKUT CIEAYIOLINE 3aIUCH :

ip 0 IP  # Internet protocol

icmp 1 ICMP # Internet control message protocol
ggp 3 GGP # Gateway-gateway protocol

tcp 6 TCP  # Transmission control protocol
egp 8 EGP # Exterior gateway protocol

pup 12 PUP  #PARC universal packet protocol
udp 17 UDP  # User datagram protocol

hmp 20 HMP  # Host monitoring protocol
xns-idp 22 XNS-IDP # Xerox NS IDP

rdp 27 RDP  # "reliable datagram" protocol

rvd 66 RVD  # MIT remote virtual disk

Jlnist IPOTOKOJIOB € IPYTMMHU HOMEpaMH MMs TIPOTOKOJIa BO3BpalleHo He Oyner. B cioydae ecnu
€cTb He0OX0AUMOCTh HAMMMCAHUS CIIEIIU(PHUECKON MOIPOrpaMMBbl ISl IPOTOKOJIA, HE BXOJISIIETO B
3TOT CIIMCOK, €ro clieAyeT A00aBUTh B ITOT (ail. BTopas u3 HmKe NPUBEICHHBIX CTPOYEK
TeHepHupyeTcsl MPOrpaMMol mocie Jo0aBieHHsl MpOTOoKoda gre B Qaiin protocols. Ilpu sTom
oToOpaXkaeTcs UMs MPOTOKOJIA BMECTO €r0 HOMepa.

23:40:41.71875 IP 193.124.254.19 > 193.124.81.4 47 ttl=255 length=48
23:41:05.71875 IP 193.124.254.19 > 193.124.81.4 gre ttl=255 length=48

Homepa wu umena mportokoisioB pacnpenenstorcss IANA - Internet Assigned Numbers
Authority[17] B xoopaunauuu ¢ IETF — Internet Engineering Task Force[18].
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my $printer = Ic(getprotobynumber($proto));
if(defined &S$printer) {

&$printer($stamp,\$buf);

}else {
sub icmp {
}...
subtcp{ ...}

Hcnonb3oBanue Thread::Queue mo3BosseT HaM U30ekaTh MPOOIEMbI HAJIOKEHUS BHIBOJIA OT
pa3HbIx thread-oB:

my $printqueue = Thread::Queue->new();
sub prt {
Z$;r.)rintqueue->enqueue($str);

sub printsub {
my $c = shift;
while(1){
my $s = $printqueue->dequeue();
print $s;

}

- TaK KakK oncpanusa enqueuc UCIoJb3yCT BHYTPCHHIOKO JIOKUPOBKY.
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3aKjaueHue

PeanuzoBan anasmor yrunutsl tcpdump Ha s3bike perl B OC Windows. CuHrtakcuc
KOMaHJTHOW CTPOKH M0 BO3MOXKHOCTH COXpaHEH. B oTiinume oT Apyrux peanusanuii cHuddepon Ha
a3bike perl(Net::RawIP[12]) nanHast nporpamma He UCIIONIb3YET AONOIHUTEIbHBIX HU3KOYPOBHEBBIX
OuOIMOTEK.

[lepBoHauanbHO JUIS aHalM3a TpaduKa ¢ HECKOJBKUX CETeBBIX MHTEp(EeiicOB KOMIBIOTEpA
IIPENIIOJIArajoch MCIOJIb30BaTh paclapajUleIMBaHUE IPOLECCOB C IMOMOILIbI0 BbI3oBa fork mu
UCIOJIb30BaHNE ceMadOpOB U JOKUPOBOK JUIsi KOHKYPEHTHOTO BBIBOJIA HA HKPaH.

B npouecce pazpabotku Ob110 BhISICHEHO, 4TO B peanu3anuu perl B OC Windows cemadopsl
otcyrcTBYIOT. K ToMy ke Oblia 3asBlieHa HEOOXOAMMOCTh Peaan30BaTh (GYHKIIMIO MMOJCUeTa 00IIero
KOJIMYECTBA MepexBaueHHBIX nmakeToB. C ncnoabs3zoBanueM fork Monenu 31o ObUIO 3aTPYAHUTENHHO
13-32 HEOOXOIMMOCTH PEaTM30BBIBATH MEXIIPOIIECCHOE B3aUMO/ICHCTBHE.

B cBsa3u ¢ 3TMM OBUIO MPHHATO pelIeHHe OTKazaThCsi OT Moxaenu fork u mepedTH k
UCTIOJIb30BaHUIO «HUTEW»(threads). Ilporiecc BrIBoa Ha 9KpaH ObUT BbIENEH B OTAEIbHBIN thread,
YTO TIO3BOJIMJIO TIOJICUMTHIBAThH MakeThl. Ilepenadya mHboOpMaAIMU MEKIY «HUTIMH» C MOMOIIbBIO
ouepezielt CHsJIa HEOOXOIMMOCTh UCIIOIB30BaTh JOKUPOBKH U ceMa(OpBL.
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Ipunoxenus:
1. OueHka CIOXXKHOCTH peanu3aiui (pyHKIHH OpUTHHAIBHOM TPOrpaMMBI.

tcpdump [ -AdDefIKILnNOpgRStuUvxX ] [ -B buffer_size | [ -c count |
[ -C file_size ] [ -G rotate_seconds ] [ -F file ]
[ -1 interface | [ -m module ] [ -M secret ]
[-rfile ] [ -s snaplen ] [ -T type ] [ -w file ]
[ -W filecount ]
[ -E spi@ipaddr algo:secret,... ]
[ -y datalinktype ] [ -z postrotate-command | [ -Z user ]
[ expression ]

OPTIONS

A5
Print each packet (minus its link level header) in ASCII. Handy for capturing web
pages.

-B impossible
Set the operating system capture buffer size to buffer_size.

-c done
Exit after receiving count packets.

-C4

Before writing a raw packet to a savefile, check whether the file is currently larger
than file_size and, if so, close the current savefile and open a new one. Savefiles after the first
savefile will have the name specified with the -w flag, with a number after it, starting at 1 and
continuing upward. The units of file_size are millions of bytes (1,000,000 bytes, not 1,048,576
bytes).

-d 10
Dump the compiled packet-matching code in a human readable form to standard
output and stop.

-dd 10

Dump packet-matching code as a C program fragment.
-ddd 10

Dump packet-matching code as decimal numbers (preceded with a count).
-D done

Print the list of the network interfaces available on the system and on which tcpdump
can capture packets. For each network interface, a number and an interface name, possibly followed
by a text description of the interface, is printed. The interface name or the number can be supplied to
the -1 flag to specify an interface on which to capture.
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This can be useful on systems that don't have a command to list them (e.g., Windows
systems, or UNIX systems lacking ifconfig -a); the number can be useful on Windows 2000 and
later systems, where the interface name is a somewhat complex string.

The -D flag will not be supported if tcpdump was built with an older version of
libpcap that lacks the pcap_findalldevs() function.

-e impossible
Print the link-level header on each dump line.

-E 10

Use spi@ipaddr algo:secret for decrypting IPsec ESP packets that are addressed to
addr and contain Security Parameter Index value spi. This combination may be repeated with
comma or newline seperation.

Note that setting the secret for IPv4 ESP packets is supported at this time.

Algorithms may be des-cbc, 3des-cbe, blowfish-cbc, re3-cbe, cast128-cbe, or none.
The default is des-cbc. The ability to decrypt packets is only present if tcpdump was compiled with
cryptography enabled.

secret is the ASCII text for ESP secret key. If preceeded by 0x, then a hex value will
be read.

The option assumes RFC2406 ESP, not RFC1827 ESP. The option is only for
debugging purposes, and the use of this option with a true “secret' key is discouraged. By presenting
IPsec secret key onto command line you make it visible to others, via ps(1) and other occasions.

In addition to the above syntax, the syntax file name may be used to have tcpdump
read the provided file in. The file is opened upon receiving the first ESP packet, so any special
permissions that tcpdump may have been given should already have been given up.

-f3

Print “foreign' IPv4 addresses numerically rather than symbolically (this option is
intended to get around serious brain damage in Sun's NIS server --- usually it hangs forever
translating non-local internet numbers).

The test for “foreign' IPv4 addresses is done using the IPv4 address and netmask of
the interface on which capture is being done. If that address or netmask are not available, available,
either because the interface on which capture is being done has no address or netmask or because the
capture is being done on the Linux "any" interface, which can capture on more than one interface,
this option will not work correctly.

-F 10
Use file as input for the filter expression. An additional expression given on the
command line is ignored.

-G4

If specified, rotates the dump file specified with the -w option every rotate_seconds
seconds. Savefiles will have the name specified by -w which should include a time format as defined
by strftime(3). If no time format is specified, each new file will overwrite the previous.

If used in conjunction with the -C option, filenames will take the form of
“file<count>'".

-1 done
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Listen on interface. If unspecified, tcpdump searches the system interface list for the
lowest numbered, configured up interface (excluding loopback). Ties are broken by choosing the
earliest match.

On Linux systems with 2.2 or later kernels, an interface argument of ““any" can be
used to capture packets from all interfaces. Note that captures on the ““any" device will not be done
in promiscuous mode.

If the -D flag is supported, an interface number as printed by that flag can be used as
the interface argument.

-I impossible

Put the interface in "monitor mode"; this is supported only on IEEE 802.11 Wi-Fi
interfaces, and supported only on some operating systems.

Note that in monitor mode the adapter might disassociate from the network with
which it's associated, so that you will not be able to use any wireless networks with that adapter.
This could prevent accessing files on a network server, or resolving host names or network
addresses, if you are capturing in monitor mode and are not connected to another network with
another adapter.

This flag will affect the output of the -L flag. If -1 isn't specified, only those link-layer
types available when not in monitor mode will be shown; if -I is specified, only those link-layer
types available when in monitor mode will be shown.

-K6

Don't attempt to verify IP, TCP, or UDP checksums. This is useful for interfaces that
perform some or all of those checksum calculation in hardware; otherwise, all outgoing TCP
checksums will be flagged as bad.

-1 done
Make stdout line buffered. Useful if you want to see the data while capturing it. E.g.,
“tepdump -1 | tee dat" or “tecpdump -1 >dat & tail -f dat".

-L impossible

List the known data link types for the interface, in the specified mode, and exit. The
list of known data link types may be dependent on the specified mode; for example, on some
platforms, a Wi-Fi interface might support one set of data link types when not in monitor mode (for
example, it might support only fake Ethernet headers, or might support 802.11 headers but not
support 802.11 headers with radio information) and another set of data link types when in monitor
mode (for example, it might support 802.11 headers, or 802.11 headers with radio information, only
in monitor mode).

-m 10
Load SMI MIB module definitions from file module. This option can be used several
times to load several MIB modules into tcpdump.

-M 10
Use secret as a shared secret for validating the digests found in TCP segments with
the TCP-MD?5 option (RFC 2385), if present.

-n done
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Don't convert addresses (i.e., host addresses, port numbers, etc.) to names.

-N3
Don't print domain name qualification of host names. E.g., if you give this flag then
tcpdump will print ““nic" instead of ~“nic.ddn.mil".

-O impossible
Do not run the packet-matching code optimizer. This is useful only if you suspect a
bug in the optimizer.

-p done

Don't put the interface into promiscuous mode. Note that the interface might be in
promiscuous mode for some other reason; hence, “-p' cannot be used as an abbreviation for “ether
host {local-hw-addr} or ether broadcast'.

-q2
Quick (quiet?) output. Print less protocol information so output lines are shorter.

-R 10

Assume ESP/AH packets to be based on old specification (RFC1825 to RFC1829). If
specified, tcpdump will not print replay prevention field. Since there is no protocol version field in
ESP/AH specification, tcpdump cannot deduce the version of ESP/AH protocol.

14
Read packets from file (which was created with the -w option). Standard input is used
if file is ~-".

S5
Print absolute, rather than relative, TCP sequence numbers.

-s3

Snarf snaplen bytes of data from each packet rather than the default of 65535 bytes.
Packets truncated because of a limited snapshot are indicated in the output with “*[Iproto]", where
proto is the name of the protocol level at which the truncation has occurred. Note that taking larger
snapshots both increases the amount of time it takes to process packets and, effectively, decreases
the amount of packet buffering. This may cause packets to be lost. You should limit snaplen to the
smallest number that will capture the protocol information you're interested in. Setting snaplen to 0
sets it to the default of 65535, for backwards compatibility with recent older versions of tcpdump.

-T 10

Force packets selected by "expression” to be interpreted the specified type. Currently
known types are aodv (Ad-hoc On-demand Distance Vector protocol), cnfp (Cisco NetFlow
protocol), rpc (Remote Procedure Call), rtp (Real-Time Applications protocol), rtcp (Real-Time
Applications control protocol), snmp (Simple Network Management Protocol), tftp (Trivial File
Transfer Protocol), vat (Visual Audio Tool), and wb (distributed White Board).

-t done
Don't print a timestamp on each dump line.
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-tt 3
Print an unformatted timestamp on each dump line.

-ttt 3
Print a delta (micro-second resolution) between current and previous line on each
dump line.
-ttt 3
Print a timestamp in default format proceeded by date on each dump line.
-ttttt 3
Print a delta (micro-second resolution) between current and first line on each dump
line.
-u 10
Print undecoded NFS handles.
-U 10

Make output saved via the -w option ~~“packet-buffered"; i.e., as each packet is saved,
it will be written to the output file, rather than being written only when the output buffer fills.

The -U flag will not be supported if tcpdump was built with an older version of
libpcap that lacks the pcap_dump_flush() function.

-v done

When parsing and printing, produce (slightly more) verbose output. For example, the
time to live, identification, total length and options in an IP packet are printed. Also enables
additional packet integrity checks such as verifying the I[P and ICMP header checksum.

When writing to a file with the -w option, report, every 10 seconds, the number of
packets captured.

-vv 3
Even more verbose output. For example, additional fields are printed from NFS reply
packets, and SMB packets are fully decoded.

-vvv 3
Even more verbose output. For example, telnet SB ... SE options are printed in full.
With -X Telnet options are printed in hex as well.

-w 4

Write the raw packets to file rather than parsing and printing them out. They can
later be printed with the -r option. Standard output is used if file is **-". See pcap-savefile(5) for a
description of the file format.

W4

Used in conjunction with the -C option, this will limit the number of files created to
the specified number, and begin overwriting files from the beginning, thus creating a 'rotating'
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buffer. In addition, it will name the files with enough leading Os to support the maximum number of
files, allowing them to sort correctly.

Used in conjunction with the -G option, this will limit the number of rotated dump
files that get created, exiting with status O when reaching the limit. If used with -C as well, the
behavior will result in cyclical files per timeslice.

-Xx 5

When parsing and printing, in addition to printing the headers of each packet, print
the data of each packet (minus its link level header) in hex. The smaller of the entire packet or
snaplen bytes will be printed. Note that this is the entire link-layer packet, so for link layers that pad
(e.g. Ethernet), the padding bytes will also be printed when the higher layer packet is shorter than
the required padding.

-XX 5
When parsing and printing, in addition to printing the headers of each packet, print
the data of each packet, including its link level header, in hex.

-X5

When parsing and printing, in addition to printing the headers of each packet, print
the data of each packet (minus its link level header) in hex and ASCII. This is very handy for
analysing new protocols.

-XX 5
When parsing and printing, in addition to printing the headers of each packet, print
the data of each packet, including its link level header, in hex and ASCII.

-y impossible
Set the data link type to use while capturing packets to datalinktype.

A

Used in conjunction with the -C or -G options, this will make tcpdump run "
command file " where file is the savefile being closed after each rotation. For example, specifying -z
gzip or -z bzip2 will compress each savefile using gzip or bzip2.

Note that tcpdump will run the command in parallel to the capture, using the lowest
priority so that this doesn't disturb the capture process.

And in case you would like to use a command that itself takes flags or different
arguments, you can always write a shell script that will take the savefile name as the only argument,
make the flags & arguments arrangements and execute the command that you want.

-Z impossible

Drops privileges (if root) and changes user ID to user and the group ID to the primary
group of user.

This behavior can also be enabled by default at compile time.
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