





IP

IPv6:
TaM, 32 TOPU30HTOM




IIpobsemnl IPv4:
* HEJIOCTATOYHOCTh 00OBbEMA 32-OUTHOTO
aJIpECHOTO IIPOCTPAHCTBA;

e pa3pacTaHue TaOJJIUIl MapUIPyTU3aIIUU;

* CJIO’KHOCTh MAaCCOBOI'O U3MeHeHUA 1 P-
aJIpECOB;

* OTHOCUTEJIbHAS CJI0KHOCTh 00pabOTKU
3aroJIOBKOB I1akeToB I1Pv4;

* CJIOXKHOCTD CO3JaHMA IOJTHOIIEHHBIX
00JIaYHBIX U P2p cepBUCOB MOBepX NAT



NAT (RFC 1631, RFC 3022)
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PRO:

e OxoHomusd IP azpecos

o Ilo3BoJisgeT TpeNOTBPATUTD UM OTPAHUYUTH OOpaIlleHue CHAPY»KU KO
BHYTPEHHUM XOCTaM

 [103BOJIAET CKPBITH OIIPE/IEIEHHBIE CEPBUCHI BHYTPEHHUX XOCTOB,
IOBbILIIEHNE 0€30IaCHOCTH U CKPbITHE «HEMYOJHMUHBIX» PECYPCOB



CONTRA:

Crapbie nmpoTOKOJbI. IIpoTOKOJIBI, padpaboTaHHBLIE O MacCOBOIO
BHeApeHuss NAT, He B COCTOSHHUH pabOTaTh, €CJAM HAa IYyTU MEXIY
B3aUMOJIEUCTBYIOIIUMH  XOCTAMU  €CTh  TPAHCIALIMA  aJ[pECOB
(manpumep, FTP). M.6. pemieHo mmpu uctoab3oBanumn Application-level
firewall.

HeBo3Mmo:xHa naenTudukanusa mojab3doBaresen nmo IP-aapecy.
3-3a CJI0KHOCTU C uJeHTHUKaIMel MoJib30BaTejiell Heo0X0HUMO
XPaHUTD MOJIHbBIE JIOTH TPAHCISAIHUL.

NMiaro3usa DoS-araku. Eciin NAT ucnionb3yeTcs i MOAKII0UEHN A
MHOTHX II0JIb30BaTeJIed K OJHOMY U TOMY K€ CEPBHUCY, 3TO MOIKET
BbI3BaTh WJLIIO3UI0 DoS-aTaku Ha cepBuUC. YaCTUUYHBIM pelleHUueM
IIpO0JIEMBI SIBJISIETCSI MCIIOJIb30BaHUE MyJjia aAPeCcoB JIJisl TPAHCIIAIINH.
IInpunrossie ceTu U oG1auHble cepBuchbl. B NAT-ycTpolicTBax,
He noAgep-kuBalonux TexHosoruio Universal Plug & Play, B HeKOTOpbIX
cay4dasx, HeoOXoauMa [JONOJIHUTENIbHAs HAcTpoMKa Ipu paboTe cC
IIUPUHTOBBIMU CETAMH U HEKOTOPBIMU [APYTUMH [porpaMmMamMu, B
KOTOPBIX HEOOXOAMMO He TOJbKO HHUIUHUPOBATh MCXOJAIINE
coeqUHEHNs, HO TaKKe NPUHUMATh BXOAIIHE.

HapynmieHre NpUHIMIIA HWHKAICYJIAIIMHA CTEKAa IMPOTOKOJIOB.
JlomiosTHUTEIbHBIE 3a/IEP>KKH M HAKJIAJHbIE PACXO/IbI.



RIR Address Pool(/8s)
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CATNIP, SIPP, TUBA comparison (1995, rfc 1752)
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IPv6 Features :

e IlepBoe M camMoe OCHOBHOE — VBeJHUYEHHE aJPECHOr0 IPOCTPAHCTBA —
IIOJIIEP;KUBAET 2128 aapecoB (IO 7 agpecoB KaXKAOMYy aTOMy KarKAOIo
yeJIOBEeKa Ha 3emJie. =)

 IPv6 xocThl KOHMUIVPHUPVIOTCA aBTOMATHYECKU IIPH MOAKJIIOYEHUU K
MapiIpytusupyemou IPv6 cetu — mpu nepBoM IOAKIIOUEHNH K CETH XOCT
nmocblaaeT link-local-multicast (broadcast) 3anmpoc Ha KoHUTYpaIIIOHHBIE
IapaMeTphl, IPU HOPMaJIbHOU KOH(MUTYpalluN pyTep OTBEUaeT IaKeTOM
(router advertisement packet) ¢ kKoHUTypallMOHHBIMH NapaMeTpaMu
ceTHy; Takke noaaepkuaercsa DHCPv6 u pyuHoe KOHQUTryprupoBaHUe.

» Multicast, koTopsIii ObLT onIuOHAMEeH B IPv4 craj riaBHON 0COOEHHOCTHIO
IPv6




[Pv6 MOKeT OBITh TPEX TUIIOB:

* Unicast — uaeaTuduIUpyeT OAUH HHTEeP(dEIC y3i1a CeTH;

« Anycast (one-to-nearest) — uaeHTUPUIIUPYET MHOXKECTBO HUHTeP(QECOB
(0OBIYHO MpUHAJIEKAINUX PA3IMYHBIM y3JIaM); MaKeT, IIOChLIAeMbBIM II0
anycast-azipecy J0JKeH OBITh JOCTaBJIEH TOJIBKO Ha OJUH W3 UHTEPQENCOB
(6kalIIug K OTIIPABUTEJIO), UJIEHTUMUITUPYEMbBIX 3TUM aJIPECOM,;

 Multicast (one-to-any) - wuaeHTUDUIIMPDYET MHOKECTBO HHTep(delCcoB
(0OBIYHO MPUHAJJIEKAIUX Pa3JIUYHbIM y3J1aM); MaKeT, MOChLJIAEMBIU IIO
multicast-azipecy goskeH OBITH JIOCTaBJIEH Ha Bce  HUHTepQeENcCH,
HUJIEHTU(PUITIPYEMbBIE STUM aPECOM.

Routing Schemes = broadeast
iz s /O IS
o e o ] ° o
o O o O
= anycast = multicast
] @ ] @
o . O
o~ ,O© o
o 0 o o
= unicast
© o
o o
LB
o 0

» CooTBeTcTBEHHO broadcast TpaHcasmusA ocyiecTBiasercsa uepe3 multicast
aagpec: FF02::1 (all-host-group) .



IPv6 Features (cont):

IPv6 jumbograms — payload («mosie3Has Harpyska») B IP mmpoTokosiax
orpaHudyeHa 64 Kububantamu (kuObubauT = 210 6alT), UTO He BCerga
yao06HO, 1o3stomy B IPv6 mpucyrctByer jumbo payload option,
IIO3BOJISIOIIAsI XOCTaM OOMEHUBAThCSA ITaKeTaMHU OOJIBIIIET0 pa3Mepa.
IIpu stom wus-3a orpanmueHuin TCP u UDP nakeroB, Tpebyertcs
[oJiICTpauBaHUE IO TPAHCIOPTHBHIM ypOBeHb, TO €CTh clieluaJIbHble
MexXaHN3MBI JIJIs Takou nepeaaun (rfc2675).

be3omacHOCTh Ha CETEBOM YpOBHe (MeXaHU3Mbl ayTeHTHMUKAINHN U
mrpoBaHus Ha ypoBHe IP-11akeToB).

3MeHeHO IIpeicTaBaeHe HeoOsa3aTeIbHBIX I10JIel 3ar0JI0BKA.
YipolieH ctaHAapTHBIN 3aroi0BoK IP-nakera.

BBesieHbI METKH IOTOKOB JIAHHBIX.




Anpeca IPv6

128 Our.

Unicast, Anycast, Multicast.

O6pruHO IP-agpec 3amuchIBalOT Kak IOCJAENOBATEILHOCTh M3 BOCHBMH
IBYXOAUTOBBIX UHCEA X:X:X:X:X:X:X:X, HAIIPUMED:
1080:0:0:0:8:800:200C:417A  unicast-address
FF01:0:0:0:0:0:0:43 multicast-address

0:0:0:0:0:0:0:1 azipec loopback-unrepdeiica
Kpome TOro, HyjeBbI€ 3JIEMEHTHI MOKHO OIIyCTHUTb, BCTABJISISI BMECTO
HUX :: (MOXXHO WCIIOJb30BaTh TOJBKO OAWH pa3, KaK IIPaBHJIO,

II0CJIEOBATEILHOCTh HAaOOJIbIIIEH JIJITUHBI)

Macka IPv6, TOuHO Tak ke Kak U B IPv4, cocTouT m3 HempephIBHOU
IIOCJIEIOBATEIBHOCTY  e€QUHUIl (B ABOMYHOM IIpeACTaBJIEHHH),
3aBepIlIaeMOM HeNpPephIBHOM IIOCJIeA0BATEILHOCTRIO HyJjerd. Macka
TaK)Ke MOKeT ObITh 3amucaHa ¢ HCHOoJIb30BaHHEeM cyddukca ::,
HampuMep:

1080:0:0:0:8::



IP address types:
Tunn IP-agpeca ompezesnisieTca IO HECKOJbKHMM BeaymuMm Ourtam IP-
azpeca. Harpumep, MyJIBTUKACTOBBIN aJipec HaunmHaeTcs ¢ okreta OXfE,
azipeca, BbIZIEJIEHHbIE B 3aBUCHMOCTH OT reorpauyeckoro MOJIOKEHUs
y3Jla, HQUMHAIOTCA ¢ OUT 100, a agpeca, BblesieMble IIPOBaNIEPOM — C
010. Bce tumnel IP-azipecoB nepeunciiensl B RFC 1884.
IPv6-agpec, comep:kammuili 96 BeAyIIMX HYJIEBBIX OHT, Ha caMOM JeJie
asasgerca IPv4-aapecoM, WHKAICYJIMPOBAaHHBIM B azpec IPvo 3a
HCKJIIOUEeHHEeM caydas, Korga 3To — ajapec loopback-untepdetica (::1).
Link-Local-aapeca ucnosb3yloTcsi TOJBKO B IIpeiesiax JIOKAJbHOU
pu3MYECKOU MOACETH JJIS UAEHTU(MUKAIINHN y3/I0B HCKIUYHUTEILHO TON
noacetu. OHU HaAuUMHAIOTCA C IOCJAeI0BaTeJbHOCTH 1111111010 U
coZep:KaT TOJIbKO HJAeHTU(HUKATOp HHTEepderca B mojiceTd. IlakeTsl C
ATUMHU aJpecaMi HUKOI/IAa He JOJIXKHBI IIepeaBaThCs B APYTHE MOJICETH.
Site-Local-agpeca nHaumHaoTcs C mIOCJdemOBaTeJIbHOCTH 1111111011,
colepkaT UAeHTU(MUKATOD IOJCEeTH WU HUAEHTU(PUKATOP HHTepderca B
Hel, HO He MOTyT OBITh IIepe/laHbl 3a IIpeesibl MHOXKECTBa Mo ceTel, U3
KOTOPBIX COCTOUT CETh OPraHU3alliH, UX IPHUCBOUBIIIEL.
Multicast-aagpeca HaunHawOTCs ¢ 11111111,
Anpec FF01:0:0:0:0:0:0:1 0003HauaeT «Bce y3Jbl B IIpeesiax 001acTu
JIEVICTBUS».




H r Form

The IPv6 header, although longer than the IPv4 header, is

considerably simplified. A number of functions that were in the IPv4

header have been relocated in extension headers or dropped.
[Deering94b]
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Version - Internet Protocol version number. IPng has been assigned
version number 6. (4-bit field)

Flow Label - This field may be used by a host to label those
packets for which 1t 1s requesting special handling by routers
within a network, such as non-default quality of service or "real-
time" service. (28-bit field)

Payload Length - Length of the remainder of the packet followilng
the IPv6 header, in octets. To permit payloads of greater than 64K
bytes, 1f the value in this field is 0 the actual packet length
will be found in an Hop-by-Hop option. (l6-bit unsigned integer)

Next Header - Identifies the type of header immediately following
the IPve header. The Next Header field uses the same values as the
IPv4 Protocol field (8-bit selector field)

Hop Limit - Used to limit the impact of routing loops. The Hop
Limit field 1s decremented by 1 by each node that forwards the
packet. The packet i1s discarded 1f Hop Limit 1s decremented to
zero. (8-bit unsigned integer)

Source Address - An address of the 1nitial sender of the packet.
(128 bit field)

Destination Address - An address of the intended recipient of the
packet (possibly not the ultimate reciplent, 1f an optional Routing
Header 1s present). (128 bit field)



Trattic Class

ObecneueHre MpUOPHUTE3AUH TTAKETOB 0OeCIeUNBAETCA MAPIIIPYyTU3aTOPaMU Ha OCHOBE I10JI1 TPUOPUTETA.
MHO>KeCTBO 3HAUEHUH 3TOTO I0JIA pa3/esIeHO Ha JiBa TOAMHOKECTBA:
OT O 7o 7 — TpaduK ¢ KOHTpPoJieM Ieperpys3ku (Hampumep, mnpotokos TCP cHmkaer Tpaduk Ipu
IIOJIyYeHUHN CUTHAJIA IEPETPY3KU);
oT 8 10 15 — Tpaduk 6e3 KOHTPOJISI Ieperpy3ku (IPHIOKeHUS PeaTbHOr0 BpeMeHU C IOCTOSHHOM
CKOPOCTBIO).
Pazpabotyuku I[Pv6 peKOMEHAYIOT UCIIOJIb30BaTh JJI OIPEEJEHHBIX KaTeropuil MPUIOKEHUH,
YIIPABJISIONINX CUTHAJIAMU MEPETPY3KH, CJIEAYIOIINE KOAbI IIPHOPUTETA:

Kop mpuopurera HaszHaueHue ITpumep

o) HexapakTepu30BaHHBIN TpaUK

1 3anoJHAIIINN TpapUuK CeTeBble HOBOCTU

2 HecyiecTBeHHBIN TpaQUK AJIEKTPOHHAA IO4YTa

3 Peseps

4 CyliiecTBeHHbBIN TpadUK FTP, HTTP, NFS

5 Peseps

6 M HTepakTUBHBIHN KJIacc Telnet, SSH, Xwindow, IMs

7 Yrupasadwinui Tpauk IIpoTtokosibl Mmapiupyrtusanuu, SNMP

JI71s1 IPUJIOKEHUH, CKOPOCTBIO TePeladld KOTOPBIX HEBO3MOXKHO YIIPABJIATh, pa3paboOTUNKU OIPEJIEISAIOT,
YyTO 0OJBIIIEMY 3HAYEHHWIO KOJA COOTBETCTBYET OoJiee BBICOKHWM IpuoputeT. /g Koja 8 ycTaHOBJIEHO
HU3Illee 3HAUYeHHe IIPUOPUTETA, U OH MNpUMeHseTcs A TpaduKa, YacTh JAHHBIX KOTOPOTO MOXKHO
oTOpOCHUTh, HAIIPUMEP, MOTOKOBOE BHE0 BBICOKOTO KadecTBa. 3HAUeHUE 15 cCJIelyeT MPUMEHSATH JIA
Tpaduka ¢ PUKCHPOBAHHON CKOPOCTHIO, UYBCTBUTEIBHOTO K 3ajlep:KKaM U IOTEePSAM, Hampumep, Tpahuk
peueBbIX KOJIEKOB ¢ MUHUMAaJIbHOU N30BITOYHOCTBIO.

CrnenmyeT OTMETUTh, UTO TpadHUK C BO3MOKHOCTHIO yIpaBJieHUs Ieperpy3kamu (0—7) u 6e3 Hee (8—15)
oOpabaTpIBalOTCA MAapLIPyTU3aTOPAaMHU HE3aBUCHMO, TO €CTh He CYIIEeCTBYeT B3aMMHOI'O COOTBETCTBUS
MEXKTy TIPUOPUTETAMH JIAHHBIX BUJIOB Tpaduka.




Flow Label

BBezenue B nipoTokosie IPv6 nmosia «MeTka nmoToka» Mmo3BOJIAET 3HAYUTEJIbHO YIIPOCTUTh MPOLEAYPY
MapUIPYTU3AIUU OJTHOPOJHOTO IMOTOKA ITAKETOB.

[ToTok 3TO MOC/IENOBATEIFHOCTh MAKEeTOB, IMOChIAEMBIX OTIPABUTEIEM ONpPEeJIEHHOMY ajpecary,
IpU S5TOM IMPeAIoJaraeTcs, UTO BCe MaKeThl JAAHHOTO IIOTOKA JIOJIKHBI OBITh ITOJBEPTHYTHI
ompenesIEHHONH o00paboTke. XapakTep [JaHHOH 00pabOTKH 3a7a€Tcs  JOMOJIHUTEIbHBIMHU
3aroJIOBKaMHM.

JlomyckaeTcs cyIeCcTBOBaHYE HECKOJIBKUX ITIOTOKOB MKy OTIIPABUTEJIEM U MOJTydaTeseM.

MeTka MOTOKA IPUCBAMBAETCA Yy3JIOM-OTIIPABUTEJIEM IIyTEM TeHeparuu IICeBAOCTYYalHOTO 24-
O6uTHOTO umciaa. Bce TMakeThl OJHOTO TMOTOKA JOJKHBI HMETh OJIMHAKOBBIE 3aroJlIOBKH,
obpabaTbhIBaeMble MAPIIPYTU3aTOPOM.

[Ipu moslyyeHUH NEPBOTO MaKeTa ¢ METKOU MOTOKA MapUIPYTU3aTOP aHAJIU3UPYET JOIMOJTHUTETbHBIE
3aroJIOBKH, BBINOJIHAET IpPeANNCAHHbIE 3TUMU 3aroJIOBKAaMU (QYHKIMU U 3alIOMUHAET Pe3yJIbTaThl
obpaboTku (azpec ciemylomiero ysJja, OIIIMU 3arojIoBKa IepPeXOJIOB, IlepeMellleHne aJpecoB B
3aroJIoOBKe MapuIPyTU3aluul U T. [.) B JIOKAJIbHOM Kalle. KitouoMm /il TakOUW 3alUCH SABJISETCS
KOMOUHAIUA aJjpeca UCTOUHUKA U METKU IOoToKa. Ilocsesmyrolue nmakeTsl ¢ TON ke KOMOWHaIen
aJipeca UCTOUYHUKA U METKU MOTOKa 0OpabaThIBalOTCA ¢ Y4€TOM MHGOpPMAIMU Ka1ia 6e3 JIeETaTbHOTO
aHaJIM3a BCeX I0JIeN 3ar0JI0BKA.

BpeMms KU3HU 3amucu B KIIIIe COCTaBJIsIeT He Oosiee 6 CeKyH]|, Aa)Ke eCUd MaKeThl 3TOTO IMOTOKA
IPOIOJIKAIOT MOCTYIaTh. [Ipy 00HyJIeHNU 3aIIMCH B K31IIe U TTOJIYYEeHUU CJIEAYIONIEro MaKeTa MOTOKa,
nmakeT oopabaTbIBaeTcs B OOBIYHOM PEKMME U JIJIA HErO IIPOUCXOIUT HOBOe (OPMHUPOBAHUE 3aMUCH B
karie. Ciaeayer OTMETUTh, UTO YKa3aHHOE BpeMsA KU3HU IIOTOKA MOXKET OBbITh SBHO OIPEEIEHO
y3JI0M OTIPaBUTEJIEM C MOMOIIbI0 MPOTOKOJIA yIpaBJeHUs WX OIIUIN 3arojioBKa IepexojioB, U
MO>KET ITPEBBINIATD 6 CEKYH/I.



KoHIenusa paciuimpAaeMbIX 3aroJIOBKOB

IPv6 ormpezenseT elieé HECKOJIbKO THIIOB 3aroJIOBKOB, HCIOJb3YeMbIX AJis oOeclieueHUss paboThl

IIPOTOKOJIa, KOTOPbIE MOTYT MOMeENIAThCA 34 OMHWCAHHBIM 3aroJIOBKOM U COJEpP’KaThb pPa3INYHbIE

omnmuu. Bo Bcex 3TUX 3aroJIOBKAaX MEPBBIM MOJIEM ABJIAIOTCA UAEHTU(MUKATOP CIEAYIOIETO 3aT0JI0BKa

(Kpome No Next Header).

Hop-by-Hop Options Header coaep:;kut ormiimu, KOTOPbIE JIOJIKHBI obpabaThIBaThCs Ha BCEX
IIPOMEKYTOYHBIX pyTepax. IlpmMepaMy Takux OIIUHA MOTYT CIYKHUTh OmIps Jumbo, KoTopas
CJIY?KUT JJIs YKa3aHUA JJIMHbBI JIAHHBIX, €CJIU OHA IpeBhINIaeT 65535 0auT, u onnus Router Alert,
yKa3bIBAIOIlasd pYyTeEPy, YTO COAEPKUMOe TMaKeTa MOKeT IIPEeCTABJATh JIJId HEero HWHTEpeEC,
HECMOTPsI Ha TO, UTO MaKET TPAH3UTHBIM.

* Routing Header naet BO3M0OKHOCTh OTIIPAaBUTEJIIO YKA3aTh CITMCOK Y3JIOB, KOTOPBIE MMAKeT JI0JIKEH
IIOCETUTD 10 AOPOTE K KOHEUHOMY IT0JIydaTe 0. ATOT 3ar0JI0BOK ABJIAETCA aHAJIOTroM onnuu Loose
Source and Record Route B IPv4.

« Fragment Header ucnosb3yercsa Ajia ¢parMeHTUpPOBaHUA AaTtarpamMM. B omimumu ot IPv4,
orepanuio GparMeHTUPOBAHUSA MOKET OCYILECTBJIATH TOJBKO OTHPABUTENb. 3ar0JIOBOK COZEPKUT
CTaHJIapTHbIe MapaMeTpbl (GParMeHTUPOBAHUA: UAeHTU(GUKATOP JdaTarpaMMbl, CMeIIEeHUE
¢dparmenra u d¢uar <More Fragments>. IIoCKOJIBKY NOPOMEXYTOYHBIE V3JIbI HE MOTYT
(parMeHTUpPOBaTh IIAKETHI, Yy3€J-OTIPABUTENb JIOJDKEH IOAAep’KHUBATh AaJITOPUTM s
onpenaenenuss MTU Bcero myTu wiu IochIaTh O4YeHb MajleHbKHe MakeTUKH (70 1280 6aiuT),
KOTOpPbIEe 00s13aHbI MPUHUMATHCS BCEMU Y3JIaMH.

* Destination Options Header wucmosp3yercs sl Iepefadyd  OIIUIH, BaKHBIX TOJIBKO JIJIA
noJjiydyaTtesisi. TeopeTUyecKM OH MOKeT BCTpeuyaTbCs B IIaKeTe JBa pasa: MepPBBIM pas i
“ImpoMesKyTOYHOTO” ImoJTydaTesis (ecyiu B makeTe mpucyTcerByer Routing Header), a BTopoit pas s
“KOHEYHOTO” IOJTyJaTeIs.

* No Next Header — ero mpucyrcTBue roBOPHUT O TOM, UYTO B ITakeTe O0JIbIIle HUUETo HeT (TO ecTh, OH
He HeCeT B cebe HUKaKUX JJAHHBIX TPAHCIIOPTHOTO YPOBHS).

[Tociiequuii 3aroyioBok (ecau TosbkO OH He No Next Header) moymkeH ykaswpIiBaTh Ha 3aroJIOBOK

TPAHCIIOPTHOT'O YPOBHsA (TO €CTh cOAep:KaTh HOMEP COOTBETCTBYIOIIETO TPAHCIIOPTHOTO MPOTOKOJIA,

ckaxeMm TCP wiu UDP).




PaciupeHHbIN 3ar0JI0BOK

Hop-by-Hop Options
Destination Options
Routing

Fragment

Authentication Header
(AH)

Encapsulating Security
Payload (ESP)

Tun Omnucanue

O

60

43

44

51

50

[TapameTpbl, KOTOPHIE JOJIKHBI OBITH 00pabOTaHbI
Ka’KJ[bIM TPAH3UTHBIM y3JI0M

[TapameTpsl KOTOPHIE AOJIKHBI OBITH 00pabOTaHbI
TOJIBKO IIOJIydaTesieM

[To3BOJIAAET OTIIPABUTEJIIO ONMPEAEATD CITHCOK
y3JI0B, KOTOPbIE MAKET JOJI?KEH MPOUTU

3arojI0OBOK COAEP>KUT HHPOPMAIUIO I10
(parmeHTaUU IIaKeTa

Cozep:kuT nH(OpPMAIIHIO, UCIIOJIb3YEMYIO JJIs
ayTeHTH(UKAIIIO OOJIbIIIEN YaCTH NaKeTa

OcymiecTBiseT mudpoBaHUe JaHHBIX IS
0€e30IIaCHBIX IOJKJIIOUEHUN
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The Hop-by-Hop Options header 1s used to carry optilonal
information that must be examined by every node along a packet's
delivery path. The Hop-by-Hop Optilions header 1s i1dentified by a

Next Header value of 0 in the IPv6 header, and has the following
format:

tot—t—F—F—t—F—F—t—t—t—F—F—F—F—F—F—F—t -ttt —F—F—F—F—F—F—F—F—F—F—

+
Next Header | Hdr Ext Len | I
—t—t—F—F—-F—F—F—F—F—F—F—F—F—F+—+—+ +
I

I

+

I
+
I
: Options
I
+—+-—+—+—F+—-F+-+—+-+—F+-+—+—F+—-F-F+-F+—F+—-F—F—-F+—F—-F—F—F+—F+—F—F—F+—F+—F+—F+—+—
* Next Header - Identifiles the type of header immedilately
following the Hop-by-Hop Options header. Uses the same values
as the IPv4 Protocol field. (8-bit selector)

* Hdr Ext Len - Length of the Hop-by-Hop Options header 1n 8-octet

units, not including the first 8 octets. (8-bit unsigned
Integer)
* Options - Contains one or more TLV-encoded options. (Variable-

length field, of length such that the complete Hop-by-Hop
Options header is an integer multiple of 8 octets long.)
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Two of the currently-defined extension headers -- the Hop-by-Hop
Options header and the End-to-End Options header -- may carry a
variable number of Type-Length-Value (TLV) encoded "options", of
the following format:

+—t—F—F—F—t—F—F—F—F—F—F—F—F—F—F—F— — - — - — - — -
| Option Type | Opt Data Len | Option Data
+—t—F—tF—F—t—F—F—F—F—F—F—F—F—F—F—F+— - - — - - - - -
* Option Type - identifier of the type of option (8-bit field)

* Opt Data Len - Length of the Option Data field of this option,
1n octets. (8-bit unsigned 1nteger)

* Option Data - Option-Type-specific data. (Variable-length field)
The Option Type identifiers are internally encoded such that their

highest-order two bits specify the action that must be taken 1f
the processing IPv6 node does not recognize the Option Type:

00 - skip over this option and continue processing the header
01 - discard the packet
10 - discard the packet and send an ICMP Unrecognized Type message

to the packet's Source Address, poilinting to the unrecognized
Option Type
11 - undefined.
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The Routing header is used by an IPv6 source to list one or more
intermediate nodes (or topological clusters) to be "visited" on
the way to a packet's destination. This particular form of the
Routing Header is designed to support SDRP. [Estrin94b]

0 1 2 3
0123456789 01234567890123456789101
Ftot—F—F—t—F—F—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F+—+
| Next Header |[Routing Type=1 [MI|F| Reserved | SrcRouteLen |
Ft—t—F—F—t—F—F—t—F—F—F—F—F—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F+—+
| NextHopPtr I Strict/Loose Bit Mask
S it S S S S
I I
. Source Route )
I I
S S S s S P e

* Next Header - Identifies the type of header immediately
following the Routing Header. Uses the same values as the IPv4
Protocol field. (8-bit selector)

* Routing Type - Indicates the type of routing supported by this
header. Value must be 1.

* MRE flag - Must Report Errors. If this bit is set to 1, and a
router can not further forward a packet (with an incompletely
traversed source route), as specified in the Source Route, the
router must generate an ICMP error message. If this bit is set
to 0, and a router can not further forward a packet (with an
incompletely traversed source route), as specified in the Source
Route, the router should not generate an ICMP error messagdge.

* F flag - Failure of Source Route Behavior. If this bit 1t set
to 1, 1t 1ndicates that if a router can not further forward a
packet (with an incompletely traversed source route), as
specified 1n the Source Route, the router must set the value of
the Next Hop Pointer field to the value of the Source Route
Length field, so that the subseguent forwarding will be based
solely on the destination address. If this bit is set to 0, it
indicates that if a router can not further forward a packet
(with an incompletely traversed source route), as specified in
the Source Route, the router must discard the packet.
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* Reserved - Initialized to zero for transmission; 1lgnored on
reception.
* SrcRouteLen - Source Route Length - Number of source route

elements/hops 1in the SDRP Routing header. Length of SDRP
routing header can be calculated from this value (length =
SrcRoutelLen * 16 + 8) This field may not exceed a value of 24.
(8 bit unsigned integer)

* NextHopPtr - Next Hop Pointer- Index of next element/hop to be
processed; 1nitialized to 0 to point to first element/hop 1n the

source route. When Next Hop Polnter 1s equal to Source Route
Length then the Source Route 1s completed. (8 bit unsigned
integer)

* Strict/Loose Bit Mask - The Strict/Loose Bit Mask 1s used when
making a forwarding decision. If the value of the Next Hop
Pointer field is N, and the N-th bit in the Strict/Loose Bit
Mask field 1s set to 1, 1t 1ndicates that the next hop 1s a
Strict Source Route Hop. If this bit is set to 0, 1t i1ndicates
that the next hop 1s a Loose Source Route Hop. (24 bit
bitpattern)

* Source Route - A list of IPv6 addresses indicating the path that
this packet should follow. A Source Route can contaln an
arbitrary intermix of unicast and cluster addresses. (integral
multiple of 128 bits)
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The Fragment header i1s used by an IPv6 source to send payloads
larger than would fit in the path MTU to their destinations.
(Note: unlike IPv4, fragmentation in IPv6 1is performed only by
source nodes, not by routers along a packet's delivery path) The
Fragment header i1s i1dentified by a Next Header value of 44 in the
immediately preceding header, and has the following format:

bttt —F—F—F—F—F—F—F—F—F—F—F—F bt —F—F—F—F—F—F—F—F—F—F—F+—+—+

| Next Header | Reserved I Fragment Offset |IRes M|
bbbt —F bbbt —F—F bt —F bt —F bt —F bt —F—F—F—F—+
| Identification |

bttt —F -ttt —F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+—+

* Next Header - Identifiles the type of header immedilately
following the Fragment header. Uses the same values as the IPv4
Protocol field. (8 bit selector)

* Reserved, Res - Initialized to zero for transmission; ignored on
reception.

* Fragment Offset - The offset, in 8-octet units, of the followiling
payload, relative to the start of the original, unfragmented
payload. (13-bit unsigned integer)

* M flag - 1 = more fragments; 0 = last fragment.
* Tdentification - A value assigned to the original payload that

1s different than that of any other fragmented payload sent
recently with the same IPv6 Source Address, IPv6 Destination

Address, and Fragment Next Header value. (If a Routing header
1s present, the IPvo Destination Address 1s that of the final
destination.) The Identification value 1s carried 1n the

Fragment header of all of the original payload's fragments, and
1s used by the destination to 1dentify all fragments belonging
to the same original payload. (32 bit field)



Authentication Header

The Authentication header is used to provide authentication and
integrity assurance for IPv6 packets. Non-repudiation may be
provided by an authentication algorithm used with the
Authentication header, but it 1s not provided with all
authentication algorithms that might be used with this header.
The Authentication header is identified by a Next Header value of
%1 in the immediately preceding header, and has the following
ormat:

bttt ot—t—ttot—t—ttot—t—te—tot—t—t—t—t—t—t—t—t—t—t—t—t—Ft—t—+
| Next Header | Auth Data Len | Reserved |
Fot—t—tet—F—t—ttot—t—t—t—F—t—t—tot—t—t—t—t—t—t—t—t—t—t—t—t—Ft—t—+
I Security Association ID |
Fot—tett—t—t—t—tot—t—t—t—F—t—t—t—F—t—t—F—t—t—t—t—t—t—t—t—t—t—t—+

Authentication Data

— 6 @

[
F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F+—+—+
* Next Header - Identifies the type of header immediately
following the Authentication header. Uses the same values as
the IPv4 Protocol field. (8-bit selector)

* Auth Data Len - Length of the Authentication Data field in 8-

octet units. (8-bit unsigned integer)
* Reserved - Initialized to zero for transmission; ilgnored on
reception.

* Securlty Assoc. ID - When combined with the IPv6 Source Address,
identilfies to the recelver(s) the pre-established security
assoclation to which this packet belongs. (32 bit field)

* Authentication Data - Algorithm-specific information required
to authenticate the source of the packet and assure 1its
integrity, as specified for the pre-established security
assocliation. (Variable-length field, an integer multiple of 8
octets long.)
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The Fragment header i1s used by an IPv6 source to send payloads
larger than would fit in the path MTU to their destinations.
(Note: unlike IPv4, fragmentation in IPv6 1is performed only by
source nodes, not by routers along a packet's delivery path) The
Fragment header i1s i1dentified by a Next Header value of 44 in the
immediately preceding header, and has the following format:

bttt —F—F—F—F—F—F—F—F—F—F—F—F bt —F—F—F—F—F—F—F—F—F—F—F+—+—+

| Next Header | Reserved I Fragment Offset |IRes M|
bbbt —F bbbt —F—F bt —F bt —F bt —F bt —F—F—F—F—+
| Identification |

bttt —F -ttt —F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+—+

* Next Header - Identifiles the type of header immedilately
following the Fragment header. Uses the same values as the IPv4
Protocol field. (8 bit selector)

* Reserved, Res - Initialized to zero for transmission; ignored on
reception.

* Fragment Offset - The offset, in 8-octet units, of the followiling
payload, relative to the start of the original, unfragmented
payload. (13-bit unsigned integer)

* M flag - 1 = more fragments; 0 = last fragment.
* Tdentification - A value assigned to the original payload that

1s different than that of any other fragmented payload sent
recently with the same IPv6 Source Address, IPv6 Destination

Address, and Fragment Next Header value. (If a Routing header
1s present, the IPvo Destination Address 1s that of the final
destination.) The Identification value 1s carried 1n the

Fragment header of all of the original payload's fragments, and
1s used by the destination to 1dentify all fragments belonging
to the same original payload. (32 bit field)



Privacy Header

The Privacy Header seeks to provide confidentiality and integrity
by encrypting data to be protected and placing the encrypted data
in the data portion of the Privacy Header. Either a transport-
layer (e.g., UDP or TCP) frame may be encrypted or an entire IPv6
datagram may be encrypted, depending on the user's security
regulrements. This encapsulating approach 1s necessary to provide
confidentiality for the entire original datagram. If present, the
Privacy Header is always the last non-encrypted field 1n a packet.

The Privacy Header works between hosts, between a host and a
security gateway, or between security gateways. This support for
security gateways permits trustworthy networks to exist without
the performance and monetary costs of security, while providing
security for traffic transiting untrustworthy network segments.

+—t—t—tF—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F+—+
I Security Association Identifier (SAID) |
S S B S Sy S S S S T SO ST Ao I YOuy¥ SN SYOS SRIOY SN SO St

Initialization Vector [
Fet—t =t ettt —F =ttt —F =ttt —F—F =ttt —F =t —F—F—F ==+
Header* | Length* | Reserved* I
+ Fet—t ==ttt —F ettt —F =ttt —F—F =ttt —F =t —F—F—F ==+
I I
I Protected Data* e e e e
I trailer* |
S S S B S S S S S PR SR Sy S

*encrypted
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* Security Association Identifier (SAID) - Identifies the security
association for this datagram. If no security association has
been established, the value of this field shall be 0x0000. A
securilty association 1s normally one-way. An authenticated
communications session between two hosts will normally have two
SATIDs 1n use (one in each direction). The receiliving host uses
the combination of SAID value and originating address to
distinguish the correct association. (32 bit wvalue)

*

Initialization Vector - This field is optional and its value
depends on the SAID in use. For example, the field may contain
cryptographic synchronization data for a block oriented
encryption algorithm. It may also be used to contaln a
cryptographic initialization vector. A Privacy Header
implementation will normally use the SAID value to determine
whether this field is present and, if it is, the field's size
and use. (presence and length dependent on SAID)

* Next Header - encrypted - Identifies the type of header
immedlately following the Privacy header. Uses the same values
as the IPv4d Protocol field. (8 bit selector)

* Reserved - encrypted - Ignored on reception.

*

Length - encrypted - Length of the Privacy Header 1n 8-octet
units, not including the first 8 octets. (8-bit unsigned
integer)

* Protected Data - encrypted - This field may contain an entire
encapsulated IPv6 datagram, including the IPv6 header, a
sequence of zero or more IPv6 options, and a transport-layer
payload, or it may just be a sequence of zero or more IPvo6

options followed by a transport-layer payload. (variable
length)
* trailer (Algorithm-dependent Trailer) - encrypted - A field

present to support some algorithms which need to have padding
(e.g., to a full cryptographic block size for block-oriented
encryption algorithms) or for storage of authentication data for
use with a encryption algorithm that provides confidentiality
without authentication. It 1s present only when the algorithm
in ufe requires such a field. (presence and length dependent on
SAID
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The End-to-End Options header i1s used to carry optional
information that needs to be examined only by a packet's
destination node(s). The End-to-End Options header is identified
by a Next Header wvalue of TBD in the immediately preceding header,
and has the same format as the Hop-by-Hop Option Header except for
the ability to exclude an option from the authentication integrity
assurance computation.



DNS (domain name system):

IPv6 agpeca mpenacraBieHbl B DNS AAAA-aznpecamu (MM KakK HX ellle
Has3bIBalOT quad-A) (i1a IPv4 sTo Ob11n mpocTo A-azipeca).

B cBa3u ¢ nosassienueM IPv6 DNS nperepriest ciaeayrolue n3MeHeH A :
OlpeJiesieHa 3aluch JIJIA XPaHEHUsI COOTBETCTBHA HMEHH JOMeHa U
azipeca;

OIIpe/ieJIEH JOMEH JIJIA pa3pelleHus aJipecoB B UMs XOCTa;
IIepeoIpe/ieJieHbl  3alpoChl JIsI  pa3pelieHuss aApecoB, C YYETOM
MOAJEePKKH 000X IIPOTOKOJIOB: Kak IPv4, Tak u IPv6.

3MeHeHHsA pa3paboTaHbl TakK K€ C Y4eTOM COBMECTHMOCTU C YiKe
CYIIIECTBYIOIIUM O00OPY/IOBAaHHUEM.

3anuchk AJ1s xpaHenus IPv6 agpecos npezacrasisieT coboit AAAA 3anuch B
cereBoM mopsiake (high-order byte first). Onpenenen nomen ip6.arpa —
pefHa3HaueH 1A paspeinenud IPvb6  aapecoB, XOTA  MOKET
HCIIOJIb30BAaThCA M JIJIA APYTHX Iejed. 3alkch aapecoB Ha 1pb6.arpa
BBITJIAZIUT TaK:

4321:0:1:2:3:4:567:8%9ab -> b.a.9.8.7.6.5.0.4.0.0.0.3.0.0.0.2.0.0.0.1.0.0.0.0.0.0.0.1.2.3.4.IP6.ARPA.
IPV6DOMAIN.EXAMPLE.NET AAAA IN 86400 128 b.a.9.8.7.6.5.0.4.0.0.0.3.0.0.0.2.0.0.0.1.0.0.0.0.0.0.0.1.2.3.4.IP6.ARPA.



B3aumoaeiicreue cerer IPv4 u IPv6 (transition
mechanisms):

[Toka IPv6 mosmHOCThIO HE BbITeCHWIO [Pv4, TpeOyroTcsi MeXxaHU3Mbl B3aMMOJCUCTBUS ITHUX CETeH — s
noctyna [Pv6 xoctoB k cepucam IPv4, nma poctyma IPv6 xoctoB m ceret k IPv6 cersam uepes [Pv4.
PaccMoTprM Me€XaHU3MbI, KOTOPBIE ISl 3TOTO CYIIECTBYIOT Ha JaHHBIA MOMEHT.

OCHOBHBIE TIOJIXO/Ibl/MEXaHU3MBI:

e dual stack — monHas momnepxka 00OMX MPOTOKOJIOB HA XOCTax U pyTepax (MOHATHO, YTO C pa3lieJICHUEM
Oonplliel 4YacTH Koja, Tak Kak IPv6 310 Bce ke pacmmpenue [Pv4). bombimas 4acTe COBpeMEHHBIX
peanuzanun IPv6 mopaepKMBaeT MMEHHO 3TOT MEXaHU3M. PaHHHME TE€CTOBBIE peain3ali MCIOJIb30BaJIN
He3aBucumble cteku [Pv4 u [Pv6.

e Tonuenunr IPv6 uepe3 IPv4 — mexaHu3M yCTaHOBJIEHUS p2p TOHHENEH C MOMOIIBIO 3HKancyssiuuua [Pvo
nakeToB ¢ nomoibio [Pv4 3aromoBka. To ecth IPv4 ucnonb3yercs B kadecTBe ceTeBoro ypoBHs (link layer)
g nepenayun [Pv6.

e ABTOMAaTHYECKHI TOHHEJIMHT — KOHEYHBIC TOUKU TOHHEJSI OMPENIETSIOTCS aBTOMATUYECKU HHPPACTPYyKTypor
pyTtepa. Hanbonee pekoMeHayemMbIii MexaHu3M — 6t04. KoHeuHbIe TOUKH ONPEAeIISIIOTCS 10 u3BecTHOMY [Pv4
anycast agpeccy Ha yJaJI€HHOM CTOpoHE W BKIoueHHOMY B IPv6 IPv4 anpeccy Ha jiokanbHOM cTOpoHE. B
KauecTBE MpUMEpPa MOKHO TpuBecTH Teredo — MPOTOKON TYHHENMHIa, UCTIOIB3YIOMINI SHKaMCysiuo [Pvo
naketoB B [Pv4 UDP nararpammsbl. Ero skcnepuMenTtanbHbie Bepcun ycraHoBiaeHbl B Windows XP SP2 IPv6
stack. IPv6, 6to4, Teredo noctynusl kak jedonaroBsie B Windows Vista.

e KoHdurypupyemsblii TOHHEIMHT — KOHEUHbIC TOUKU KOH(PUTYPUPYIOTCS SBHO ONEPATOPOM HJIM TOHHEIbHBIM
OpokepoM. OOBIYHO TIOJYYEHHBIH TOHHEJWHI TIPOIIE OTIAXWBAaTh, YE€M AaBTOMATUYECKHUM, IOTOMY
PEKOMEHTyeTCs JiJ1s1 OOJIBIINX CETEH.



ICMPv6:

OueBUHO, UTO 3JIEMEHTHI OOJiee WM MeHee CJIOKHBIX CeTell JIOJIKHBI KaK-TO peardpoBaTh Ha
N3MeEHEHHE €€ COCTOSIHUSA — HMCUE3HOBEHHE U IOSIBJIEHHE HOBBIX CTAHIIUM, KoJieOaHUe Harpy3Ku, U
Tak pganee. JIJIsT 53TOM IeJil NPHMEHSIOTCS CIIy»KeOHble IIPOTOKOJIbI. HeKoTophle H3 HHX
HCIIOJIb3YIOTCA HEIOCPEICTBEHHO i (OPMUPOBAHUA TaOJIUIIBI MAapIIPYTH3AINN (IIPOTOKOJIBI
MapIIPYTU3AIlNN), IDYTHE CIIy?KAT JJIs YIIPaBJIe€HUSA CEThI0 B IEJIOM. PAacCMOTPUM OJWH M3 CAMBbIX
IIPUMHUTUBHBIX U CTAPbIX IPOTOKOJIOB, IIPOTOKOJI, KOTOPBIN JOJIKHBI IMOAJEP>KUBATh BCE — U XOCTHI U
pytepbl — ICMP (Internet Control Message Protocol).

Ctporo roBopsi, COODIIIEHHs 3TOTO IMPOTOKOJIa nepeHocATcsa B [P-nakerax, u mosatomy ICMP B creke
IIPOTOKOJIOB ZIOJIKEH OBITHh HA CTYHeHbKY Bbillie IP. OgHako, MOCKOJIBKY CEPBHUC, IIPEAOCTABIAEMbIH
3TUM IIPOTOKOJIOM, KMEEeT CMBICJ TOJIbKO B KOHTekKcTe IP-mporokosia, B OOJIBIIMHCTBE
orepannoHHbIX cucteM peanusanusa ICMP Bxoaut B coctaB IP-momyss.

« ICMP npemHazHadeH jis yBeIOMJIEHHS OO0 OIMMOKAaX P MAapIIPyTHU3AIMKM IMakKeTa € JIs
BBIABJIEHUSA ITPOOJIEM B CETH.

» ICMP-coobiienus mepenaiorcst B IP-nmakerax ¢ mpoTokosioMm, paBHbIM 1. ICMP He Hy:K7jaeTcs B
rapaHTHPOBAHHOM JIOCTAaBKE, OJTHAKO €ro COOOIIEHMS 3aIUIIeHbl KOHTPOJIbHOU CyMMOHM.

» Kaxmoe coollieHne CoJIEPKUT THUM, JOMOJTHUTEIbHBIN KO, YTOUHAIONIIUMN 3TOT TUII, 1 HEKOTOPYIO
JIOTIOJTHUTEbHYI0 MHOpMaIuio (B 3aBUCUMOCTH OT THUIIA U KOIa), MO3BOJIAIONIYIO MOJIydYaTe o
6oJiee ajiekBaTHO 00pabOTaTh MOJIydYeHHOE COOOITIEHHE.



1) ICMPv6 6b11 cneruduriupoBaH ojiHoBpeMeHHO ¢ IPv6 (kak u ajs IPv4, 3TOT mMpOTOKOJI peajibHO
SIBJIsIETCS YacThio peasm3anuu IP).

2) B Hem 0oJiee UETKO MPOBEJIEHO pasjejieHrne Ha coobIeHus o0 omubkax v MHAOpPMAIMOHHbIE
coobmienus. (B wacTHocTH, HOMepa cooOIIeHHil 00 ommOKax HyMepPYyHTCsI OT O A0 127, a
nH(OpManMoHHbIE — C 128 /10 255.)

3)Azpec otmnpaButens B IakeTe IPv6, cozep:kamiem ICMP-coobmieHue, A0IKeH YKa3bIBAThCA
COTJIACHO CJIEAYIOLIUM IIpaBUIaM:

* Eciau ICMP-coo01iieHure 1ochbliiaeTcsi B OTBET Ha coobIleHue, MpUIlle/lliee Ha OJMH M3 unicast-
aJIpecoB y3J1a, aJipec OTIIPABUTEJIS TOKEH ObITh paBeH 9TOMY unicast-azpecy.

« Ecim maker npegHasHadasica multicast mam anycast rpymme, To agpecoM OTIPaBUTENS TOJIKEH
OBITE azipec uHTepderica, MPUHAJIEIKAIIETO STON I'PYIIIIE.

 Eciu agpec He NPUHAAJIEKHUT Y3y, OTIPABJIAIONEMY COOOIIEHHE, TO aJpecoM OTIIPaBUTENS
JIoJKeH OBITh unicast-aapec Toro wmHTepdelica y3jia, Ha KOTOPOM BO3HHKJIA IIpobJjieMa HWIu
OIINOKa, YTOOBI OTIIPABUTEJIO JieTde OBbLIIO UX IMAaTHOCTUPOBATh.

» Ecsiu Tpu mepBhIX IIpaBWjia He cpabaThIBAIOT, TO B KaUuecTBe ajipeca OTIpaBUTEJsA OepeTcs azpec
nHTepdeiica, yepe3 KOTOPHIU MAKET OTIPABJISETCA.

1) ITpu nonmyuernuu miau nocbklike ICMP-coobiieHys y3ei JoKeH PYKOBOACTBOBATHCS CIIEAYIOITME
IIpaBUJIAMU:

» ICMP-coo06imienus o6 onmbKax HeM3BEeCTHOT'O THUIIA AOJIXKHBI IepeIaBaThCsA HA BEPXHUU YPOBEHbD.

» HNudopmarnuonusie ICMP-coob111eH1sT HEM3BECTHOTO THIIA TOKHBI YHHUTOXKAThCS.

» Kaxmgoe ICMP-coobiienre 06 omubke JIOJKHO COJlep’KaTh KaK MOKHO OOJIBIIYIO (IOIMyCTUMYIO
MTU nytu) yacTth ITaKeTa, BbI3BaBIIero omuoOKy. IlosydaTesib MOKET HCHOJIb30BaTh €0 JIJIA
JINaTrHOCTUPOBAHUS TPOOJIEMHBI.

» CooOrmenue ICMP 06 omubke He JOJIKHO MOCHLIATHCS B OTBET Ha cOO0IIeHEe 00 OITuOKe.

» Kpome Toro, npu mochLjike coobIeHuii 06 ommbKax cjieayeT orpaHUYUBATh UX YaCTOTY, YTOOBI He
IIEPETPYKaTh CETh.



ICMP type
1
2

3

4
128

129
130
131
132
133
134
135
136
137

Meaning

Destination Unreachable
Packet Too Big

Time Exceeded

Parameter Problem

Echo Request

Echo Reply

Group Membership Query
Group Membership Report
Group Membership Reduction
Router Solicitation

Router Advertisment
Neighbour Solicitation
Neighbour Advertisment
Redirect



Ommmoxu ICMP:

0 — Destination Unreachable
ITo kakuM-J1M00 MpUYMHAM He YaJI0Ch TOCTABUTH ITAKeT Y3JIy WK IIPUIOKEHUIO Ha 3TOM y3JI€.
J1J11 TOTIOJTHUTEIbHOM JUATHOCTUKHU MCIIOJIb3YIOTCS KOJIBI:
O — CeThb HEZIOCTYIIHA;
1 — JOCTYII K IIOJIy4YaTe/] 10 aAMUHHUCTPAaTHBHO 3aMpeIeH;
2 — 00J1aBTh AEUCTBUS a/ipeca OTIPABUTENISI HE COOTBETCTBYET MECTOHAXOKAEHUIO ITOIydaTe s
(mampumep, agpec ornpaButesd Link Local, a makeT nmpegHazHadeH IOJIy4aTeNIO U3 APYTOU
IIO/ICETH);
3 — XOCT HEeJJOCTYIIEH;
4 — Ha CTaHIIUH-TIOJIydaTesie HeT IPIJIOMKEHHU, OXKHU/IAI0IIEro ATOT makeT (aHasor port
unreachable B IPv4).

1 — Packet Too Big
ITochLnaercs, koraa AjanHa nakera npesbimiaeT MTU BbixosiHOTO HHTEpdeEca u coaep:xkut MTU
(4TOOBI OTIIPABHUTEIb MOT CKOPPEKTUPOBATH JJIMHY ITaeKTa JI0 HYy:KHBIX pa3zmMepoB). C IIOMOIIIBIO
aToro coobmenus st IPv6 peanmmsyercsa Path MTU Discobvery-airopurm.

2 — Time Exceed Message
ITocwLnaercs, ecnu ucuepnaiica Hop Count mmakera wim Ha IoJIydaTesie IPEBBIIIIEHO BPEMSI
oKuZaHus parMeHTa JJaTarpaMMBbl.

3 — Parameter Problem Message
YBenoMiisieT OTIIPaBUTAJISA O HEBO3MOKHOCTH KOPPEKTHO 0O0paboTaTh 3aroioBok IP-nakera u
COJIEPIKUT yKasaTeJIb Ha MECTO, BhI3BaBIIIee IIpobJIeMy.




Nudopmanuonusie coodbiienus ICMP:

128, 129 — Echo Request u Echo Reply
AT coO0IEeHNA UCIIOJIB3YIOTCA AJIsl ONpeAesIEeH U, IPUCYTCTBYET JIU CTAHITUS B CETH U KaKOBO
KaueCcTBO CBSA3U MEXKAY ABYMS CTAHITUSIMM.
Coobmenue Echo copepkut HeKUM UieHTU(PUKATOP, MMOPAIKOBRIA HOMED U (MHOT/IA)
ZOTIOJTHUTEIbHBIE JaHHbIe. CTaHmus, moayuyuB ICMP-coobmenre Echo Request, momkxHa
OTIIPABUTH MMOJIyUYeHHBIN ITaKeT Ha3a/l, He U3MEHsIs ero JaHHbBIX, a U3MEeHUB TOJIbKO THII ¢ Echo
Request Ha Echo Reply u IP-3arosoBok. Takum 00pa3oM, MOKHO BEISICHUTD, €CTh JIU B CETU
CTaHIUsA C YKa3aHHBIM aJ[pecoM U BKJIIOUeHa Jii oHa. IlocsaB cepuio makeToB U OIEHUB
IIPOIEHT MOTePABIINXCA (€r0 MOKHO OIPEEINTh, IIPOAaHAIN3UPOBAB UAeHTUDUKATOPHI U
IIOPATKOBBIE HOMEPa BEPHYBIIIHXCA ITAKETOB), MOKHO Cy/IUTh, HACKOJIBKO XOPOIIIa CBA3b MEXKIY
crarnuamMu. C momorisio ICMP-coobmennii Echo Request u Echo Reply peannzopana xoporo
W3BecTHAsA NporpaMmma ping.

137 — Redirect
VHOTra BO3HUKAET CUTyaIHsA, KOT/la IIPOMEKYTOUYHBIM MapIIPYyTHU3aTOP MochkliaeT IP-naker B
TOT K€ ceTeBOU nHTepdelic, OTKyZla OH ero MPUHLI (ApyroMy MapuipyTusaTtopy). B atom
cIydae, CTaHIIUH, OTBETCTBEHHOU 3a TOT KPIOK, MOChLIaeTcs: coodmienre Redirect, ropopsiiee o
TOM, YTO ee TabJimia MapIipyTu3auu HeKoppekTHa. [1oyuuB 3To coobiieHre, CTaHIMsA
aHAJIN3UPYET JAOMOJTHUTEIbHYI0 HHPOPMAIHIO (3aT0JI0BOK U IEpPBBIe 64 6uTa nucxoaHoro IP-
IIaKeTa U aJpec MapIIPyTH3aTopa) U OOHOBJIAET TAOIHUIY MapIIPYyTU3AIIHH.




IPv6-to-I1Pv4 Stateless Translation mechanisms:

[Ipu noctyme ctporo-IPv6 xoctoB k crtporo-IPv4 cepBucam TpeOyeTcs mpsiMasi TPAHCIHSIHS 3arojOBKOB
nararpamm, T.H. Stateless IP/ICMP Translation(SIIT) — mexanusm tpanciusauuu [Pv6 makeroB B IPv4 u
obparno. Onucan B RFC2765.

[To cytu SIIT omuceiBaeT METOI, ¢ MOMOIIBKD KOTOPOTO pyTep uHTepnpetupyeT IPv4 3aromoBok m coszmaer

napasuiesbHbiil [Pv6 3aroioBok ¢ 3KBUBAJICHTHOW MH(OpMalMEeil U COOTBETCTBEHHO OOpaTHAasl omepanus H3
IPv6 B IPVv4.



ITpoTokos SCTP (RFC 3286)

ST (RFC 1190, 1990) — ST2 (RFC 1819, 1995,
[Pver=5) — MPLS (2001) = SCTP (RFC 3286,
2002)

* MHO’KECTBEHHA aJipecaliis;

e MHOTOIIOTOKOBAA IIepeiaua JJaHHbIX;

e 0€30M1aCHOCTh YCTaHABJIMBAEMOTO ITOAKJIIOUEHUS
ot SYN-flood attack ;

* bopMHUpOBaHUE KaJPOB COOOIIEHNH;

e HacTpauBaeMasi HeynopsodeHHas nepejaya
TaHHBIX;

* [I0ATAIIHOE 3aBeplleHre PabOTHI.



4-way handshake

KnuedT Cepaep Knuent Cepaep

S¥N “‘

MNpouenypa yeTaHoBanaH A coaguHeHns Mpouenypa yeTaHoBnaHua coaquHeHna
(TpexaTanHOE KBMTWPOBAEHKE) B npaTorone TP (HETLIPEXATANHOE KEMTHPODEAHWE) B npoTokons SCTR
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Transport Layer Protocol Comparison

ITapameTp UDP TCP SCTP
YcTraHOBKA COeITMHEHU ST No Yes Yes
HazexxHad nmepenada No Yes Yes
CoxpaHeHMe rpaHUI] COOOIEeHUA Yes No Yes
YnopsaaouyeHHas J0CTaBKa No Yes Yes
HeymopsagouyeHHaa 10CTaBKa Yes No Yes
KoHTpOJIbHBIE CYMMBbI JaHHBIX Yes Yes Yes
Pazmep KOHTPOJILHOM CyMMBbI (OUT) 16 16 32
Path MTU Discovery No Yes Yes
Y1ipassieHre HaKOIJIEHUEM No Yes Yes
MHOTrOIIOTOYHOCTD No No Yes

[Topaep:xkka MHO>KeCTBEHHBIX UHTep(deiicoB No No Yes

CBA3Ka IIOTOKOB No Yes Yes



SCTP Message Format
Bits o7 815 1623 243t

32 Verification tag
96 Block 1 type Block 1 flags Block 1 Length

Block N Data



Verification Tag: 32 bits (unsigned integer)

The receiver of this packet uses the Verification Tag to validate
the sender of this SCTP packet. On transmit, the value of this
Verification Tag MUST be set to the value of the Initiate Tag
received from the peer endpoint during the association
initialization, with the following exceptions:

- A packet containing an INIT chunk MUST have a zero Verification
Tag.

- A packet contalning a SHUTDOWN-COMPLETE chunk with the T-bit
set MUST have the Verification Tag copilied from the packet with
the SHUTDOWN-ACK chunk. o .

- A packet containing an ABORT chunk may have the verification

tag copied from the packet which caused the ABORT to be sent.
For details see Section 8.4 and 8.5.

An INIT chunk MUST be the only chunk in the SCTP packet carrying 1it.



hunk : i nsign in r
This field identifies the type of information contained in the
Chunk Value field. It takes a value from 0 to 254. The wvalue of
255 1s reserved for future use as an extension field.

The values of Chunk Types are defined as follows:

ID Value Chunk Type

0 - Payload Data (DATA)

1 - Initiation (INIT)

2 - Initiation Acknowledgement (INIT ACK)

3 - Selective Acknowledgement (SACK)

4 - Heartbeat Request (HEARTBEAT)

5 - Heartbeat Acknowledgement (HEARTBEAT ACK)
6 - Abort (ABORT)

7 — Shutdown (SHUTDOWN)

8 - Shutdown Acknowledgement (SHUTDOWN ACK)

9 - Operation Error (ERROR)

12 - Reserved for Explicit Congestion Notification Echo (ECNE)
13 - Reserved for Congestion Window Reduced (CWR)
14 - Shutdown Complete (SHUTDOWN COMPLETE)

15 to 62 - reserved by IETF

63 - IETF-defined Chunk Extensions

64 to 126 - reserved by IETF

127 - IETF-defined Chunk Extensions

128 to 190 - reserved by IETF

191 - IETF-defined Chunk Extensions

192 to 254 - reserved by IETF

255 - IETF-defined Chunk Extensions



Chunk Type (cont)

Chunk Types are encoded such that the highest-order two bits specify

the action that must be taken 1if the processing endpoint does not
recognize the Chunk Type.

00 - Stop processing this SCTP packet and discard it, do not
process any further chunks within it.

01 - Stop processing this SCTP packet and discard it, do not
process any further chunks within it, and report the

unrecognlzed parameter in an 'Unrecognlzed Parameter Type' (in
either an ERROR or in the INIT ACK).

10 - Skip this chunk and continue processing.

11 - Skip this chunk and continue grocesslng,kmt report in an

ERROR Chunk using the 'Unrecognized Chunk Type' cause of
error.

Note: The ECNE and CWR chunk types are reserved for future use of
Explicit Congestion Notification (ECN).



ional riable-length Par r Form

Chunk wvalues of SCTP control chunks consist of a chunk-type-specific
header of required fields, followed by zero or more parameters. The
optional and variable- length parameters contained in a chunk are
defined in a Type-Length-Value format as shown below.

1 2 3
1234567890123 4567890123456789°01
ettt —t ottt —t ottt ottt ottt ottt —F—F—F—+—

Parameter Type I Parameter Length
ettt —F ottt ottt —t—F ottt ottt —F—F—F ot —F—F—+—

Parameter Value

+ - ~N+—+OO
I~ —+

ettt —t—t—F—F—F—t -ttt —F—F—F—F—F—F bt —F—F—F—F—F—F—F—F—F—F+—+

The Parameter Types are encoded such that the highest-order two bits
specify the action that must be taken 1f the processing endpoint does
not recognize the Parameter Type.

00 - Stop processing this SCTP packet and discard 1it, do not process
any further chunks within 1t.

01 - Stop processing this SCTP packet and discard it, do not process
any further chunks within 1t, and report the unrecognized
parameter in an 'Unrecognized Parameter Type' (in either an
ERROR or 1n the INIT ACK).

10 - Skip this parameter and continue processing.
11 - Skip this parameter and continue processing but report the
unrecognized parameter 1n an 'Unrecognized Parameter Type' (1n

either an ERROR or 1n the INIT ACK).



P

1

D DATA

The following format MUST be used for the DATA chunk:

t -~ t—+—+—+—+00O

——

+

+ + 4+ +R

1 2 3
2345678901234567890123456789¢01
ettt —F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F et —F—F—F—F—F—+
Type = 0 | Reserved|U|BI|E| Length |
ettt —F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+

TSN |

ettt —F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+
Stream Identifier S I Stream Sequence Number n |
ettt —F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+
Payload Protocol Identifier |
d—t—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+—+
\

User Data (seg n of Stream S) <

ettt —F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F+—+

U bit: 1 bit

The (U)nordered bit, 1f set to 'l', indicates that this 1s an
unordered DATA chunk, and there 1s no Stream Sequence Number
assigned to this DATA chunk. Therefore, the receiver MUST ignore
the Stream Sequence Number field.

After re-assembly (1f necessary), unordered DATA chunks MUST be
dlspatchgd to the upper layer by the receiver without any attempt
to re-order.

If an unordered user message 1s fragmented, each fragment of the
message MUST have 1ts U bit set to '1'.

B bit: 1 bit

The (B)eginning fragment bit, 1f set, indicates the first fragment
of a user message.

E bit: 1 bit

The (E)nding fragment bit, 1f set, indicates the last fragment of
a user message.



Payl D n

Length: 16 bits (unsigned integer)
This field indicates the length of the DATA chunk 1n bytes from
the beginning of the type field to the end of the user data field
excluding any padding. A DATA chunk wilth no user data field will
have Length set to 16 (1ndicating 16 bytes).

TSN : 32 bits (unsigned integer)
This value represents the TSN for this DATA chunk. The valid
range of TSN 1s from 0 to 4294967295 (2**32 - 1). TSN wraps back
to 0 after reaching 4294967295.

Stream Identifier S: 16 bits (unsigned integer)
Identifies the stream to which the following user data belongs.

Stream Sequence Number n: 16 bits (unsigned integer)

This value represents the stream sequence number of the followilng
user data within the stream S. Valid range 1s 0 to 65535.

When a user message 1s fragmented by SCTP for transport, the same
stream sequence number MUST be carried in each of the fragments of
the message.



Payload Data (cont)

Payload Protocol Identifier: 32 bits (unsigned integer)

This value represents an application (or upper layer) specified

protocol identifier. This value is passed to SCTP by its upper

layer and sent to 1ts peer. This identifier 1s not used by SCTP
but can be used by certailn network entities as well as the peer

application to i1dentify the type of information being carried 1n
this DATA chunk. This field must be sent even in fragmented DATA
chunks (to make sure it 1s available for agents in the middle of
the network) .

The value 0 indicates no application identifier 1s specified by
the upper laver for this payload data.

User Data: variable length

This 1s the payload user data. The implementation MUST pad the
end of the data to a 4 byte boundary with all-zero bytes. Any
padding MUST NOT be included in the length field. A sender MUST
never add more than 3 bytes of padding.



Initiation (INIT 1

P~ t—t—+—+—+—+00

This chunk 1s used to initliate a SCTP assoclation between two
endpoints. The format of the INIT chunk 1s shown below:

1 2 3
12345678901 23456789012345461789°01
—+—t+—t+—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t =t =ttt =t =t =t =t =t =t =+ —+—+

Type = 1 | Chunk Flags | Chunk Length |
—+—t+—-t+—t—t—t—t—F—t+—t—t—t—t—F—t—F—t—t—t =t =ttt —F =t =t =t =t =+ =+ —+—+
Initiate Tag |
—+—t+—t+—t—t—t—t—t—t—t—t—t—t—t—t =t =t =ttt =t =ttt =t =t =t =t =+ =+ —+—+
Advertised Receiver Window Credit (a_rwnd) I
—+—t+—t—t—t—t—t—t—t—t—t—t—t—F—t—t—t—t—t =t =ttt =t =t =t =t =t =+ =+ —+—+
Number of Outbound Streams | Number of Inbound Streams |
—+—t+—t+—t—t—t—t—t—t—t—t—t—t—t—F—F—t—t—t =t =t =ttt =t =t =t =t =t =+ -+ -+

Initial TSN
—+—+—+—F+—F+—F+—F+—F+—F+—F+—F+—F—-F—F—-F—-F—-F—F—-F—-F—F—-F—F—F—F—F—F—F—F—F—+-—

|
+
\
Optional/Variable-Length Parameters <
+

—+—F—F—tF—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—Ft—F—F—F—F—F—F—F—F—F+—+—

The INIT chunk contains the following parameters. Unless otherwise

noted, each parameter MUST only be included once in the INIT chunk.



Initiatijon (cont)

Fixed Parameters Status
Initiate Tag Mandatory
Advertised Recelver Window Credit Mandatory
Number of Outbound Streams Mandatory
Number of Inbound Streams Mandatory
Initial TSN Mandatory
Variable Parameters Status Type Value
IPv4 Address (Note 1) Optional 5
IPv6 Address (Note 1) Optional 6
Cookie Preservative Optional 9
Reserved for ECN Capable (Note 2) Optional 32768 (0x8000)
Host Name Address (Note 3) Optilonal 11
Supported Address Types (Note 4) Optional 12

Note 1: The INIT chunks can contain multiple addresses that can be
IPv4d and/or IPv6 1n any comblnation.

Note 2: The ECN capable field 1s reserved for future use of Explicit
Congestion Notification.

Note 3: An INIT chunk MUST NOT contain more than one Host Name
address parameter. Moreover, the sender of the INIT MUST NOT combine
any other address types with the Host Name address in the INIT. The
receiver of INIT MUST ignore any other address types 1f the Host Name
address parameter is present in the received INIT chunk.

Note 4: Thilis parameter, when present, specifies all the address types
the sending endpoilnt can support. The absence of this parameter
indicates that the sending endpoilint can support any address type.

The Chunk Flags field in INIT 1s reserved and all bits 1n it should
be set to 0 by the sender and 1gnored by the receiver. The sequence
of parameters within an INIT can be processed 1n any order.



Initiation (cont)
Initiate Tag: 32 bits (unsigned integer)

The receiver of the INIT (the responding end) records the value of
the Initiate Tag parameter. This value MUST be placed into the
Verification Tag field of every SCTP packet that the receiver of
the INIT transmits within this association.

The Initiate Tag 1s allowed to have any value except 0. See
Section 5.3.1 for more on the selection of the tag value.

If the value of the Initiate Tag 1n a receilved INIT chunk 1s found
to be 0, the receilver MUST treat 1t as an error and close the
associlation by transmitting an ABORT.

Advertised Recelver Window Credit (a_rwnd): 32 bits (unsigned
integer)

This value represents the dedicated buffer space, in number of
bytes, the sender of the INIT has reserved 1n assoclation with
this window. During the life of the association this buffer space
SHOULD not be lessened (i1.e. dedicated buffers taken away from
this association); however, an endpoint MAY change the wvalue of
a_rwnd it sends 1n SACK chunks.

Number of Outbound Streams (0S): 16 bits (unsigned integer) (...)
Number of Inbound Streams (MIS) : 16 bits (unsigned integer) (...)
Initial TSN (I-TSN) : 32 bits (unsigned integer)

Defines the initial TSN that the sender will use. The valid range

1s from 0 to 4294967295. This field MAY be set to the value of
the Initiate Tag field.



0 1 2 3
012345678901 234567890123456789°01
d—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+
I Type = 2 | Chunk Flags | Chunk Length |
F—t—t—FF—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+
| Initiate Tag I
F—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+
| Advertised Receiver Window Credit I
d—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+
| Number of Outbound Streams | Number of Inbound Streams I
F—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+
| Initial TSN |
ettt -ttt —F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F =t —F —F—F —F =+ —+
\ \
< Optional/Variable-Length Parameters <
t—t—F -ttt —F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F =t —F —F—F —F =+ —+

Initiate Tag: 32 bits (unsigned integer)

The receiver of the INIT ACK records the value of the Initiate Tag
parameter. This value MUST be placed into the Verification Tag
field of every SCTP packet that the INIT ACK receilver transmits

within this association. (..)

Advertised Receilver Window Credit (a_rwnd): 32 bits (unsigned

integer)

This value represents the dedicated buffer space, in number of

bytes, the sender of the INIT ACK has reserved 1in assoclation with
thlis window. During the life of the association this buffer space

SHOULD not be lessened (1.e. dedicated buffers taken away from
this association).

Number of Outbound Streams (0OS): 16 bits (unsigned integer) (...)
Number of Inbound Streams (MIS) : 16 bits (unsigned integer) (...)



Initial TSN (I-TSN) : 32 bits (unsigned integer)

Defines the initial TSN that the INIT-ACK sender will use. The
valid range 1is from 0 to 4294967295. This field MAY be set to the
value of the Initiate Tag field.

Fixed Parameters Status

Initiate Tag . . . Mandatory

Advertilised Recelver Window Credit Mandatory

Number of Outbound Streams Mandatory

Number of Inbound Streams Mandatory

Initial TSN Mandatory

Variable Parameters Status Type Value
State Cookie Mandatory 7

IPv4 Address (Note 1) Optilonal 5

IPve Address (Note 1) Optilonal 6
Unrecognized Parameters Optilonal 8

Reserved for ECN Capable (Note 2) Optilonal 32768 (0x8000)
Host Name Address (Note 3) Optional 11

Note 1: The INIT ACK chunks can contain any number of IP address
parameters that can be IPv4 and/or IPv6 1n any combilnation.

Note 2: The ECN capable field 1s reserved for future use of Explicit
Congestion Notification.

Note 3: The INIT ACK chunks MUST NOT contaln more than one Host Name
address parameter. Moreover, the sender of the INIT ACK MUST NOT
combine any other address types with the Host Name address 1in the
INIT ACK. The receiver of the INIT ACK MUST 1gnore any other address
types 1f the Host Name address parameter i1is present.

(...)



Crracu60o 3a BHUMAaHue!
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