TCP/IP
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IIpocTtpancTBo nMeH IPv.4
« RFC 760, 791
* 32-pa3psaHble JBOUYHBIE UHCJIA
* 4 204 967 296 (232) YyHUKAJIbHBIX a/IPECOB



dopma 3amnucu
*102.0.2.118 — TeTpagHad
¢.118.2.0.192 — obpaTHasd TeTpaHasd
(peBepcuBHAas)
 0XC0:0X00:0x02:0x76 niu C0000276

*00300:0000:0002:0114 nyin
0300000000020114

*11000000 00000000 00000010 01110110



CeTeBble U JIOKAJIBHEBIE aZipeca

IP agpec cocTouT U3 ceTeBOU U JIOKAJIbHOU YaCTH
IP=Network IP + Local IP

Network IP Local IP
101...010 (00...0) (00...0) 110...101
N bits 32-N bits



Class

(1O QW

Knacc A
Knacc B
Knacc C
Knacc D

Knacc E

Classtul

adressing

0 | agpec cemn (7 bur)

agpec xocta (24 bura)

10

anpec cetu (14 bur)

anpec xocta (16 GuT)

110

anpec ceti (21 BuT)

afpec xocta (8 BuT)

1110

Anpec MHOroagpecHOl pacchbinku

1111[1]

3ape3epBUpOBaHO

Starting bits Address Structure Nums of nets Nums of hosts Netmask
N.L.L.L
N.N.L.L
N.N.N.L

0O

10
110
1110
1111

128 16 777 216
16 386 65 536
2 097 154 256
Multicast addresses
Reserved by RFC 760

255.0.0.0

255.255.0.0
255.255.255.0



Classless addressing
Hauyasio 1990-X IT
IIpenInochbuIKuy:
* icuepliaHue npocrpancrsa IP-agpecos
* B3PBIBHOM POCT Tpa(HKa PaCChLIIOK
MapHIPYTHBIX TAOJIUIL B CBA3H C MACCOBBIM
HCII0JIb30BAaHHEM ceTeu Kitacca C



Address Structure

I'paHHNIIa ceTeBOU U JIOKAJBbHOU YaCTU aJpeca
MOTYT IPOXOAUTH 10 JJI0OOMY OUTY ajapeca.
Homep sToro bura Ha3bIBaeTCsI HOMEPOM

(umcioM) npedukca HOACETH.
A.B.C.D/N

JIBouHOE ynci0, uMerinue N JTUIUPYyIInuX
eINHUIL, Ha3bIBaeTcsa Mackou noaceru (netmask)
nm=(2N-1)232N
Network Address=nm & ip
Local Address = nm & ip



Prefix

25
26
27
28
29
30
31
32

Netmask Samples

Mask tethrade

128

128+64=192

128+64+32=224
128+64+32+16=240
128+64+32+16+8=248
128+64+32+16+8+4=252
128+64+32+16+8+4+2=254
128+64+32+16+8+4+2+1=255

Nums of hosts

128-2=126
64-2=62
32-2=30
16-2=14
8-2=6
4-2=2
2-2=0
1-2=-1



Network
0.0.0.0/8
10.0.0.0/8
127.0.0.0/8
169.254.0.0/16
172.16.0.0/12
100.64.0.0/10
102.0.0.0/24
102.0.2.0/24
192.168.0.0/16
198.18.0.0/15
198.51.100.0/24
203.0.113.0/24
224.0.0.0/4
240.0.0.0/4

255-255-255-255

Reserved Address Blocks

Using

Current network (only valid as source address)
Private network

Loopback

Link Local

Private network

Shared Address Space

IETF reserved

Documentation samles

Private network

Network benchmark tests
Documentation samles
Documentation samles

IP multicast (former Class D network)
Reserved (former Class E network)

Local network broadcast address

RFC
6890
1918
6890
3927
1918
6598
6890
6890
1918
2544
5737
5737
5771
1700
919



Name

24-bit
block
20-bit
block
16-bit
block

Address Range

10.0.0.0—
10.255.255.255

172.16.0.0—
172.31.255.255
192.168.0.0—
192.168.255.255

Private networks

Number of
addresses
16777216
1048576

65536

Classful description

Single Class A

Contiguous range of 16
Class B blocks

Contiguous range of 256
Class C blocks

Largest CIDR
block

10.0.0.0/8

172.16.0.0/12

192.168.0.0/16



Mapiupyrusanus
 [Ipsamas (direct) — 3apaHee U3BeCTHBI BCe V3JIblI,
yepes KOTOPBIE IIPOUJIET IMTAKET
* Henpsamas (indirect) — kaxapIiii y3es1 peliaer
Ky/ia mepecjaTh IIakeT Ha CAeAyIoIeM I1are



 [IpsaMasd MmapiipyTusanus XxapakTepHa JJIsd
c1a00pa3BeTBJIEHHBIX B T.U. APEBOBUIHBIX
ceter. HezmocraTkoM ABJIAETCA HEPA3PEIINMOCTD
MapIIPYTU3AIUU B CJIydae BbIX0/1a U3 CTPOA
y3J1a, YKa3aHHOT'O B MapIIPYTHOM TaOJIHIIE JaXKe
[IPY HAJIMYWM aJIbTEPHATUBHBIX ITyTEU JOCTABKU

* Herrpamasa mapiupyrusanud xapakrepHa J1Jid
CTPYKTYPHUPOBAHHBIX CUJIbBHOPA3BETBJIEHHBIX
ceTted. HemocTaTkoM ABJIAETCA OIIACHOCTD
3aIIUKJINBAHUS IAKETOB B CIy4Yae OIINOO0K
MapIIpPyTU3ALUU



 Destination-based routing;:
next hop = f (last hop, destination ip)
* Source-based routing:
next hop = f (last hop, destination ip, source ip)



[rootRfedorall ~]# netstat
Kernel IP routing table
Gateway

Destination
60.49.199.72
172.16.163.
172.16.162.
172.16.161.
172.16.160.
172.16.167.
172.16.166.
172.16.165.
172.16.164.
172.16.170.
172.16.169.
172.16.168.
169.254.0.0
169.254.0.0
0.0.0.0

(el elNeNolNelNolNolNolNolNo o

0.0.
172.
172.
172.
0.0.
172.
172.
172.
172.
172.
172.
172.
0.0.
0.0.

0.0

16.160.
16.160.
16.160.

0.0

16.160.
16.160.
16.160.
16.160.
16.160.
16.160.
16.160.

0.0
0.0

-nr

el

RFRRPRRRRR

60.49.199.73
[root@Rfedorall ~]#

Routing tables

Genmask

255.
255.
255.
255.
255.
255.
255.
255.
255.
255.
255.
255.
255.
255.
0.0.

255.
255.
255.
255.
255.
255.
255.
255.
255.
255.
255.
255.
255.
255.

0.0

255.
255.
255.
255.
255.
255.
255.
255.
255.
255.
255.
255.
0.0

0.0

(el elNeNolNelNolNolNolNolNolNoll )\

1N
(00}

Flags

U

UG
UG
UG

UG
UG
UG
UG
UG
UG
UG

UG

=2
7]
7]

oo leoNeolNelNolNeolNolNolNeNolNelNolNolNe
oo leoNeolNelNolNeolNolNolNeoNolNeolNolNolNe

Window

irtt

ol eleNolNelNolNeolNolNolNeoNolNelNolNolNe

Iface
ethl
etho0
ethO
etho0
etho0
etho0
etho0
etho0
etho0
etho0
etho0
etho0
etho0
ethl
ethl



IP Datagramm Header

0 1 2 3
01234567890123456789012345678901
e e ot e e e e e e e e e e e aak et Tl Tt Sl e At e e e e e e
|[Version| IHL |Type of Service| Total Length |
e e s t  E aak at
| Identification |Flags| Fragment Offset |
+-+—+-+—+-+-F-+-+-+-+—+-+—+ -+ -+ttt -+t -+t -+—+-+-+
Time to Live | Protocol | Header Checksum |
e B e e e e e et T e e e e et 2

Source Address |

e e et at E  t aa st T e S
Destination Address |
+-+-+-+—+-+—+-+-F+-+-+—+-+—+-+—+ -+t -+ -+ -+ -+ —+-+-+—+-+-+-+
Options | Padding |

I
+_
I
+_
I
+_
I
tot—t—t-t—t -ttt -ttt -ttt -ttt -ttt -ttt -ttt -+ —+-+—+



Type of Service

Bits 0-2: Precedence.
Bit 3: 0 = Normal Delay, 1 Low Delay.
Bits 4: 0 = Normal Throughput, 1 High Throughput.
Bits 5: 0 = Normal Relibility, 1 = High Relibility.
Bit 6-7: Reserved for Future Use.

0 1 2 3 4 5 6 7
+--———- +--———- +--———- +--———- +--———- +-———- +-———- +--———- +
I I I I I I I
| PRECEDENCE | D | T | R | 0 | 0 |
I I I I I I I
+-———- +-———- +-———- +-———- +-———- +-———- +-———- +-———- +
Precedence

111 - Network Control

110 - Internetwork Control
101 - CRITIC/ECP

100 - Flash Override

011l - Flash

010 - Immediate

001 - Priority

000 - Routine



Fragmentation management flags

: reserved, must be zero

(DF) 0 = May Fragment, 1 = Don't Fragment.

(MF) 0 = Last Fragment, 1 More Fragments.
1 2

———te——t

DI| M|

F | F |

_——t———+



Hex
00
01
02
03
04
06
08
11

32

33

Protocols

Protocol

Reserved

ICMP

IGMP

GGP

IP-in-IP encapsukation
TCP

EGP

UDP

Encapsulation Security Payload (ESP)
Extention Header

Autentification Header (AH)



Options
Options: variable

The options may appear or not in datagrams. They must be
implemented by all IP modules (host and gateways). What is optional
is their transmission in any particular datagram, not their
implementation.

In some environments the security option may be required in all
datagrams.

The option field is variable in length. There may be zero or more
options. There are two cases for the format of an option:

Case 1: A single octet of option-type.

Case 2: An option-type octet, an option-length octet, and the
actual option-data octets.

The option-length octet counts the option-type octet and the
option-length octet as well as the option-data octets.



Options (continuouse)

The option-type octet is viewed as having 3 fields:

1 bit copied flag,
2 bits option class,
5 bits option number.

The copied flag indicates that this option is copied into all
fragments on fragmentation.

0

0 not copied

copied

The option classes are:

control

reserved for future use
debugging and measurement
reserved for future use

WO
i nn

Specifies one of 16 levels of security (eight of which are
reserved for future use).

00000000 00000000 - Unclassified

11110001 00110101 - Confidential

01111000 10011010 - EFTO

10111100 01001101 - MMMM

01011110 00100110 - PROG

10101111 00010011 - Restricted

11010111 10001000 - Secret

01101011 11000101 - Top Secret

00110101 11100010 - (Reserved for future use)
10011010 11110001 - (Reserved for future use)
01001101 01111000 - (Reserved for future use)
00100100 10111101 - (Reserved for future use)
00010011 01011110 - (Reserved for future use)
10001001 10101111 - (Reserved for future use)
11000100 11010110 - (Reserved for future use)
11100010 01101011 - (Reserved for future use)



Options (continuouse)

The following internet options are defined:

CLASS NUMBER LENGTH DESCRIPTION

0 0 - End of Option list. This option occupies only
1 octet; it has no length octet.

0 1 - No Operatlon This option occupies only 1
octet; it has no length octet.

0 2 11 Securlty Used to carry Security,

Compartmentation, User Group (TCC), and
Handling Restriction Codes compatible with DOD
requirements.

0 3 var. Loose Source Routing. Used to route the
internet datagram based on information
supplied by the source.

0 9 var. Strict Source Routing. Used to route the
internet datagram based on information
supplied by the source.

0 7 var. Record Route. TUsed to trace the route an
internet datagram takes.
4 Stream ID. TUsed to carry the stream
identifier.
2 4 var. Internet Timestamp.

Specific Option Definitions

End of Option List

This option indicates the end of the option list. This might
not coincide with the end of the internet header accordln% to
the internet header length. This is used at the end of 1
ﬁtlons not the end of each option, and need only be used if

e end of the options would not otherw1se coincide with the end
of the internet header.

May be copied, introduced, or deleted on fragmentation, or for
any other reason.



Options (continuouse)

No Operation

This option may be used between options, for example, to align
the beginning of a subsequent option on a 32 bit boundary

May be copied, introduced, or deleted on fragmentation, or for
any other reason.

Security
This option provides a way for hosts to send security,

compartmentation, handling restrictions, and TCC (closed user
group) parameters. The format for this option is as follows:

Fommmmmm e Fommmmmm e o))t mmm [ [k [ [ =k [ [+
|10000010|00001011|SSS SSS|CCC CCC|HHH HHH| TCC |
——————————————————— P/ /et Sy e

Type 130 Length 11
Security (S field): 16 bits



Options (continuouse)

Compartments (C field): 16 bits

An all zero value is used when the information transmitted is
not compartmented. Other values for the compartments field
may be obtained from the Defense Intelligence Agency.

Handling Restrictions (H field): 16 bits

The values for the control and release markings are
alphanumeric digraphs and _are defined in the Defense
Intﬁlllgence Agency Manual DIAM 65-19, "Standard Security
Markings"

Transmission Control Code (TCC field): 24 bits
Provides a means to segregate traffic and define controlled
communities of interest among subscribers. The TCC values are
trigraphs, and are available from HQ DCA Code 530.

Must be copied on fragmentation. This option appears at most
once in a datagram.



TpancnoptHbie NpoTOKOJbI TCP 1 UDP



TCP — OpuHeHTUPOBAHHBIM HAa COEIWHEHHE
IIPOTOKOJI, UYTO O3HauaeT HeoOXOJAUMOCTh
YCTAaHOBKHU COEMHEHUS MEXKAY ABYMS XOCTaMHU.

Kak TOJIBKO coeIHEeHUe YCTaHOBJICHO,
[10JIb30BATEJI MOTYT OTHPAaBJIATL [JaHHBIE B
000MX HaIpaBJEHUSIX.



« Hanéxupin — TCP ympapiseT moaTBep:KJeHHeM, MOBTOPHOU
mepegaueri W TalM-ayToM  cooOimeHui.  IIpousBogsTcs
MHOT'OUHCJEHHbIE IIONBITKHA JOCTaBUTH cooOiieHue. Eciam oOHO
IIOTepAETCA Ha IIyTH, CEPBEP BHOBH 3AIPOCUT MOTEPSAHHYIO YaCThb.
B TCP HeT HUM NIpoIaBHIUX JAaHHBIX, HU (B cJyuyae KOPPEKTHO-
yCTaHOBJIEHHBIX TaliM-ayTOB) Pa30PBAaHHBIX COENHEHNH

* YIOpAAOUYEHHbBIN — €eC/JU JIBa COOOIIeHMUs IOCJIeI0BATEIHLHO
OTIIPABJIEHBI, IIEPBOE COOOIEHHE JIOCTUTHET IOJIydaTesis
nepBbiM. Ecam y4yacTKM [JaHHBIX NOPUOBIBAIOT B HEBEPHOM
nopsinke, TCP oTmpanisieT HeynopsioueHHbIe JaHHbIe B Oydep
70 TeX MOp, IOKa BCe JAaHHbBIE HE MOTYT ObITh YIIOPSIOYEHBI U
IepeIaHbl IPUIOKEHUIO

 TasxkesnoBecHbii — TCP HeoOxonumMo Tpu Iakera JJis
YCTAaHOBKHU COEIMHEHUSA IIepe] HadajoM nepemadu gaHHbix. TCP
CJIEUT 34 IIeJIOCTHOCTBHIO JAHHBIX U Ieperpy3KaMu

* IIOTOKOBBINM — JaHHBIE IIPEJICTABJIAIOTCSA NOTOKOM OAMTOB, HE
CYIIIECTBYET 0COOBIX I'PAHUIL COOOIIIEHUM NI CEeTMEHTOB



UDP — Oosee 1pocTOH, OCHOBAaHHBIM Ha
COOOIIEHU X IIPOTOKOJI oe3 yCTaHOBJIEHUS
coefuHeHMs. Takue IIPOTOKOJIbl HE yCTaHABJIMBAIOT
coelUHEeHUsT MexXay JAByMsa  xoctramu. CBsa3b
OCYIIECTBJISAETCA IIyTeM Iiepeauyd HH@OpMAIlUM B
OJHOM HAaITpaBJIEHMH OT MCTOUHHKA K IIOJIy4daTesIio
0e3 IIPOBEPKU COCTOSIHHUA U JlaxKe TOTOBHOCTU
noaydaresia. OAHAKO, OCHOBHBIM IIPEHMYIIECTBOM
UDP mHnHag TCP AaBadoTcAd NOPUWIOKEHUA JIA
rOJIOCOBOM CBSI3U uUepe3 MHTepHeT-MpoToKoJ (Voice
over IP, VoIP), B koropoMm Jirobass Oydepusainus
roMelliajga Obl KauecTBy I'0JiocOBOM cBsA3u. B VoIP
CUMTAETCA, UTO KOHEUHEIE I10JIb30BaTe/ I B peaIbHOM
BpeMEHH  IIPEAOCTaBAT  JiloOoe  HeoOXOAUMOE
IIOATBEPIKAEHME O IIOJYUYEeHUN COOOIIEeHNUS].



HeHagé:xHBIM — Korja cooOllleHne IIOChLJIaeTCd, HEU3BEeCTHO,
IOCTUTHET JII OHO CBOEr0 HazHAaueHUSI — OHO MOXKeT IOTEPATHCS IIO
nyTu. HeT Takux IMOHATHUM, Kak IOJTBeP:KAeHHEe, IOBTOPHAA Mepeaaya,
TaUM-ayT

HeynopsagouyeHHBIN — €CJIH [Ba COOOIIEeHUsA OTIIPaBJEHBLI OJHOMY
IIOJIyYaTesl0o, TO TOPSIOK HMX JOCTHKEHHUA IIeJii He MOKeT OBITh

IpeayTajiaH.

JlerkoBeCHBIN — HUKAaKOI'0 YIIOPSJAOYNBAHUSA COOOINEHUI, HUKAKOTO
OTCJIEXKUBAHUA COEIMHEHUU U T. Z. IDTO HEeOOJIBIION TPaHCIOPTHBIN
yPOBeHb, pa3paboTaHHbIN Ha IP.

JlaTarpaMMbl — ITIaKeThl IIOCHLIAIOTCA IO OT/AEJIbHOCTH U IIPOBEPSIOTCS
Ha IeJIOCTHOCTh TOJIBKO e€CJau OHU NpuObLIn. IlakeThl HMMeEIOT
oIIpeJieJIeHHbIe TPaHMUIbl, KOTOPbIe COOJIIOAIOTCSA MOCJIe IIOJydeHHts, TO
ecTh oIlepalus YTeHHs Ha COKeTe-IIoJy4yaTesie BBIJIaCT COOOIeHUe
TaKUM, KAKIM OHO ObLJIO H3HAUAJILHO ITIOCJIAHO.

Het koHTpoOJa mneperpy3ok — UDP cam mo cebe He wusberaer
neperpy3ok. s mMpuIoKeHUMN ¢ OO0JIBIION MPOMYCKHON CIOCOOHOCTHIO
BO3MOKHO BbI3BaTh KOJIJIAIIC IIEPETPY30K, €CJIHM TOJbKO OHH He
peayim3yloT Mepbl KOHTPOJIS Ha IIPUKIAJHOM YPOBHE.



UDP Datagram Header



UDP Header

1 1 2 2 3
0 7 8 5 6 3 4 1
o e o o +
| Source | Destination |
| Port | Port |
b o b —_— b +
| |
| Length | Checksum |
o o b —— o +



UDP Pseudoheader Checksum

1 1 2 2 3

0 7 8 5 6 3 4 1
e — e — e — e — +
| source address |
e e —— e — e —— +
| destlnatlon address |
T +
| zero | Proto | UDP length |

o — o — S +



TCP Segment Header

0 1 2 3
0123456789 01234567890123456728901
bttt —t—t—F—F—F—F ettt —t—F—t—F—F—F bttt —F—F =t —F —F—F b= —+
| Source Port | Destination Port |
d—t—tb—tb bt b bt bbbt — b bbb —F bbbt b b —f -+
| Sequence Number |
S S S S SIS S S SR SRIOY SYSIOY ST ST SO YOO AT S ST ST S SIS SRS SN SN SRIOY ST ST S
| Acknowledgment Number I

+—F—F—F+—F—-F—-F—-F—-F—-F—F—-F—F—-F—-F—-F—F—-F—-F—-F—F—-F—-F—F—F—F—F—F—F—F—F—F—+
| Data | |U|IA|P|IR|S|F| , |
| Offset| Reserved |R|CI|S|SIY|TI] Window |
| IGIKIH|T|IN|N| |
+—F—F—F+—F—-F—-F—F—-F—-F—-F—F—F—-F—-F—-F—F—-F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+
I Checksum | Urgent Pointer |
+—F—F—F+—F—-F—-F—F—-F—-F—-F—-F—-F—-F—-F—-F—F—-F—-F—F—F—-F—F—F—F—F—F—F—F—F—F—F—+
I Options I Padding |
+—F—F—F—F =t —F—b—F—f—F—F b=t —F =t b == —f—F = —+
| data |
+—F—F—F—F—F—F—f—F—F—F—F—F—F b —b =t —F =t b == —f—F —f = —+



Control Bits (based): 6 bits (from left to right):

URG - Urgent Pointer field significant
ACK - Acknowledgment field significant
PSH — Push Function

RST — Reset the connection

SYN - Synchronize sequence numbers
FIN — No more data from sender



TCP Pseudoheader Checksum

1 1 2 2 3
0 7 8 5 6 3 4 1
e —— e —— e —— e —— +
| Source Address |
b —— e —— e ——— S +
| Destination Address |
b —— e —— T +
| =zero | Proto | TCP Length |

o o gy +



Used Options

Currently defined options include (kind indicated in octal):

Kind Length Meaning
0 - End of option list.
1 - No-Operation.
2 4 Maximum Segment Size.

Specific Option Definitions

End of Option List

This option code indicates the end of the option list. This might
not coincide with the end of the TCP header according to the Data
Offset field. This is used at the end of all options, not the end
of each option, and need only be used if the end of the options
would not otherwise coincidé with the end of the TCP header.



Used Options (continuouse)

No-Operation

This option code may be used between options, for example, to

align the beginning of a subsequent option on a word boundary.

There 1is no guarantee that senders will use this option, so
receivers must be prepared to process options even if they do not
begin on a word boundary.

Maximum Segment Size

------------------------- S R ——
|OOOOOOlO|OOOOOlOO| max seg size |
------------------------- o ——_——

Kind=2 Length 4 Max1mum Segment Size Option Data:

16 bits

If this option 1is present, then 1t communicates the maximum
receive segment size at tjua TCP. which sends this segment. This
field must only be sent in the initial connection request (i.e.
in segments with the SYN control bit set). If this option is not
used, any segment size is allowed.



Ycranosiienue u pa3pbiB TCP coeruHaeHuA



KnueHT

CLOSED O
i

_1001|<SYN

3 sEQ=2015. ACK=1500:
L)
1

2016, ACK=150

CLOSE-WAIT Ga= SECF .

0, <FIN, ACK>

1
500, ACK=201, —

LAST-ACK O _ S

1500, ACK-=

=2017|ACK=
CLOSED &e—— SEQ

Cepbep
O CLOSED
1

$ LISTEN
1

>
===+ SYN-RECEIVED

O FIN-WAIT-1

\-5 FIN-WAIT-2

2017 <FIN
! ’ ACK>
(501, <ACK"‘>¢ TIME-WAIT

O« - -TafimayT=2MSL -

CLOSED




LISTEN

SYN SENT
SYN
RECEIVED
ESTABLISHED
CLOSE WAIT

LAST ACK

FIN WAIT 1

FIN WAIT 2
CLOSING
TIME WAIT

CLOSED

['oTOBHOCTB y3J1a K ITOJIyYeHHIO 3alpoca Ha COeUHEHNE OT JIF0OOTO yIaJIeHHOTO y3J1a
OsxkuiaHre OTBETHOTO 3aIpoca Ha COeIUHEHE

O:xkuiaHue MOATBEPKAESHUSA MOJIyYeHH OTBETHOI'O 3aIIpoca Ha COeJUHEHHE

CocrosiHME KaHaJIa, IIPU KOTOPOM BO3MOXKEH JIYIIJIEKCHBIM 0OMEH JaHHBIMU MKy
KJINEHTOM U CEPBEPOM

O}KI/II[aHI/Ie 3alIpoCa Ha OKOHYaHHUE CBA3U OT JIOKAJIbHOT'O IIpOoIecCa, NCIIOJIb3YIOIIETO
I[&HHIJIIZ KOMMYHHKaHHOHHbIﬁ y3€JI

OsxuzaHue MOATBEPKAEHUA 3alpoca Ha OKOHUYAHME CBsA3U, OTIPABJIEHHOTO YA IEHHOMY
y3iy. [IpegBapuTesibHO OT y/IaJIEHHOTO y3J1a y:Ke OBbLT IOJIydYeH 3alIpoc HA OKOHYAaHME CBA3U
1 KaHAaJI CTaJl CUMILJIEKCHBIM.

OsxuaHye MOATBEPIKAEHUS 3aIIpoca Ha OKOHYaHUE CBS3H, OTIIPABJIEHHOTO Y/IaIEeHHOMY
y3y (MHUITUUPYIOIINU 3a1IPOC, KaHAJ IEPEXO/IUT B CUMILIEKCHBIU PEXKUIM )

OskuiaHuMe 3arpoca Ha OKOHYAHME CBSA3U OT y/IaJIEHHOTO y3J1a
OsxuaHue MOATBEPKAEHUA OT Y/IaJIEHHOTO y3J1a Ha 3alpOC OKOHYAHUSA CBS3U.

TavimayT 1epej; OKOHYATeIbHBIM pa3pyIlleHneM KaHasla, I0CTaTOYHBIN JIJIs TOTO, YTOObI
yIaJIleHHBIH y3€eJ1 MOJIyYUJT TIO/ITBEPIK/IEHIE CBOETO 3aIIpOca OKOHYAHUSA CBA3H. BemunHa
TaiiM ayTta coctapisger 2 MSL (Maximum Segment Lifetime)

@UKTHUBHOE COCTOSTHHE IIPU KOTOPOM KOMMYHUKAITMOHHBIN y3€/1 U KaHal (paKTUYEeCKH He
CYIIIECTBYIOT
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TCP kak KOHEeUYHbIN
aBTOMAT

Passive Open

v

CLOSED

Set Up TCB

LISTEN

Receive SYN

Send SYN+ACK

Simultaneous Open

SYN-RECEIVED

Receive SYN

¢ Send ACK

Receive ACK

Open - Responder Sequence

Close - Initiator Sequence

Close, Send FIN

Active Open
Set Up TCB
Send SYN

SYN-SENT

Receive SYN+ACK

Ser‘lld ACK

'

ESTABLISHED

FIN-WAIT-1

Simultaneous Close

—
Receive ACK for FIN

FIN-WAIT-2

Receive FIN
Send ACK

|_Receive FIN
Send ACK

CLOSING

Receive ACK for FIN

P  TIME-WAIT

Open - Initiator Sequence

Close - Responder Sequence

| Receive FIN
Send ACK

CLOSE-WAIT

Wait for Application
Close, Send FIN

LAST-ACK

Receive ACK for FIN

Timer Expiration




MexaHN3M IOBTOPHOU IIepeladyn



MepenaHo 200
OKTeTOB. 3anylleH TanMep
NOBTOPHOW Nepenasu

MonyyeHo noaTeepaeHUe.

TanmMep NOBTOPHON
nepega4vy oCTaHoRMEeH

MNepegado cnepyrowune
200 oKTeToB.
3anyiyeH Taimep
NOBTOPHOW Nepenayu

Cpaboran TanMmep
NOBTOPHOW Nepena4un

MoBTOpHO NepepaHb!
200 oxTeTos.
3anyileH Tarimep
NOBTOPHOW Nepeaayu

e Nonyyatens
il XocT B
.\
@ SEQ—100 AC :
I
CcK
\N-—ZOO. A
® sgQ=501, ACK=301, WINDO
» ACK=5 01 <
ACK>. narhe
ATA He QoCTaB-
IeHbl
= ACK> ]
OW=200, <
< SEQ"SO‘\, ACK=30ﬂ . WIND
(ré})
D —
SEQ_301- ACK=5
01, <ACK> DAT
A——s,
ACK
O\N-—?.OO, <
4~ SEQ—50‘\ ACK"50‘\ WIND

MNony4eHo noaTBepXaeHue.

Taimep NOBTOPHON
fepenaqu ocraHoenex




Ckomnb3dainee okHo TCP

Window Already Send Window  Usable Window
Left Edge of Sent (14 bytes) (20 bytes) (6 bytes) Right Edge of
Send Window J' Send Window

N\ —

wen 12BN 29Q 3003 I2YSIPIAYISYI6QIT YIS IOQ40) M |42 45§44 45 46 (47 [ 45|49 50|51 | 52 53 B4 bb 56 HF ===

Category #1 Category #2 Category #3 Category #4

Sent and Mot Sent, Mot Sent, Recipient
Acknowledged SFEgﬁf;ﬁg‘sﬁtéﬂﬁgt‘gﬁﬁQfd Recipient Ready Not Ready To Receive
(31 bytes) g To Receive (44 bytes)

* OKHO 3aKpbIBaeTCs 110 Mepe CMeIleHUsI JIEBOTO Kpasd
BIIPABO. TO MMPOUCXOUT IIPHU OTIPaBJAEHUN JAHHBIX

* OKHO OTKPBIBAeTCs 110 Mepe CMellleHHA IIPaBoro Kpas
BIIPABO. DTO MPOUCXOJUT B COOTBETCTBUU C II0JIydeHHEM
IIOATBEPKAEHU M

* OKHO C;KMMAeTCsA, KOT/Zla IPAaBbIU KPAU CMEIIAETCS
BJIEBO ITpU cpabaThIBAHUU MeXaHN3Ma IIOBTOPHOU
nepegaur. Moayis TCP goszkeH ObITH TOTOB K
00pabOTKe 3TOH CUTyaIlH.



Client

RCV.WND = 200

F
RCV.NXT = 241
1. Send Request

3. Receive Combined Ack &
Reply, Send Acknowledgment

RCV.WHND = 200

|

F Y
RCV.NXT =321

5. Receive Part 1 of File,
Send Acknowledgment

RCV.WIND = 200

fao] 120

F
RCV.NXT = 441

9. Receive Part 2 of File,
Send Acknowledgment

RCV.WND = 200

fso] 120 | 160

F Y
RCV.NXT = 601

Regquest

[™Length=140

Reply
Length = &0
Seq Num = 241

/A{:k Hum = 141

™ Acknowledgment

Ack Hum = 321Fﬂe (part 1)
Length =120
Seq Hum = 321

Acknowledgment
Ack Num = 441
File (part 2)
Length = 160
Seq Hum = 441
[~ Acknowledgment

Ack Num = 601

Seq Num:1x‘

Server

-~

-

]

SND.NXT = 241 SND.WND = 200

Usable = 200

SHD.UNA = 241

2. Receive Regquest, Send
Combined Ack & Reply

SHD.UNA = 241 SHD.WHD = 200
| S Usable = 120
&0

Fy
SHD.NXT = 321

4. Send Part 1 of Requested File

snn.uw =241 SHND.VWND = 200
Usable =0
o 120
ry
SHD.HNXT = 441

6. Receive Ack For Reply

SHD.UNA =321 eyp wiND = 200
4 Usable = &0
I [z

Fy
SHD.NXT = 441

120

7. Receive Ack For Part 1 of File

SHD.UNA = 441
a0Q 120
SHD.WHD = 200
Usable = 200  SHD.NXT =441

8. Send Part 2 of File
SHD.UHA = 441

| |0 120 ] 160

SHD.VWHD = 200
Uszable = 40

Fy
SND.HXT = 601

10. Receive Ack For Part 2 of File

SND.UNA = 604
| |sof 120] 160
SHD.WND = 200
Usable = 200 SHD.NXT =601




CUHIPOM IJIyIIOT'O OKHA
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HoctynHoe
L OKHO |

" Mpepnaraemoe 7
L OKHO Y,




o [I[puHuMaloIasgd CcTOpoHa He JOoJKHa AaHOHCHPOBATH
MaJeHbKHe OKHa. AjpecaT He J0/IDKEeH aHOHCUPOBAaTh
pa3Mep OKHa, OOJBIINI TeKyIlero (KOTOpbI CKOPee BCETo
paBeH 0), IOKa IIOCJIeITHUN He MOKET ObITh YBEJIMUEH JH0O0
Ha pa3Mep MaKcHMaJIbHOro cermeHTa (Maximum Segment
Size, MSS), n1ubo Ha 1/2 pasmepa Oydepa IIpueMa, B
3aBHCHUMOCTH OT TOr'0, KaKOe 3HadeHH€e OKaXKETCA MEHBIITNM

* OTIIpaBUTENb AOXKEH BO3EPKATHCA OT Mepeadl, II0OKa OH
He CMO2KeT IlepelaTh CerMeHT MaKCHMaJIbHOT'O pa3Mepa WIn
CerMEeHT, pa3Mep  KOTOporo  OoJjibllle  MOJIOBUHBI
MaKCUMaJIbHOTO pa3Mepa OKHa, KOTOPBIM Korja Jinbo
AaHOHCHPOBAJICA IPUHUMAIOIEN CTOPOHOU



e [Ipy 1noJlydyeHHM CcerMeHTa ajpecaT He OTIpaBJIdeT
IIOATBEPKJEHUE, €CJIH, BO IEPBbIX, CETMEHT HE COMAEP:KUT
¢daara PSH (maroiero ocHoBaHue moJjiaraTh, YTO BeJie[ 3a
I10JIYy4Y€eHHBIM CETMEHTOM BCKOpE IIOCJIEYIOT
IOIIOJIHUTEJIbHBIE JaHHbIE), U, BO BTOPBIX, OTCYTCTBYyET
HeOOXOIUMOCTD OTIIPaBKH OOHOBJIEHHOI'O 3HAUEHHSI OKHA

* Tem He MeHee moJIydaTesb JOJJKE€H YCTAaHOBUTH TaulMeD,
KOTOPBI IO3BOJIUT IIOCJAaTh IIOATBEDP:KAEHUE, €CJIU B
lepesiaye JAaHHBIX ITPOU3OIIEIl ONpPEJIEJEHHBIN IIePePHIB,
YTO MOXKET OBITh BEI3BaHO, HATPUMED, IIOTEPEN CETMEHTOB



Crparerusda MeajIeHHOTO CTapTa
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e BBoauTCA HOBasl BeJIMUUHA «OKHO
nnepenojiHeHue» (congestion window), cwnd

 HauasnibHOE 3HaUueHue cwnd YCTaHABJINBAETCA
paBHBIM MSS uiu menblle (536 uim 512
OKTETOB)

 [Ipu BeIUMCIIEHUHU IOCTYITHOTO OKHA
OTIPABUTEJIb UCIIOJIL3YET MEHbIIIEE U3
[IpeJjiaraeMoro OKHa ¥ OKHa IepernoJIHeHUA.

» KaskaipIM pas3, Korga OTIIPAaBUTEIb IIOJIyYa€eT
[IOJTBEPKIEHUE II0JIyYEHHOI'0 CErMeHTa, ero
OKHO IIePEIOJIHEHN YBEINUNBAETCA HA
BEJIMUNHY 3TOT'O CerMeHTA



JIerko 3ameTuThb, 4TO IIpe/jiaraeMoe OKHO
CJIY2KUT JIJIA YIIPaBJI€HUA IIOTOKOM CO CTOPOHBI
[10JIy4daTesid, B TO BpeMsA KaK OKHO
[IePEOJIHEHUA CIIYKUT JIJI YIIPpaBJIEHHUSA CO
CTOPOHBI OTIIPABUTEJIA.

Eciiu nepBoe 13 HUX CBA3aHO C HAJITMYUEM
cBOOOAHOrO MecTa B Oydepe mmpuema agpecara,
TO BTOPOE — C IIPeJiCTaBJIEHHUEM O 3arpy3Ke CeTU
y OTIIPABUTEJIA JaHHBIX.



» Eciu pa3pelnieHHoe OKHO nepeaauun 00JIbIlie
MSS, TO oTIipaBUTEb HEPESAET CETMEHT
pazMmepa MSS u o:kugaeT HoATBEPKIAECHUA

* [Ipu npuxoae moaATBEPKACHUA OTIIPABUTEIb
yBeJIMUUBAET cwnd BABOE

e Cienymoliee yBeandeHue cwnd IIPOUCXOAUT IIPU
IIOJIy4E€HUH BCEX MOATBEPKAEHUU Ha
OTIIPaBJIEHHBIE PA3PEIIEHHbIE CETMEHTDI

* 1o moCTH2KEHUU CKOPOCTH, OJIM3KOM K CKOPOCTH
HACBIIIEHU, BKJIIOYAeTCA MeXaHU3M
yCTpaHeHHs 3aTopa



cwnd = sz
cwnd = cwnd_+ (cwnd /sz)*sz =2 sz =2 cwnd_
cwnd =cwnd + (cwnd_  /sz)*sz = 2 cwnd

n n-1 n-1 n-1




YcrpaHeHue 3aTopa

byziem cuuTaTh, UYTO BEPOSTHOCTD OLIMOOK Ha
dbu3ryeckoM ypoBHe Masia (MeHbIle 0,5%)

[ToaTOMY IIOTEPS JAHHBIX Y IOJay4YaTesas OyaeT
CBU/IETEIbCTBOBATH O 3aTOpeE. B cBOIO ouepep,
CO CTOPOHBI OTIIPABUTEJIA O 3aTOPE MOIKHO
CYJIUTh 110 3HAUUTEJILHOM I1ay3e B IOJyUYeHUU
IOATBEPKJIEHUS U/ WU IIOJIyUeHUH Ty0JINKATOB
IO TBEPKIEHU U



Hapsay ¢ OKHOM IIepeIoJIHeH A, BBEAEM BEJTMUNHY II0pOra
MeJIeHHOTO cTapTa (sstresh)

 HauasibHble 3HaUeHUA cwnd U ssthresh UHUITUAJIU3UPYIOTCA
PaBHBIMU pa3Mepy OJHOT'O cerMeHTa U 65535 6alTOB COOTBETCTBEHHO

 MakcuMasIbHOE KOJIMYECTBO JJAHHBIX, KOTOPOE MOKET IepeiaTh
OTHpPaBUTEJIb, HE IIPEBBILIAET MEHBIIIETO U3 3HAUEHUUN OKHA
IIEPENIOJIHEHUA U IIPEJIjIaraeMoro OKHa

 [Ipu BOBHUKHOBEHUH 3aTOpa (YTO OMpeesisAeTcsa o TalM ayTy Win
IIOJIy4eHUI0 IyOJINKATOB MOATBEPKAEHMM ) ITapaMeTp ssthresh
yCTaHaBJINBAETCS PaBHBIM IIOJIOBUHE TEKYIIETO OKHA, HO HE MEHBIIIE
pasmepa ABYX CErMEeHTOB. ECiu ke CBUIeTeJIbCTBOM 3aTOPA ABJIAETCA
TalM ayT, TO IOIIOJTHUTEJIBHO pa3dMep cwnd cOpachIBaeTcsA 10 OJHOTO
cerMeHTa, WiIH, JPYTUMHU CJIOBAMU, BKJIIOYAETCA MeAJIEHHBINA CTapT

* Korza oTmipaBuTesib MOJIydaeT [MOATBEPKACHNE, OH YBEIUUUBAET
pa3mMep cwnd, OTHAKO HOBBIU Pa3Mep 3aBUCHUT OT TOTO, BBIIIOJIHAET JIN
MOJIYJIb MeJIEHHBIN CTAPT WM yCcTpaHeHue 3aTtopa. [Ipu aTom 10
yCTpaHeHUs 3aTOpa, pa3Mep OKHAa, BBI3BABIIINU 3TOT 3aTOp Oy/eT B
auaria3oHe OT ssthresh mo 2*ssthresh



B ¢ase ycrpaHeHUsa 3aTopa

cwnd = cwnd . + s/cwnd

1 n-1"7

S — YHCJIO0 OJHOBPEMEHHBIX NOATBEPKIEHUH
Jrta popmysia odbecrieurBaeT MpupalleHue
CKOPOCTHU IIepeaavu HE BbIIIE, UeM MSS/RTT.

(RTT — Round Time Trip)

IIycTh B KaKOM-TO MOMEHT BPEMEHH pa3Mep OKHa
paBeH cwnd_, OTIIPaBUTEJb MOXKET IIEPEIATh

MAKCHUMYM CETMEHTOB PA3MEPOM Sz, Ha KOTOPbBIE
OH IIOJIYYUT TAKOE€ 7K€ YHCJIO NOATBEPKIEHUU.
Cwndn+l< CwndnJr (s* Cwndn* sz)/ (s* cwndn) =
= cwnciln +3S7



PacmupenHoe nuddepeHIupoBaHHOE

VIIpaBJIEHHUE IIOTOKOM
JyOs1poBaHue NOATBEPKAEHUI pacCcMaTPUBaIOCh KaK MPU3HAaK
3aToOpa B CeTH, OJHAKO, corjiacHo RFC 1122 3TO Tak»Ke MOKeT
CJIY>KUTH IIPU3HAKOM IIPUX0/1a HEYIIOPAIOUYEHHBIX CETMEHTOB.
IToaToMy TpebyeTcs JOTMOJHUTEIbHBIA MEXaHU3M IMOATBEPKAECHUSI

3aTopa. JIJ1st 5TOro BBOJATCS HOBBIE (hJjIari:
 ECN bits (from reserved bits 6,7 in TOS field in IP header)

« NS — mackupoBka ECN-nonce (RFC 3540).

 CWR (Congestion Window Reduced) — ITosne «OkHO mieperpy3ku
yMEHBIIIEHO» — (pJIar yCTaHOBJIEH OTIIPABUTEJIEM, UTOOLI
yKa3aTh, YTO IIOJIyY€eH IIaKeT ¢ ycTaHOBJIIEHHBbIM (psiarom ECE
(RFC 3168)

 ECE (ECN-Echo) — ITosie «9x0 ECN» — yka3bpIBaeT, YTO JJaHHBIN
y3es cnocober Ha ECN (saBHOe yBegoMJIeHHE IIeEperpy3Ku) U JJIs
yKa3aHUs OTHpaBUTesI0 0 eperpy3kax B cetu (RFC 3168) (from
4-6 bits from reserved in TCP header before flags fields)



* 00 — Non ECN-Capable Transport, Non-ECT
* 10 — ECN Capable Transport, ECT(0)

* 01 — ECN Capable Transport, ECT(1)

11 — Congestion Encountered, CE

Eciiv ¥ oTIIpaBuUTENIb U IT0Jy4YaTesib noaaepkuBaoT ECN,
OHU MOTYT MCII0JIb30BaTh Kak ajaroputM ECN(0), Tak u

ECN(1)

MapiupyTusaTop B cjIy4dae Ieperpy3ku BMeCTO
oTOpachIBaHUA IIAKETOB, MOXKET U3MEHUTDH 3HAaUYEeHHUA 01 1
10 ECN 6uTOB 10 11, TEM caMbIM COO0IIAs IIOJIyYaTEITIO
JTAHHBIX O Ieperpys3kKe

ITockoJIbKY KauecTBeHHas1 00paboTKa Ieperpy3Ku
BO3MO>KHA TOJIBKO Ha TPAHCIIOPTHOM YPOBHE, TO TpebyeTcs
IIO/IIEP>KKaA CO CTOPOHBI ITpoToKosia TCP



IIpu ycranossenuu TCP coeguHeHNA, CTOPOHA UHUITUUPYIOIAA
coenuHeHue u noaaep:xkuBawmasa ECN, ycranasiauBaer Jaru
ECN B 11, ¥ TaK:Ke yCTaHABJIMNBAsA B 1 JIIOObIE U3 UCHOJIb3YEMBbIX
daaroB NS, CWR, ECE. OTBevaroiiasa CTOpoHa IOCTyHaeT
aHAJIOTUYHO

B ciiydae nmeperpysku, JeTeKTUPYEMOU I10JIydaTesIeM JJaHHbBIX, OH
ycranasiiiBaeT ¢uiard ECN B 3HaueHue 11

Ecnu coeqmHeHne yeTaHOBJIEHO 1O MpoTokoiy TCP, ymanenHnasn
CTOpOHA JoJ/kHa moATBepAuTh npuem outos ECN ¢iarom ECE B
cJlyyae BKJIIOUEHUA aJITOPUTMA YCTPAaHEHHUA 3aTopa

CWR-@urar ycranaBjanBaeTCsA OTIIPABUTEJIEM B 1 IIPU ABHOM
copoce 3HaueHus cwnd IIpu yerpaHeHuu 3atopa. MHGopMupyer
rojiydyaresid o GpakTU4eCKOM BKJIKUYEHUU MeIJIEHHOI'O CTapTa

B ciiyyae neperpysku, JeTEKTUPYEMOU OTIIPaBUTEIEM JIaHHBIX,
[10JIy4aTeJsib IaHHBIX JI0JI>)KEeH OTBETUTH (pstaroM NS, eciiu
HCIIO0JIb30BaJI IIOBTOP MOJATBEPKAEHUU KaK HHAUKATOPOM
HapyllleHus nopsaka npueMma ganabix u piiaroM ECE Bo Beex
OCTAJIbHBIX CJIYYaAAX



Crracu60o 3a BHUMAaHue!
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